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The Forecast

IS Warm with a
TariFf Approaching

am going to wade into the weeds

for a moment and talk about the

current president’s plan to tariff the

global economy. While leveraging

tariffs to achieve parity with unfair
trade practices from other nations is
understandable. Tariff wars, however, are
difficult to deescalate and have significant
economic consequences.

The good folks at SIA hit the nail on
the head.

“As SIA reviews these policies, we
maintain our steadfast view that U.S.
trade policy should drive open markets,
competitiveness and innovation and effec-
tively protect intellectual property rights.
Not only is the U.S. one of the largest se-
curity markets, but it also continues to be
an important center for product develop-
ment, intellectual property ownership and
manufacturing for many of our members,
which are dependent on a global supply
chain.”

Exactly what does the security in-
dustry bring to the global table. We all
know that the security industry is grow-
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ing rapidly, but the
total impact to the
economy is $431.3
billion. Accord-
ing to SIA, the
security industry
provides 2.1 million
jobs, and a payroll of
$145.5 billion in wages.
This includes supplier and induced eco-
nomic activity.
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ACCESS CONTROL

Fast-Forvward from
1,800 B.CE. to Today

By Peter Boriskin

he lock and key have been around since time im-
memorial. In fact, the locksmith profession is one
of the oldest in the world when you consider the
earliest wooden tumbler lock debuted three-plus
millennia ago.

Of course, the inventors did not exactly call it an “access con-
trol solution” way back then, but the concept was certainly there,
at least in nascent form. The idea was to limit who should be
allowed to enter so property would be better protected, and its
inhabitants would feel safer.

That basic idea remains the foundation of access control to this
day. What has changed, obviously, is the technological progress that
has been made and the interoperable ingenuity that now helps to-
day’s access control solutions complement and reinforce each other.

FROM MECHANICAL LOCKS TO INTELLIGENT KEYS,
MOBILE CREDENTIALS AND BEYOND

It does not take long to recognize how far we have come from
purely mechanical door locks. That is not to say that modern me-
chanical locks and keys are not still extremely useful and valuable.
Take new red button locks on the interior of a growing number
of classroom doors that empower a student to activate a deadbolt
immediately in the event of a threat.

When you look at the innovation that has occurred in electro-
mechanical products, intelligent key systems and digital access
solutions, the evolution is impressive and readily apparent. It has
yielded, by design, incredible door security benefits.

When the subject of access control comes up, what comes to
mind most often are electronic access control (EAC) solutions —
particularly those featuring credential readers that activate a door
lock once an authorized fob, keycard or mobile phone is presented.

Mobile credentials have become increasingly important every-
where, especially among college-age students considering which
schools they apply. They expect their phones to fulfill an expand-
ing range of transactions — from convenient, secure payments for
food, bookstore, laundry, and other campus services to easy, safe
access to workout facilities, school events, and — most important —
campus housing. In fact, mobile access has become a key selling
point of higher education institutions.

An exciting, new development in digital access solutions is the de-
ployment of facial identification stations on university campuses and
K-12 environments, primarily at openings to athletic workout and
event facilities. Because it is a hands-free credential, athletes, coaches,
and staff do not have to worry about carrying, stowing or keeping
track of a key, fob, card or mobile phone to enter a controlled space.

While mobile devices are excellent and rarely get lost or left
behind, a face is something that is always on you. Attractively
priced and no longer limited to high-security government appli-
cations, facial identification solutions are also gaining interest for
other critical environments and applications, including hospitals

and commercial buildings.

Intelligent key systems are also among the EAC solutions that
keep gaining momentum. Even though the technology has been
around for a while, new applications and beneficial uses keep
emerging for these advanced electromechanical cylinders and
keys. Efficient to install and authorize, intelligent key and lock
systems are ideal for retrofits, providing robust controlled access
and physical security while increasing accountability.

TRAFFIC CABINETS, SMART LOCKERS AND
MORE FUTURE-FORWARD ACCESS SOLUTIONS

The solution is also getting more notice as a retrofit for traffic
control cabinets that house all the electronics for traffic lights are
connected to municipal and statewide networks. Intelligent locks
and keys help ensure that only authorized personnel have access,
that cabinets are securely closed after equipment is serviced, and
that a destructive breach or cyber threat becomes outdated.

Switch locks are another valuable application for intelligent
key systems. Being able to program when a certified operator can
start and run expensive forklifts, industrial shredders, vehicles
and other equipment can help improve both safety and the secu-
rity of valuable assets.

Key cabinets for securely and reliably storing intelligent keys
on site — as well as keeping them charged — are also an essential
and practical step for the technology. Key cabinets and key man-
agement go a step further by providing audit trails to help keep
track of keys, who has access to them, and when.

Assignable and secure smart package delivery and storage
locker systems are among some of the other extremely beneficial
EAC security solutions now available.

New, intelligent video visitor intercoms with clear two-way
communication, HD cameras, and buzz-in features provide yet
another layer of electronic access control and are deployed in
multi-family housing, K-12, healthcare facilities, and other loca-
tions where extra measures to vet visitors are essential.

Digital access has also become more affordable, scalable
and practical for small- and medium-sized businesses thanks to
unique products and systems designed for that market.

So many of these solutions and applications are seamless, creat-
ing an even more high-impact solutions — like mobile credentials
and VMS; facial identification and new visitor video intercoms;
and intelligent keys and smart locker systems, to name a few.

Thankfully, the use cases keep growing and the innovations
keep improving as access control solutions
expand to better meet the security and safety =
needs of more people and places looking to
protect lives, living spaces and livelihoods. #

Peter Boriskin is the CTO and senior vice
president of ASSA ABLOY Americas.
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ACCESS CONTROL

Built for Today,
Ready for Tomorrow

By Charles Nguyen

electing the right VMS is critical for any organization that

depends on video surveillance to ensure safety, security

and operational efficiency. While many organizations fo-

cus on immediate needs such as budget and deployment

size, let us review some of the long-term considerations
that can significantly impact a VMS’s utility and flexibility.

OPEN ARCHITECTURE

When selecting a VMS, open architecture is a key factor to con-
sider. Unlike proprietary systems, which can limit device com-
patibility and stifle future upgrades, an open architecture VMS
allows for greater flexibility and adaptability. This enables orga-
nizations to integrate various cameras, analytics tools, and other
devices, ensuring they can choose the best technologies for their
specific needs without being confined to a single vendor.

Closed systems can quickly become obsolete as technology
evolves, forcing organizations to either stick with outdated solu-
tions or face the inflated cost of transitioning to a more adaptable
solution. When switching to a closed system, businesses may also
have to rip and replace their current cameras and other hardware,
as these systems often do not support devices from varied brands.

Open architecture VMS platforms support integration with
various third-party systems, making it easier for businesses to
scale and enhance their surveillance infrastructure as needed.
This freedom to choose devices is critical when different sites have
varying requirements.

HYBRID APPROACH
Organizations today often require flexibility in deploying their
VMS, especially when dealing with multiple locations or varying
site requirements. Hybrid deployments, those that combine on-
prem and cloud technologies, offer the best of both worlds.
On-prem servers may provide the processing power and storage
needed for larger sites or headquarters. Smaller or remote sites can
benefit from fully cloud-hosted systems. Hybrid approaches allow
businesses to scale their infrastructure according to their current
needs. This gradual modernization ensures that the system can grow
alongside the organization, making it easier to integrate modern
technologies or expand into cloud services when the time is right.

RELIABILITY AND UPTIME

Reliability is crucial when choosing a VMS, especially for orga-
nizations that consider video surveillance mission critical. Down-
time or missed recordings can have profound consequences, from
operational disruptions to missed security events.

A VMS with built-in redundancy features such as failover
archiving and load balancing helps ensure continuous monitor-
ing, even during hardware or software failures. Combined with
automatic resource management, these features can keep systems
operational under various conditions, minimizing the risk of los-
ing important video data.
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KEY QUESTIONS TO ASK WHEN CHOOSING A VMS

Does this VMS support a wide range of third-party cameras, sensors,
and analytics tools, allowing me to choose the best technologies for
my needs?

« Can | gradually modernize my infrastructure and keep my existing
investments without disrupting operations or overhauling the entire
system?

« Does the VMS include essential cybersecurity tools like encryption,
multi-factor authentication, and automated patch management to
protect my system from threats?

« How does this system ensure that my organization follows regional
privacy regulations?

« Does the VMS offer deployment flexibility, allowing me to choose
between on-premises, cloud, or hybrid models based on my spe-
cific requirements?

« Can this system easily expand to accommodate more cameras, in-
creased storage, or more technologies like video analytics as my
organization grows?

« How does the VMS enable real-time communication and automated
workflows to ensure fast response and coordination during security
events?

« Can the VMS unify video, access control, ALPR, and other security
systems into a single platform, simplifying monitoring and manage-
ment for my team?

SCALABILITY AND MOBILITY

As organizations grow, their video surveillance needs will also
evolve. A scalable VMS allows for easy expansion, whether add-
ing more cameras, increasing storage capacity, or integrating new
technologies such as video analytics or sensors.

Scalability ensures that the organization continues to benefit
from its first investment without replacing the entire system as
needs change. A good VMS will also offer API or SDK support,
enabling custom integrations that extend the system’s functional-
ity beyond basic video surveillance.

A modern VMS should provide secure remote access via a web
app, allowing users to watch video, manage access control, and
quickly respond to alarms with real-time communications from
any device with a browser. This ensures better coordination and
faster incident resolution.

CYBERSECURITY AND PRIVACY

As cyber threats become increasingly sophisticated, cybersecurity
and data privacy are paramount concerns for any VMS. To miti-
gate risks, a robust VMS should offer built-in cybersecurity tools
such as encryption, multi-factor authentication and automated
patch management for both the VMS and video cameras.

SECURITY TODAY



Organizations must also consider privacy regulations like GDPR
or other regional data protection laws. A good VMS will allow for
privacy controls, such as data anonymization and automated video
retention policies, to ensure compliance with these regulations.

UNIFICATION

The terms unification and integration are often used interchange-
ably, but they don’t mean the same thing. Managing and integrat-
ing multiple disconnected systems can lead to inefficiencies and
security gaps in complex or multi-site organizations. Conversely,
a unified platform that centralizes video, access control, and oth-
er security systems in a single platform can dramatically simplify
monitoring and response activities.

Unified systems offer a comprehensive view of security opera-
tions, allowing operators to manage video feeds, alarms, and other
security events from one interface. Advanced VMS platforms often
come with built-in features like map-based visualization, real-time
alerts, native audio capabilities, and mobile access, further enhanc-
ing operational efficiency. Unification ensures that critical insights
from across the organization are accessible and actionable.

Unification goes beyond security by integrating building sys-
tems, I1oT sensors, and business applications into a single platform,
unlocking valuable operational insights. A unified platform with
intuitive data visualization helps teams optimize space, streamline
operations, and improve customer experiences, while also enabling
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IT and SecOps to standardize and share data efficiently.

REAL-TIME CAPABILITIES

Centralized video access allows investigators to easily retrieve,
view, and analyze footage from multiple locations in real time.
Immediate access to all relevant video feeds, live and recorded
in the same view, streamlines the investigation process, enabling
faster responses to security incidents.

Smart video analytics enhance this further by automatically
identifying critical events, anomalies, or behaviors. These advanced
analytics help investigators pinpoint relevant footage quickly, sav-
ing time and allowing them to focus on the most important aspects
of the investigation. System tools can also ensure that sharing evi-
dence is both seamless and secure, maintaining chain-of-custody
protocols while facilitating collaborative investigations.

Choosing the right VMS goes beyond addressing immediate
surveillance needs. It’s a pivotal decision in building a scalable, re-
silient security infrastructure. An open architecture VMS ensures
adaptability and avoids the constraints of proprietary systems, of-
fering the freedom to integrate the best devices

and adopt emerging technologies seamlessly. #

Charles Nguyen is the product marketing
manager for Video, Audio, and Analytics at
Genetec.
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BODY WORN

Body-Worn Cameras

on the Rise

By Alan Ring

n the evening of Oct. 29, 2024, the owner of 300
Guard based in Houston, was shot while on duty
at a convenience store. He returned fire. He was
wearing a plated vest and thankfully recovered in
the hospital.

The other thing the security guard was wearing that “saved his
life” was a body-worn camera. He attributes the camera’s footage
to enabling him to establish a clear-cut case for why he returned
fire on the suspect, who was arrested that evening, also thanks
(Jonathan says) to the footage from the bodycam.

While law enforcement is the best-known use case for bodyca-
ms, they are also being adopted more heavily in the private sector,
including retail, transportation and private security.

For private security, one of those driving factors is a reduction
in police headcount. A First Analysis report from 2023 titled,
“Internet of Things: Use of bodycams outside law enforcement
set for dramatic rise,” noted full-time sworn-officer headcount
had — at the time — had declined for three consecutive years. Pri-
vate security is being tapped as a first line of defense, and by 2021,
the number of security guards nationally outstripped the number
of police officers, according to an article in Governing.com.

Another factor behind the rise of bodycams in the private sec-
tor is the need for increased accountability, improved safety and
transparency in work environments that are considered high risk.
And yes, that includes places like retail stores where 80% of front-
line retail workers said they feel unsafe on the job, according to a
2024 survey by Axonify. That finding comes as customer incivility
is on the rise, making frontline teams the first line of defense in
managing unruly or unlawful customers.

The use of body-worn cameras in the private sector is still in
somewhat early stages, but the technology has already proven
beneficial in these ways:

DE-ESCALATING AND RESOLVING CONFLICT

Bodycams have the potential to de-escalate volatile situations and
aid impactfully with conflict resolution. It is often true that simply
the presence of a camera can deter unlawful behavior. When that is
not the case, security staff wearing bodycams are trained to defuse
challenging situations with strategic de-escalation techniques.

Further, that footage becomes a valuable training tool for han-
dling similar situations in the future. It can be used to analyze interac-
tions and help improve guard performance in challenging scenarios.

Body-worn camera footage provides an objective account of
the events leading up to an incident, if one still occurs, which
helps with the impartial resolution of disputes.

ENHANCING DATA SECURITY AND PRIVACY

Despite the benefits of bodycams, they also raise data security
and privacy considerations that must be addressed. Private se-
curity firms and others deploying the cameras should have strict
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protocols for safeguarding video footage and ensuring compli-
ance with relevant privacy regulations. This can cover everything
from data retention policies to encryption to the confidentiality
of video footage.

This is where the value in having both the bodycam hardware,
and a secure data platform comes in. Users can ensure footage is
encrypted on the camera and uploaded directly and securely to
the platform. They can manage user permissions to limit who can
access the data, ensuring it is safeguarded, backed-up and ready
for easy retrieval by only the appropriate parties when needed.

Body-worn cameras serve as the eyes and ears of security
staff and increasingly — frontline teams — providing a first-person
perspective of what is happening around them. The devices are
outfitted with high-def cameras and audio recording capabilities,
making them a critical tool for capturing information as incidents
unfold. Whether patrolling a crowded venue or managing a dis-
turbance on public transit, the technology arms the wearer with
invaluable situational awareness. This helps them assess threats
and respond in the best way possible.

Another benefit of bodycams is the ability to livestream, al-
lowing teams on the ground to relay real-time footage from mul-
tiple viewpoints to off-site monitors who can help coordinate re-
sponse efforts. Having an unfiltered, comprehensive view of the
environment enables personnel to anticipate and address security
concerns quickly and smoothly.

Deploying body-worn cameras can encourage a culture of
transparency for the user whether a security firm, retailer, trans-
portation provider or beyond. Recording interactions between
personnel and customers promotes adherence both to ethical
conduct and professional standards, and it helps resolve conflict-
ing “he-said/she-said” accounts protecting the employee every bit
as much as the patron of an establishment.

Beyond their operational benefits, bodycams are a valuable
training and professional development tool. Footage can be used
for post-incident analysis and debriefing, allowing security per-
sonnel to review and reflect on their actions and identify ways to
improve. This, in turn, fosters a culture of continuous learning
and improvement.

Bodycam footage can also be incorporated into training pro-
grams whereby it provides real examples of security protocols
and best practices. By immersing trainees in scenarios based on
actual incidents, teams can use the footage for experiential learn-
ing and enhance the proficiency of their employees.

Do not be surprised next time you are in a
store and see the checkout clerk wearing a body-
cam. Same goes for riding the train and observ-
ing transit staff outfitted with the cameras. #

Alan Ring is CEO of HALOS Body Cameras.
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COVER STORY

How Long uUntil Al

The security industry at a crossroads
By Steve Reinharz
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he security industry is facing a transformation
unlike any in its history. Indeed, much of the
modern world is in this position. From the indus-
trial revolution to the rise of automation, labor-
intensive roles have continuously evolved, and
security is no exception. Al is now fundamentally altering how
security is managed, shifting from human-reliant surveillance
and guard services to intelligent, autonomous security solutions.

This shift raises a critical question: How long until Al takes
over traditional security jobs?

Short answer: It has already begun. And While Al will un-
doubtedly replace many roles, the reality is more complex. The
security industry is not being eliminated; it is being redefined,
again much like many other global industries. Those who em-
brace this evolution will find new opportunities, while those who
resist risk being left behind. As with every revolution there will be
winners and losers.

But you are reading this because the headline touched a nerve,
and you want to calculate the reality of Your job being at risk —
and when. Read on for answers.

THE LIMITATIONS OF TRADITIONAL SECURITY

For decades, security has depended on human staffing and reac-
tive surveillance systems. Security officers patrol sites, respond to
incidents, and monitor surveillance feeds. However, these legacy
models come with significant challenges.

Human attention span limitations. Studies show that after 20
minutes of continuous monitoring, an operator’s ability to detect
threats drops by up to 95 percent.

High labor costs. Security staffing requires significant investment
in wages, training, and scheduling, making 24/7 coverage expensive.

Reactive rather than proactive. Surveillance systems often serve
forensic purposes rather than preventing incidents in real-time.

Inconsistencies in human response. Security staff may experience
fatigue, distraction, or gaps in coverage, leading to missed threats.

The flaws of this system are well documented. Former FBI
Special Agent and RAD’s chief security officer, Troy McCanna,
witnessed these failures firsthand.

“We had a GSOC at the FBI with two people overseeing 300
camera feeds,” McCanna said. “They didn’t even glance at them.
Footage was only reviewed after something happened. There was
no proactive monitoring because it just was not possible.”

Security companies are now recognizing that human-led mon-
itoring and patrols alone are no longer enough. Al is stepping in
to fill these gaps.

THE REMOTE VIDEO MONITORING REVOLUTION

One of the security industry’s largest and most immediate shifts
is happening in Remote Video Monitoring (RVM). Traditionally,
remote monitoring has relied on human operators watching doz-
ens of live feeds simultaneously, attempting to identify security
threats in real time. This model is proving increasingly inefficient
for several reasons.

Cognitive overload. Security operators monitoring multiple
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screens experience fatigue and reduced effectiveness.

Missed events. Many critical incidents go unnoticed because
human operators cannot sustain constant vigilance.

Slow response times. When a threat is detected, the manual
reporting process delays intervention.

High operational costs — Maintaining 24/7 monitoring teams is
expensive and difficult to scale.

Al-powered solutions are disrupting this space by replac-
ing human oversight with intelligent, autonomous monitoring
systems. Al-driven monitoring platforms like RAD’s SARA™
(Speaking Autonomous Responsive Agent) are revolutionizing
RVM by analyzing and responding to video feeds in real time,
without requiring continuous human intervention.

HOW Al IS TRANSFORMING REMOTE VIDEO MONITORING

Real-time threat detection. Al-powered platforms monitor live
feeds with unmatched accuracy, detecting unauthorized access,
suspicious movement and anomalies instantly. Al does not experi-
ence fatigue or distractions, ensuring consistent, 24/7 surveillance.

Automated response and engagement. Unlike passive camera
feeds, Al actively engages with potential threats by issuing audio
warnings, flashing deterrent lights, and escalating alerts to securi-
ty teams. Al-driven monitoring can differentiate between routine
activity and real threats, reducing false alarms and unnecessary
security dispatches.

Cloud-based scalability. Al-enabled remote monitoring allows
video feeds to be processed in the cloud, enabling security opera-
tions centers to scale without increasing staffing costs. Security
teams can oversee multiple sites efficiently, shifting from direct
monitoring to managing Al-generated alerts.

Cost reduction and efficiency gains. Al automates tasks tra-
ditionally managed by human operators, significantly reduc-
ing operational costs. Organizations transitioning to Al-driven
monitoring can reduce reliance on large monitoring teams while
improving overall security outcomes.

McCanna emphasizes the impact of this transformation:
“The era of relying on people to stare at screens for hours hoping
to catch something is over. Al-powered monitoring like SARA
sees everything, responds instantly, and ensures security threats
do not go unnoticed.”

THE SARA Al AGENT: REDEFINING
SECURITY COORDINATION AND RESPONSE

The introduction of Al-powered security agents has transformed
the way incidents are detected, assessed, and addressed in real
time. RAD’s SARA (Speaking Autonomous Responsive Agent)
represents a fundamental leap forward, replacing outdated, frag-
mented security processes with an intelligent, fully integrated Al-
driven command center that operates faster and more efficiently
than human-led monitoring ever could.

A live information transfer hub. SARA acts as a real-time com-
munication bridge, engaging with multiple parties simultaneously
to streamline incident response. Whether coordinating between
on-site security, remote monitoring centers, or emergency respond-
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ers, SARA ensures critical information flows instantly between the
right people. By keeping multiple stakeholders informed at once,
SARA eliminates delays, prevents miscommunication, and enables
the fastest possible response to security events.

Comprehensive situational awareness. Unlike traditional secu-
rity operators who are limited by attention span and screen count,
SARA monitors all available camera feeds at the same time. This
continuous, multi-angle oversight ensures no event goes undetect-
ed, providing designated security personnel with instant insights
on what is happening and where. The result is unmatched aware-
ness, faster decision-making, and proactive rather than reactive
security management.

Real-time video sharing on demand. When an incident oc-
curs, security professionals need immediate visual confirmation.
SARA eliminates delays by sending live video feeds via text mes-
sage, giving security teams, law enforcement, or authorized stake-
holders instant access to critical footage. Whether assessing a
potential intrusion or verifying a situation remotely, SARA puts
real-time intelligence directly into the hands of decision-makers.

Autonomous security deployment. Beyond detection and com-
munication, SARA takes action. The Al agent can dispatch in-
structions to other autonomous security devices such as robotic
patrol units and deterrent systems to respond to incidents in real
time. Rather than waiting for human intervention, SARA ensures
that security assets are deployed immediately, reducing response
time and minimizing risk.

This level of intelligent automation fundamentally changes
what is possible in security operations. By eliminating human
bottlenecks, increasing situational awareness and enabling seam-
less coordination between monitoring, response teams, and au-
tonomous devices, SARA delivers performance, efficiency, and
cost savings that legacy security systems simply cannot match.

Al-POWERED SECURITY GUARD AUGMENTATION

Beyond remote monitoring, Al and robotics are supplementing
traditional security staff in other ways.

Autonomous patrol units conduct mobile surveillance, reduc-
ing the need for on-site guards.

Al-powered access control verifies identities and manages site
entry without human oversight.

Predictive security analytics identify risks before incidents oc-
cur, enabling proactive security measures.

“Al-driven security isn’t about eliminating jobs; it’s about
elevating them,” said Mark Folmer, CPP, PSP, president of Ro-
botic Assistance Devices. “Security professionals will move from
passive monitoring to managing, analyzing, and responding with
greater precision.”

INDUSTRIES ALREADY MAKING THE SHIFT

Al-powered security is no longer theoretical—it is actively replac-
ing outdated models across multiple industries.
Corporate campuses. Al security units provide autonomous pa-
trols, facial recognition access control, and real-time security alerts.
Retail centers. Automated security towers detect loitering,
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trespassing, and suspicious activity, issuing immediate deterrent
responses.

Construction sites. Al-powered mobile security trailers protect
expensive equipment and materials from theft and vandalism.

Healthcare and critical infrastructure. Al-driven monitoring
solutions safeguard hospitals, data centers, and power plants
from intrusions.

These advancements are setting a new standard for security,
making traditional models obsolete. Organizations that fail to
adapt to Al-driven security solutions will face increased costs,
higher risks, and competitive disadvantages.

THE ROLE OF HUMANS IN Al-POWERED SECURITY

Despite Al’s growing role, security professionals are not being en-
tirely replaced. Instead, their roles are shifting toward oversight,
management and high-level decision-making. AI manages repeti-
tive, mundane security tasks, allowing human staff to focus.
Interpreting Al-generated insights. Security officers analyze Al-
driven threat assessments and determine appropriate responses.
Managing Al security systems. Staff oversee AI-monitored fa-
cilities, ensuring compliance and effectiveness.
Providing hands-on intervention. While AI monitors and alerts,
human officers intervene in high-stakes security incidents.
McCanna sees this shift as inevitable: “Security leaders need to
make a choice. Stick with failing systems or move forward with Al-
powered monitoring. The ones that choose Al will come out ahead.”

THE SECURITY INDUSTRY’S FUTURE

The integration of Al into security is not a passing trend; it is the
future. Security firms and professionals who resist this shift will
find themselves unable to compete with Al-enhanced competitors
offering better coverage at lower costs.

As Al adoption accelerates, companies should have questions.
» Are we prepared to integrate Al into our security operations?

* Are we equipping our workforce with the skills to manage Al-
driven security systems?

* Are we investing in the right technologies to stay ahead of in-
dustry changes?

Those who answer “no” risk falling behind in a rapidly evolv-
ing industry.

The security industry is at an inflection point. Al is not re-
placing security; it is redefining it. Remote Video Monitoring is
the first sector experiencing widespread Al adoption, and other
areas of security are following quickly. Companies that embrace
Al-driven solutions will lead the way, while those that ignore this
shift will struggle to stay relevant. The question is no longer if Al
will take over traditional security roles, but when. And for many,
the answer is now. £

Steve Reinharz is the founder and CEO/CTO

of Robotic Assistance Devices, Inc. (RAD) a
wholly owned subsidiary of Artificial Intelligence
Technology Solutions, Inc. (trading ticker
SAITX).
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CYBERSECURITY

Make Your Metadata
Cybersecure

How to safely share physical security metadata with your IT systems

By Wayne Dorris

e all know that phys-

ical security devices

capture a massive

amount of informa-

tion about the envi-
ronment in which theyre deployed. When
categorized and searched efficiently, that
data transforms into actionable intelligence
to better protect the organization. That is
where metadata comes into play.

Metadata is often generated in con-
junction with a digital file — be it a video
image, a sensor reading, or a sound wave —
to describe the file and its contents.

For example, a digital image file may
include metadata like the date and time the
image was captured, its location, as well as
the camera ID and settings used. The meta-
data can also include details such as the type
of object (vehicle, person, animal, etc.), its
size, how fast it is moving, even the direction
of its movement. In essence, the metadata
provides a table of contents for the data to
simplify the process of understanding, sort-
ing, and locating the data it represents.

BUSINESS INTELLIGENCE

With metadata multiple stakeholders can
extract different business intelligence from
the same data source. For example, a secu-
rity camera can read license plates to bar
unauthorized vehicles from entering a re-
stricted parking facility. It can also count
cars, compare that number to garage capaci-
ty, and automatically trigger electric signage
directing vehicles to an overflow parking lot.

It might be a security camera that
watches a fire exit to prevent illegal usage
can also alert on detecting a blocked exit,
enabling the organization to avoid fire code
violations and costly fines. Or security cam-
eras observing for theft at a construction
site can also be used to detect whether con-
struction workers are wearing their person-
al protection equipment as OSHA requires.

It is the metadata that makes it possible
for security camera data to contribute to op-
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erational efficiency and inform pivotal busi-
ness decisions. For instance, cameras could
confirm QA/QC activity on a production
line to help reduce costly waste or frequent
remakes. Or the data they collect could help
the company find events affecting workflow
and operation uptime, which in an industry
like automotive or circuit board manufac-
turing could save millions of dollars in lost
production time and help management fig-
ure out ways to increase output.

While this might seem like an ideal syn-
ergy — using the same device to channel
critical insights to multiple stakeholders —
it raises significant concerns about the
safety and integrity of data flowing be-
tween systems.

BECOMING A TARGET FOR
INFILTRATING CRITICAL SYSTEMS

Once security cameras primarily designed for
physical security tasks start streaming data
and metadata to enterprise operational and
business systems, it increases their visibility.
Instead of being largely ignored by hackers,
they suddenly become high-value targets that
can be used to infiltrate and bring down vital
production and business operations.

In the past, physical security solu-
tions operated on their own independent
networks. Or IT sequestered the physical

security system in a separate zone on the
network, isolating it from any critical busi-
ness and production functions. These deci-
sions were made because IT did not trust
that the cybersecurity measures on those
devices were up to IT standards.

WHAT IT EXPECTS FROM
DEVICES ON ITS NETWORK

For many physical security system manu-
facturers, software developers and users,
IT-level cybersecurity is a new ball game.
To play in IT’s sandbox, physical security
devices will need things like:
* Multilayer encryption
* Certificate protocols
 Zero-trust architecture
» Automated onboarding and provisioning
* Active Directory and Single sign-on
* Lifecycle management

These are not new security protocols.
They have been standard requirements in
IT systems for more than a decade. But
many are new to physical security devices.

UNDERSTANDING THESE
SECURITY PROTOCOLS

IT security protocols serve two purposes:
protecting the integrity of systems and
data and making it easier to manage the
devices on the network.
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CYBERSECURITY

“Im addition to protecting network
access, zero-trust architecture
enables IT to automate device
enrollment, which, depending on the
number of security devices being
iNntroduced to the network, can be a
critical time saver.”

Multilayer encryption. While most physical security devices
can encrypt data, IT security protocols take encryption to the next
level. Employing multiple encryption layers and multiple encryp-
tion keys makes it more difficult for malicious attackers to gain
access to the data stream. For example, MACsec encryption might
be used at layer two for services like DHCP, NTP and ARP while
HTTPS might be used at layer seven for API calls and WebGUI.

Certificate management. Many security devices employ certifi-
cates, digital documents that verify a device’s identity on the net-
work and mechanisms for encryption used to transmit its data.
However most physical security devices don’t support certificate
management protocols like EST (Enrollment over Secure Trans-
port) or SCEP (Simple Certificate Enrollment Protocol). These
protocols automate the process of installing and replacing de-
vice certificates. Since certificates are crucial for encryption and
authentication, it is unlikely that IT would approve devices that
require manual certificate management.

Zero-trust architecture. IT relies on zero-trust architecture
to minimize the radius of damage should a breach occur. This
entails micro-segmenting sensitive resources, using end-to-end
encryption, continuously monitoring user and device behavior
for anomalies, and implementing robust incident response and
recovery mechanisms. To support that goal, IT needs to be able
to verify the authenticity of physical security devices before au-
thorizing their access to the network.

In addition to protecting network access, zero-trust architec-
ture enables IT to automate device enrollment, which, depending
on the number of security devices being introduced to the net-
work, can be a critical time saver.

That is why IT wants security devices that can be onboarded
and provisioned automatically through secure network protocols.
For instance, devices that use device IDs or 802.1 AR can be load-
ed onto the network automatically, right out of the box. Once in-
stalled, the policy engine server on the network checks the device’s
ID and associated policies like which ports to open, and so forth.

So, the IT administrator doesn’t have to touch the device or
assign it an [P address or a VLAN. To simplify things further
while on a provisional VLAN device, IT can harden the security
device with management software.

Active directory and single sign-on. In physical security sys-
tems, administrators tend to manage user privileges in local ac-
counts. But in an enterprise environment, IT security protocols
require that network devices be managed more securely through a
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centralized user rights management service like Active Directory.

To operate in this global enterprise domain, physical security
devices would need to support protocols like Oauth 2.0, an IT in-
dustry standard for authorization. This would allow the physical
security device to be managed more efficiently, like how servers
and other IoT devices are managed on the IT network.

For instance, with Active Directory, HR could delete a resign-
ing security officer from the Active Directory, which would auto-
matically revoke their access privileges for all devices across the
entire network at once.

Working with Active Directory also allows security devices to
support Single sign-on, an authentication service that allows us-
ers to log in once to access multiple services without re-entering
their user ID and password. This also allows IT to activate more
secure authentication features like 2FA, or MFA on these devices,
adding another layer of network protection.

Lifecycle management. Because cybersecurity risks exist at ev-
ery stage of a device’s lifecycle, IT needs to be able to manage
the security of every device on the network from the time it is
onboarded until it is decommissioned and removed. IT will be
looking for security devices that support features like secure boot,
which ensures that the device is free of unauthorized software
modifications prior to connecting to the network.

They will also want to be able to batch process security tasks
like security patches, bug fixes, and upgrades to device operat-
ing systems. In addition, IT will want devices that allow them to
easily manage device credentials, deploy certificates, disable un-
used services, and verify removal of outdated devices no longer
supported by their manufacturers, which, unless detached, could
become potential attack vectors.

Can these security protocols be retrofitted to legacy physical
security devices? In most cases, the answer is no. One might be
able to retrofit certificate management like EST or SCAP, but not
zero-trust features. Things like a device’s digital identities need
to be baked into the product at the start for it to be trusted. If
security device manufacturers plan to follow these more stringent
requirements, they’ll need to revamp their production process.

INVESTING IN CROSS-BREACH PREVENTION

As more stakeholders avail themselves of physical security metadata
for business intelligence and operational efficiency, opportunities in-
crease for organizations to identify ways to improve their bottom line.
But using that data stream also increases the visibility of physical se-
curity devices, making them tempting targets for attackers to exploit.

Without IT-level security protocols on these devices, the poten-
tial for a breach into critical IT systems can escalate. On the other
hand, having these protocols in place not only helps prevent system
corruption and operation disruption, but it also
assures the integrity and authenticity of the data
being shared. &

Wayne Dorris, CISSP, is the program manager
for cybersecurity for Axis Communications in the
Americas.
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KEY MANRGEMENT

Facing Facts for Facilities

By Craig Newell

espite the proliferation of constantly evolving

security solutions, there remains a troubling

trend among many facility operators who often

neglect the most important security assets within

their organization. Keys and shared devices like
radios, laptops and tablets are crucial to successful operations,
yet many operators are managing them haphazardly through out-
dated storage systems like pegboards and notebooks.

Not only does this represent a security threat if a key or de-
vice goes missing or ends up in the wrong person’s hands, but a
financial risk as well, should that device need to be replaced, or a
facility needs to be re-keyed. Fortunately, solutions exist to pro-
actively address these risks and help facility operators safeguard
their buildings.

Regardless of the size of a facility, there are inevitably differ-
ing access levels required for various staff. This is especially the
case in shared space facilities that have multiple tenants.

Building operators, therefore, must institute some measure of
intelligent key management, which includes modern key cabinets
that integrate into the building’s access control system and are
programmed so that only certain staff can access designated keys.
The cabinet safely stores shared keys to a variety of areas like
server rooms, maintenance closets, security headquarters, food
and beverage.

By keeping keys in a strategic location that is monitored through
an integrated system, operators have comprehensive insight into
who has access to which key and when it was last checked out.
Keys are assigned curfews so that if they’re not returned by a spe-
cific time, an operator is notified, which helps identify when a key
may be lost and cuts down on the time spent looking for it.

For larger facilities, multiple cabinets are implemented at stra-
tegic locations, thereby eliminating the need for users to travel
from one part of the facility to the other for a key. Managers can
remotely monitor key usage from a central location, which allows
them to reassign staff who were previously assigned to check out
keys to another task within the facility. Key cabinets are also criti-
cal to producing audit reports for compliance purposes, as they
prove who had access to which area and when.

Many of the same principles that apply to key cabinets are
seen in intelligent asset management lockers, which store vital
shared devices. These modular lockers are important to opera-
tions as they ensure radios, tablets and laptops are safe and ac-
counted for, which extends their usage. Modern lockers include
charging capabilities so that when a user checks out a device, the
system will prioritize the most charged asset, which cuts down on
the possibility of mistakenly taking a dead device.

If there is an issue with the device, a user notes it in the locker
interface, which removes it from circulation until it has been cor-
rected. Just like with keys, if an asset is not returned by a certain
time, an operator is notified and can check the system to see who
had the asset last.

While modular asset management lockers are typically for
more permanent assets, there has been a growing interest among
facility operators for temporary deposit lockers, particularly in
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location that is monitored through an
iNntegrated system, operators have
comprehensive insight into who has
access to which key and when it was
last checked out.”

shared environments. For instance, if a tenant or vendor needs
to use a piece of equipment like a hard drive and the building
operator wants to store it separately from internally used shared
devices, it can be kept in a temporary storage locker.

Operators can assign access to a user for a certain time, which
safeguards unauthorized access to that shared piece of equip-
ment and maintains a clear audit trail of usage.

Despite the clear advantages of key cabinets and asset manage-
ment lockers, many facility operators are hesitant to shift to more
modern solutions in defense of standard operating procedures
that they perceive to be failproof. Because security threats are con-
stantly changing, it is important that solutions — and subsequent
processes — advance in parallel to protect facilities and staff.

Moreover, it is critical that solutions integrate with existing
access control platforms so that onboarding employees to them is
seamless and access is activated or deactivated comprehensively
through a single credential.

It is worth noting that implementing these smart solutions
should be foundational for new facility construction, which is
only expected to increase in the United States. By incorporating
smart solutions from day one, operators send a
clear message to staff that they are taking secu-
rity and operations seriously and that they have
invested in the people who conduct meaningful
business inside their walls every day. #

Craig Newell is the vice president of Sales and
Business Development at Traka Americas.

MAY/JUNE 2025 | SECURITY TODAY

Grispb/stock.adobe.com



CyberKey

THEY ALL HAVE ONE
THING IN COMMON

Locks tend to stay put. People don’t. The more keys you issue, the bigger the burden in
tracking their ownership and use. What you need is a networked solution that automatically

accounts for every lock and key you are charged with managing. CyberLock achieves this through
an advanced lock/key technology paired with software that controls virtually every aspect of key

ownership and usage.

CyberLock has over 400 intelligent locks to choose from. You can simply replace the
cylinders in your existing mechanical locks with our intelligent ones. To network your solution,
we offer a series of communicators that interface with your local network or cellular device.
Our CyberAudit software allows you to track ownership, follow audit trails, deactivate lost keys,
and set access schedules. And this is just the start!

So give all your keys and locks something in common through our integrated hardware and
networked software. Contact us today!

@CYberLOCkﬁ) sales@cyberlock.com | 541-738-5500 | www.cyberlock.com


http://www.cyberlock.com
mailto:sales@cyberlock.com

ACCESS CONTROL

Deploying in a Hybrid,
Cloud Environment

By Kris Houle

he way organizations manage access control is
evolving. Traditional on-premises systems come
with high IT and server requirements. At the same
time, fully cloud-based solutions may not meet the
needs of every facility.

Hybrid-cloud access control bridges the gap, giving businesses
the best of both worlds—combining on-prem infrastructure with
the flexibility of cloud-based management. As companies em-
brace multi-site security management and cost-saving initiatives,
hybrid-cloud access control is becoming the model of choice.

Many businesses are shifting toward subscription-based mod-
els for cloud services, reducing the financial strain of major server
and IT infrastructure investments. Hybrid-cloud access control
enables businesses to modernize security systems at their own
pace. While cloud services follow an operational expense (OpEx)
model, hybrid solutions often retain a mix of OpEx and capital
expense (CapEx), allowing organizations to balance upfront in-
vestments with recurring costs based on their financial strategy.

For security, flexibility, and scalability, hybrid-cloud access
control is the ideal solution for most organizations. By combining
on-prem security with cloud capabilities, businesses can modern-
ize systems at their own pace.

ADAPTING TO A CHANGING WORLD

Cloud options for video management began years ago. Security and
IT teams who experienced the flexibility and ease of remote manage-
ment for video began to want the same benefits for access control.
However, there was not a strong drive to invest in replacing legacy
systems. Access control is capital-heavy, with a lot of hardware.

A hybrid-cloud model changes that equation. It allows busi-
nesses to modernize security infrastructure to take advantage of
the most important benefits of cloud technologies without having
to rip and replace an entire existing system.

Leveraging cloud services can also reduce the burden on IT
teams to maintain infrastructure. In a traditional on-prem sys-
tem, troubleshooting, system setup and commissioning needs to
be done at a local level. This is especially the case when managing
multiple locations and multiple systems with a complex architec-
ture. Cloud solutions simplify this.

With hybrid-cloud, security teams can update access permis-
sions across multiple locations from anywhere, reducing response
times and improving efficiency. Automatic updates are pushed to
the system to keep it secure and compliant with evolving industry
standards, which frees IT teams to focus on more important tasks.

There’s a common perception that cloud security is weaker
than on-prem, but in reality, leading cloud providers invest heav-
ily in cybersecurity, offering real-time monitoring, encryption
and automated patching. In highly regulated industries, a hybrid-
cloud model can provide enhanced security by allowing busi-
nesses to retain local control over sensitive data while leveraging
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cloud-based analytics and automation.

On-prem, cloud, and hybrid deployment models each have
their place. None is intrinsically ‘better’ than another. Work with
your systems integrator to consider factors like compliance re-
quirements, remote access needs, and availability of resources.
Then choose the model that is best suited to your situation.

A hybrid-cloud access control model is practical for most or-
ganizations because it provides the flexibility to choose what stays
on-prem and what moves to the cloud. For example, many orga-
nizations manage critical security devices, such as door control-
lers and badge readers, locally. User management, monitoring,
and analytics may be moved to the cloud for efficiency.

Here are a few things to consider when selecting deployment
options.

Easy of use and remote management. When choosing a hybrid-
cloud access control system, ease of use and remote management
should be top priorities. With the latest cloud-managed solutions,
IT teams no longer need to be on-site for every update or main-
tenance task.

Difference between IaaS and SaaS. When evaluating cloud
access control solutions, it is important to distinguish between
infrastructure as a service (IaaS) and software as a service (SaaS).
Taas$ solutions host access control software in the cloud, but busi-
nesses remain responsible for managing configurations, updates
and security. SaaS, on the other hand, eliminates much of this
burden by providing a fully managed service where the provider
handles updates, security and maintenance. Hybrid-cloud solu-
tions can combine elements of both, allowing businesses to cus-
tomize their level of control.

Cybersecurity prioritization. Whether you choose an on-prem
or cloud solution, ensuring strong cybersecurity practices is imper-
ative. Choose a provider that prioritizes security from the start, not
as an afterthought. Every deployment type should include encryp-
tion, network segmentation, and proactive security monitoring.

Scalability and flexibility. Considering the scalability of the
system is key. Some access control providers require proprietary
hardware that locks customers within their ecosystem. Selecting an
open architecture solution gives you much more flexibility to gradu-
ally upgrade your hardware and software as your business changes,
without the expense of having to rip out and replace legacy systems.

Businesses should carefully evaluate whether their chosen pro-
vider allows for open integrations and data portability. Even if
a system supports existing hardware, some cloud providers limit
interoperability through restricted APIs, pro-
prietary data formats, or costly migration fees,
making it difficult to switch providers in the
future. #

Kris Houle is a product line manager, Security
Center SaasS, at Genetec Inc.
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DOOR OPERATOR

PRESENGE
SENSORS

Detects Objects
and Prevents Closure
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CAUTION |
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Guarantees Smooth and Safe Door Operation

SDC's AUTO-IR accessory mitigates injury
liability and costly damage by detecting
stationary objects and slow-moving people

in the swing path of an automatic door. It's
designed as a reliable companion accessory
for virtually any door operator traffic application
to override ADA hold open time and protect
operator investment.

AUTO-IR allows re-activation of the door
before contact is made during the closing

cycle, protecting slow-moving people as well

as people trailing behind. It reliably detects
stationary as well as moving objects in the swing
path of an automatic door. Following a door
activation, the AUTO-IR remains enabled to
allow continued automatic non-contact re-
activation capability should someone remain in
the door opening while the door is open or while
itis closing.

AUTO-IR SERIES AUTO SERIES 480 SERIES
Presence Sensors Low Energy Swing Door Operators Narrow, Square & Round Push Plates
- 2 PUBH ( ‘
’ A— roormn |\ 0¥,
* 36" and 48" lengths * Single button, self-tuning setup * Entire surface activates switch
* Proven active infrared e Built-in Tamp+ power supply * SPDT or DPDT
technology * Onboard lock sequencing * Wireless or hardwired

the lock behind the system

sdcsecurity.com = 800.413.8783
Security Door Controls

www.sdcsec.com/AUTO-IR
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CYBERSECURITY

The Cybersecurity

Time Bomb

By Will Knehr

f you work in physical security, you have probably seen it:

a camera, access control system, or intrusion detection de-

vice installed years ago, humming along without a single

update. It is a common scenario that security professionals

have come to accept as “normal.” But here is the reality: this
mindset is actively putting organizations at risk.

The security industry, manufacturers, integrators and end cus-
tomers have a massive problem treating security technology like
static infrastructure. Unlike a door or a fence, security devices
today are essentially networked computers and leaving them un-
touched for years is no different than running an old Windows
XP box on the open internet, a hacker’s dream.

THE “INSTALL IT AND FORGET IT” MENTALITY

Most security deployments follow a familiar cycle:

Step 1. The sale is made. The customer chooses a security sys-
tem based on features, cost, and brand reputation. Cybersecurity
isn’t usually a significant factor in the buying decision.

Step 2. The system is installed. Integrators deploy cameras,
access control, and other devices, get them up and running, and
hand everything over to the end user.

Step 3. Nothing happens. No one thinks about firmware up-
dates. No one checks for vulnerabilities. The system runs for years.

And then, one day, something happens. Maybe an attacker ex-
ploits an old vulnerability. Ransomware may lock down the entire
network. Maybe an IP camera gets hijacked and used in a botnet
attack. And suddenly, everyone is asking: “Why wasn’t this sys-
tem secured?” The answer? Because no one took ownership of
keeping it secure.

WE SHOULD HAVE LEARNED BY NOW

A perfect example of this problem is Mirai, the botnet that wea-
ponized thousands of unpatched IoT devices to launch history’s
most significant DDoS attacks. When Mirai hit the news in 2016,
it wasn’t exploiting some sophisticated zero-day (a software flaw
that is unknown to the vendor or developers, meaning there is no
patch or fix available).

The vulnerability had been patched years earlier. The problem
was that most devices had never been updated.

Fast forward to today, and the same issue persists. Thousands
of security cameras, NVRs, and access control systems are still
unpatched on networks because no one prioritized updates. If
Mirai wasn’t enough of a wake-up call, what would be?

A THREE-WAY BLAME GAME

The problem is not just on one side. It is a perfect storm of bad
habits from manufacturers, integrators, and end customers.

For their part, some manufacturers still design products with
a ship-it-and-forget-it mentality. They build hardware, ship it and
move on to the next model. Many devices still ship with default ad-
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min passwords that never get changed. Firmware updates are often
buried on a website somewhere with no automated update process.

Worse, some manufacturers treat their products as obsolete
within a few years, even if customers still use them. This leaves
integrators and customers on their own to secure products never
built with cybersecurity in mind.

Integrators are stuck in the middle, expected to be cybersecu-
rity experts whether they want to be or not. If a vulnerability is
discovered after deployment, customers often turn to the integra-
tor first, even if the manufacturer has not provided an update or
the system is beyond its supported lifecycle.

However, integrators are running a business, and patching is
not a revenue-generating activity. Customers are reluctant to pay
for ongoing cybersecurity maintenance, and many integrators
do not have a built-in service model for regular updates. Mak-
ing matters worse, many security devices do not have easy remote
update mechanisms. If firmware updates require on-site visits or
manual downloads, they often do not happen.

End customers, meanwhile, often do not think about cyberse-
curity until something goes wrong. IT and security teams do not
always communicate, leading to security devices connected to the
main corporate network without proper segmentation, running
on outdated firmware, and still using default passwords years af-
ter installation. Many customers assume their security devices are
secure out of the box, but that is rarely true.

BREAKING THE CYCLE

Fixing this problem starts with recognizing that cybersecurity is
not a one-time setting; it is an ongoing process. Manufacturers
need to take responsibility for long-term security by supporting
products for longer lifecycles and shipping products with cyber-
security features enabled.

Integrators need to shift their approach as well. Cybersecurity
can no longer be an afterthought; it needs to be built into service
contracts with ongoing maintenance plans that include regular
firmware updates and security checks. Security technicians also
need better training on cybersecurity best practices, so they are
not just installing equipment but actively securing it. Instead of
leaving security configurations up to the customer, integrators
should ensure devices are adequately secured at installation.

End customers must stop assuming cybersecurity is someone
else’s job and start demanding more transparency from manufac-
turers. If a vendor cannot tell you how they handle security up-
dates, that’s a red flag. Security devices should
also be segmented from the leading network to
prevent a single compromised device from ex-
posing an entire organization.

Will Knehr is the senior manager of Information
Security and Data Privacy at i-PRO Americas.
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iIDFace Max and iDFace

Facial Identification Access Controllers

K5Y Facial Identification
Two 1080p Full HD cameras
(visible light and infrared light)

F‘{Q\""I Number of Faces
L J Capacity for up to 100,000*
faces with live face detection

LCD Touchscreen

7" touchscreen display 08:30

and 3,5" touchscreen display
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ﬂjl} SIP Intercom
Built-in G711 compatible
SIP intercom*

r[&] Access Rules
[£]0  Access rules according to
schedules and departments

Q Ingress Protection Rating
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and indoor environments

7%\ Connectivity

°_% Tcp/IP and USB

*Available on select models

EI Learn more about
|DFace Max and iDFace

controlid.com.br/en ASSA ABLOY



https://www.controlid.com.br/en/

SMART BUILDOINGS

Paving the Way
to Smart Buildings

By Emma Falck

n today’s rapidly evolving security landscape, the conver-
gence of on-prem, edge and cloud technologies are critical.
The physical security landscape is undergoing a profound
transformation, driven by the rapid digitalization of build-
ings and the evolving needs of modern organizations. As the
buildings sector pivots towards smart, Al and data-driven opera-
tions, the integration of both edge and cloud technology has be-
come crucial.
Hybrid security solutions, which seamlessly blend traditional on-
site systems with cloud-based capabilities, are emerging as an opti-
mal approach to futureproof physical security for smart buildings.

EMBRACING THE HYBRID ADVANTAGE

Hybrid security solutions combine the reliability and control of
on-prem systems with the flexibility, scalability, and advanced
capabilities of cloud architectures. This approach allows organi-
zations to leverage their existing investments in physical security
infrastructure while enhancing them with the benefits of cloud-
based technology.

The hybrid approach can be considered a game-changer for
the physical security market. The reasons are clear: It allows
organizations to safeguard their security investments; enhance
operational efficiency, availability, and resilience; and shift from
capital expenditures (CAPEX) to operating expenses (OPEX).

Additionally, it unlocks new services such as false-alarm
detection and remote maintenance diagnostics, facilitating a
smooth transition to smart building capabilities. Key advantages
of hybrid security solutions include:

Protecting existing investments. Hybrid solutions enable a
gradual migration to cloud-based security, avoiding the need for
costly and disruptive “rip and replace” overhauls of on-prem
systems. Organizations can leverage their existing infrastructure
while incrementally adding cloud-powered features and capabili-
ties like mobile access, visitor management, and unified multi-site
identity management.

Enhancing maintenance and performance. Cloud-based com-
ponents of hybrid solutions offer enhanced maintenance, remote
diagnostics, and automatic updates, resulting in a reduced work-
load for security teams. The cloud also enables improved data
visualization, cross-domain use cases and harmonized resource
management. Additionally, automation of tasks, as well as uni-
fied alarm and work management, allows for customization of
workflows to streamline operations.

Improving cybersecurity. Hybrid architectures enable security
managers to remotely monitor, diagnose, and update systems. By
using edge hardware that allows for native cloud connectivity,
robust protection against cyber threats is ensured. Cloud-based
security services also provide the latest patches and cybersecurity
features.

This is particularly important as new regulations like the EU
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“By migrating from on-prem to cloud-
based infrastructure, organizations
can more easily connect access
control and video data with building
automation.”

Critical Entities Resilience Directive (CER) and the US Cyber In-
cident Reporting for Critical Infrastructure Act (CIRCIA) place
increasing demands on organizations to strengthen their cyberse-
curity position. Therefore, security teams can comply with these
new regulations more effectively by providing centralized visibil-
ity, remote management capabilities, and seamless integration of
the latest security updates and protection.

Increasing sustainability. By migrating from on-prem to cloud-
based infrastructure, organizations can more easily connect ac-
cess control and video data with building automation, enabling
occupancy-driven building management. This can reduce energy
consumption by up to 65 percent.

HYBRID SECURITY — THE HEART OF SMART BUILDINGS

Hybrid security is not just about physical protection — it is about
unlocking the full potential of smart buildings. For example, ac-
cess management systems can leverage occupancy data to im-
prove visitor management, reduce food waste in canteens, and
optimize smart heating and cooling.

Intelligent video management platforms, powered by cloud-
based analytics, can differentiate between humans and animals,
automate license plate recognition, and support real-time identity
checks — all while ensuring compliance with local regulations.

Moreover, these solutions enable remote monitoring and man-
agement, allowing security teams to oversee multiple sites from a
centralized cloud-based platform anywhere, anytime and from
any device. This streamlines incident response, enhances overall
safety and reduces the workload for operators.

Ultimately, by seamlessly blending on-prem and cloud tech-
nologies, organizations can protect their investments, enhance
operational efficiency, improve cybersecurity, and drive sustain-
ability. This lays the foundation for a new era of intelligent, user-
centric buildings.

Hybrid security is not in the future — it is here now. Forward-
thinking organizations are already embracing
this approach to stay ahead of the curve and de-
liver the secure, smart and sustainable buildings
of tomorrow.

Emma Falck is the executive vice president,
Product, at Siemens Smart Infrastructure
Buildings.
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HE NEXT LEVEL OF
ACCESS CONTROL

VIKING

X-SERIES HD Video Intercoms

These compact and sleek intercoms offer a feature-rich
solution designed to deliver high-definition video and
dependable voice communication via SIP VolP phone
systemns, cloud providers, or third party apps.

Privacy-focused design with the option for users to choose
their own SIP and NVR solutions, giving full control to the
end user to host their own systems without the need for
forced cloud services or subscriptions,

When you need reliable access control...

715.386.8861 | =
YOU NEED A VIKING. vikingelectronics.com | USA


https://vikingelectronics.com/x-series/

SECURITY TODAY SOLUTIONS

Quanergy Solutions, Inc.

Is showcasing its comprehensive portfolio
of hardware and software solutions for
both outdoor and indoor applications.
Featured products include Q-Track 2.4
software with powerful Al-driven insights;
Q-Track LR for long range intrusion detection and perimeter protec-
tion; Q-Track HD for optimal detection, tracking and classification in
challenging environments like airport terminals, retail stores and office
buildings; and Q-Track Dome to track and classify people in smaller
and more complex environments, such as corridors, mantraps and line
queues.

Altronix Trove™ Series

Comprehensive pre-wired, pre-configured access
and power kits supporting over 50 leading access
control brands including AMAG, AXIS, Azure, Brivo,
Hirsch, Mercury, Software House and TDSi. Easily
combine Altronix power with access controllers
in scalable wall-mount to extended rack-mount configurations for

any installation environment, providing a single point for service and
maintenance, minimizing wall space. The company’s latest innovations,
including integrated power and access control solutions that stream-
line installation and reduce labor costs, and the latest solutions to
deploy IP devices using coax, fiber or Ethernet infrastructure.

AMG Systems -

T
Introducing the AMG260B/ M}-i ——
AMG2036 Blade Chassis . “i.i-iiumﬂ
System. The AMG260B blade "

cards are designed for instal-

lation in the AMG2036 blade chassis system, which accommodates up
to 18 individual blade cards within a single 1U of 19-inch rack space.
This configuration offers industry-leading rack density, where space is
limited, and the blade cards’ hot-swap capability facilitates easy future
expansion and device maintenance or replacement. Models are avail-
able with one TX port in, one FX SFP port out, and two TX ports in, one
FX SFP port out, with additional models planned.

Marks USA

Newly released, Marks USA, a division

of NAPCO Security Technologies, Inc.,
has announced the SKA-Series Indicator
Locks. These locks offer a highly visible
security status at a glance — perfect for
schools, healthcare facilities, offices, and
commercial buildings. The new Marks Indicator Locks are now avail-
able through Marks’ locksmith and security dealer partners nation-
wide. Designed for today’s heightened focus on safety, Marks’ Indicator
Locks feature bold red and green visual indicators.

Delta Scientific Corp.

Bollards are fixed barriers that restrict
physical access to an area. They are
used to limit vehicle traffic. Pedestrians
can easily walk in the spaces between
well-placed bollards, but cars cannot
pass through. Examining key bollard statistics provides insight into
how they improve safety. Bollards can help prevent up to 100 building
crashes daily. The global bollard market is expected to reach $4,512.9
million by 2032. Bollards are a proven solution for mitigating threats,
protecting people and securing properties

Rohde & Schwarz

A significant milestone has been
reached receiving approval of detec-
tion capability from the European Civil
Aviation Conference (ECAC) for its QPS r
Walk2000, making it the world’s first
walk-through millimeter wave security scanner allowed for use at air-
ports. This certification underscores that the advanced scanner meets
ECAC’s rigorous aviation security detection requirements for screening
on-person threats. Rohde & Schwarz is set to deploy these advanced
scanners throughout the European Union, enhancing passenger
screening at airports across the region to an unprecedented level.

HANWHA Vision

An edge based LPR camera solution, Wisenet Road
Al, uses Al camera technology to help identify
vehicles on the road. These License Plate Recogni-
tion (LPR) cameras featuring Make, Model, and Color
Recognition (MMCR) can accurately capture vehicle
information in various traffic conditions ranging
from low-speed parking situations to free-flowing
highway scenarios. It also includes license plate
recognition (LPR) with supporting images, efficient smart search,
insight and statistics dashboard, and VMS Integration.

Zenitel

Has launched two new innovations for mixed-use building
communication solutions: the Zenitel Display Door intercom
(ZDD-1) and the Zenitel Slim Door intercom (ZSD-1). This
further strengthens Zenitel’s position in audio communication
solutions. With 125 years of experience in sound design, these
new door entry intercoms are engineered from the ground up,
offering a premium audio experience in a sleek design that
seamlessly blends into any building. Door entry intercoms are
an essential part of overall building security.
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Compiled by Ralph C. Jensen, Editor-in-Chief

SAFR from RealNetworks

Attendees at ISC West were able to |
experience its revolutionary suite of .
Al-powered solutiona. SAFR’s facial

recognition technology delivers unparal-

leled certainty through industry-leading

accuracy, enabling organizations to monitor and analyze visual data at
speeds far beyond human capabilities—all while maintaining the high-
est standards of data privacy and personal control. The Unified Facial
Recognition Ecosystem represents a fundamental shift in how organi-
zations manage access across their enterprise, bringing unparalleled
efficiency, accuracy, and scalability through a single cohesive platform.

Camden Door Controls

The launch of its new 1420 Series Low-Profile Fire-Rated
Strike is designed to provide a cost-effective solution

for code compliance in UL fire-rated doors and frames
with cylindrical locksets. Built to the highest industry
standards, the CX-ED1420 strikes are Grade 1 ANSI fire-
rated and engineered for 1/2” to 5/8” latch projection.
They offer exceptional durability with 1,500 Ibs static
strength and are factory-tested for an impressive 1.5
million cycles.

AMAG Technology

Symmetry CompleteView Video
Management 7.5, the latest software
update to its video management
system (VMS) platform. This version
enhances operator experiences

and introduces significant new enterprise capabilities including the
integration of Iron Yun’s Vaidio® Al Video Analytics. The integration of
Vaidio® Al Video Analytics provides a comprehensive suite of advanced
analytics for people, vehicles, facial recognition, and objects, compat-
ible with any camera or video source. This enhanced solution supports

Alarm Lock

Introducing its new TL-series Trilogy TouchTM,
Alarm Lock, a division of NAPCO Security Tech-
nologies Inc., says this is part of its class-leading
standalone and wireless networked models. This
aesthetic access control solution features a sleek
and modern EZ Touch Sense Panel, with illuminat-
ed numbers that light up when touched and dim
after use, in place of the standard all-metal keypad, for which Trilogy’s
are well known. The TL-Series still offers all the same functionality and
operation, weather proofness, and minimal maintenance requirements

P

HID Global

both real-time monitoring and forensic investigations.
As the industry accelerates its shift toward
mobile-first and seamless security integra-

I
Bl g W
tions, HID has been working on solutions to

create smoother and more secure access across touchpoints—from
entryways to internal systems—optimizing workflows and minimizing
disruptions. HID is at the forefront of driving a world of seamless secu-

rity, combining our deep expertise with continuous innovation to meet
the evolving needs of modern access control and identification.

Prodata Key

This enhancement of PDK.io has
been shaped entirely by partner
feedback and needs. Customers

L

for the lowest total cost of ownership.
- |
N
told PDK staff that PDK.io could be ‘qd
even easier with improved naviga-
tion and keeping key information in context. Not only does this update
allow PDK.io to look and feel more modern, but it is also the fastest
experience yet. The updated PDK.io uses a drawer-based in-context

editing system, allowing users to maintain their workflows while stay-
ing in context.

AXIS Communications

The Q8752-E MKk Il gives you two excellent
cameras in one: a thermal camera for reliable
detection and verification around-the-clock and
in all weather and light conditions, and a visual
camera for outstanding visual identification
purposes. It offers a ground-to-sky view with a
tilt range of -90° to +45° and 360° infinite pan
for fast camera repositioning and smooth tracking of objects. Thermal
palettes help identify different heat sources emitting the same amount
of thermal energy, making it easier and more efficient to interpret a
scene.

e

MERON

Introducing an incident management solution MERON
PIAM+ leverages the latest advancements in data science,
Al and microservices architecture, setting new benchmarks
in performance and cost efficiency for large enterprise
applications. MERON PIAM+ integrates advanced Al tech-
nologies, automation and analytics to provide enhanced se-
curity, efficiency and adaptability. The solution employs the
latest concepts in computer science including in-memory data struc-
tures, infinitely scalable microservices, data management architecture,
streaming data analytics and integration and an advanced Al engine
that drives intelligent Co-pilots to automate tasks and workloads.
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Schlage

Electromechanical locks are a versatile
Electronic Access Control (EAC) solution
that can be managed locally by a card
reader or actuator and controller or a
simple remote release switch. They offer
a dependable, wired solution as part of
a facility-wide EAC integration. Schlage
electrified locks can be configured for multiple functions and a wide
selection of finishes and designs in mortise, mortise multi-point and
cylindrical locks.

Zentra
. . . Mobile credential
A simple connection point for 7 :m'r:cr e @

your multi-family building needs.
Whether you are an integrator,
owner or property manager we

are here to meet your needs. With
Zentra, property owners and man-
agers can run properties efficiently
and provide their residents with seamless and trusted security. Zentra
ties all access points of your property together in one system, saving
time, money and hassle.

Dotworkz

In the world of surveillance, Power
over Ethernet (PoE) plays a crucial
role in ensuring a seamless and
efficient power and data connection ! _ﬁ M
for security cameras. Dotworkz, a ) }

leader in innovative camera housing

solutions, primarily used Pass-Through PoE in its housings to accom-
modate various installation needs. We explore the key differences
between Passive PoE and Pass-Through PoE in Dotworkz camera
housings and how they impact your surveillance setup.

Intellicene

Announcing a unified security management, Intel-
licene’s Monitoring Hub, a solution designed to sim-
plify and automate security system health checks
has hit the market. By continuously monitoring

the status of devices across a network, including
cameras, servers and edge devices, it ensures the system’s health
while also offering clear insights to address any issues before they
disrupt operations. Security teams face increasing pressure to manage
large-scale, multi-site security systems efficiently. Manual monitoring
methods are time-consuming and prone to inaccuracies, often result-
ing in vulnerabilities and operational downtime.

Platinum Tools

The Standalone Fiber Scope is com-
patible with Android & i0S for seam-
less viewing and reporting, provides
zone testing and reporting, includes
adapters for 2.5mm and 1.25mm
connectors, and works with Platinum
Tools, PT-OTDR-100 for quick, detailed results. The new CCTV Tester
allows for the powering and viewing of POE cameras, provides Wi-Fi
camera access, has RJ45 continuity testing and TDR length measure-
ment, and its network tests include IP scan, ping DHCP and trace route.

ErEX-F M5 Shisided Conneciors
The Best Comnactins for Tarminating

Robotic Assistance Devices

RIO Mini has launched as a compact,
solar powered, Al-backed mobile
surveillance trailer. It was previewed
and received strong attention from
industry insiders, end-users and
dealers. It delivers core RAD capa-
bilities, including Autonomous Intelligent Response, at a lower cost of
entry and it is expected to be RAD’s most profitable product line yet,
forecasted to add up to 500 units this fiscal year. It runs a dual ROSA
configuration and is powered by RAD’s award-winning SARA platform.

AtlaslED —

The launch of the new Rapid Alert system includes
the IP-PB wearable panic button and the IP-RC BLE-
controlled relay board. This system is designed to
enhance emergency communication and integrates
seamlessly with AtlaslED’s IPX IP Endpoints, provid-
ing immediate accessibility to trigger notifications
during critical events. The IP-PB panic button is worn
on a lanyard and connects wirelessly to the IP-RC
relay board via Bluetooth Low Energy. Users can press the panic button
to activate notifications, including pre-programmed alerts that play
throughout the facility.

vk I

A

Von Duprin

Outdoor Defense products

are designed to perform in
outdoor applications such as
courtyards, perimeter security,
rooftops, and patios and are
engineered to safeguard against moisture, temperature variations, and
corrosion in normal outdoor conditions. Available for the popular 98/99
series push pad, this option offers advanced protection to components
enabling the device to function in external environments.
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VIODEO MANAGEMENT SYSTEMS

A Model for
Community Security

By Nick Smith

he Community Builders

(TCB) is a nonprofit orga-

nization whose mission is

to build and sustain strong

communities where all
people can thrive. They work with busi-
nesses, institutions and public officials to
revitalize neighborhoods in ways where all
people can live in healthy homes with eq-
uitable access to resources and opportuni-
ties to pursue their dreams.

Their partnership with Salient Systems
exemplifies the use of video technology in
vulnerable neighborhoods to help achieve
these goals. TCB operates and manages
150 sites and properties across the coun-
try, employing over 600 staff members.

VULNERABLE NEIGHBORHOODS

These locations range from campus en-
vironments to individual buildings, each
presenting unique security challenges to
ensure overall resident safety. The primary
focus for implementing a video manage-
ment system is not only to ensure safety
and security but also prevent property
maintenance issues.

Under Joe Giggey’s leadership as se-
nior director of Information Technology,
TCB established enterprise level security
standards. These standards enabled access
to video remotely through smartphones,
iPads, and laptops for a central team of
sites in 30 cities.

Additionally, seamless integration with
existing cameras and access control systems
was required, considering TCB’s extensive
network of 30+ access control systems and
about 6,800 different camera models.

Affordability was another crucial fac-
tor, as is often the case for nonprofit or-
ganizations. Having an easy-to-administer
VMS, reliable search and video export
functionalities, scalability for future prop-
erty acquisitions, and centralized manage-
ment in a distributed environment were
also significant requirements.

Salient’s CompleteView VMS met all the
specified criteria, marking the beginning of
the partnership between TCB and Salient
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in 2016. The deployment of CompleteView
has grown to 85 site recording servers and
more than 2,300 camera licenses.

CERTIFIED INTEGRATORS

Given the widespread nature of TCB’s
properties, certified regionalized integra-
tors have been selected to install Com-
pleteView across TCB locations. These
integrators have been trained and received
certification from Salient Systems profes-
sional trainers on installation, executing
upgrades, expanding systems, and cus-
tomizing the deployment ensuring effec-
tive implementation and ongoing support.

In addition, manufacturer support by
the Salient system engineering team has
been used and according to TCB staff,
“has been phenomenal.” TCB staff help
address complaints, educate residents on
lease rules, and avoid evictions. The soft-
ware has assisted in resolving disputes and
investigating incidents.

In addition, the ability to verify details
of incidents in progress helps pinpoint the

location and gives first responders details
about the situation they may face on ar-
rival. Video footage provided by Salient’s
VMS has proven invaluable in multiple
instances and according to Giggey “The
VMS paid for itself immediately, high-
lighting the effectiveness and value of this
partnership.”

The collaboration between TCB and
Salient Systems has become an exemplar
of how technology can be harnessed for
the greater good, building trust and effect-
ing positive changes in vulnerable neigh-
borhoods. With ongoing support, TCB is
committed to making a lasting impact and
ensuring strong communities where all

people can thrive. #
tQﬁf‘
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Nick Smith serves as vice
president of Sales for
Salient Systems, where
he leads sales strategy
and team performance
across the Eastern
United States.
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CAMPUS VIEWPOINT

HOW REALISTIC SHOULD ACTIVE
SHOOTER DRILLS BE?

BY BRENT DIRKS MAY/JUNE 2025

major part of school security is preparedness for the unthinkable. Active
shooter drills are one way to prepare students, teachers, and administra-
tors for an event.
But law enforcement and school districts continue to struggle with the
question of how realistic should these drills be. In early April, at Snowflake High
School in Snowflake, Arizona, the school conducted an unannounced drill.
According to local news station 12News, instead of bell for a drill, a “more seri-
ous” bell rang.
School District Superintendent Hollis Merrell described the bell to the station:
"It audibly says, 'This is not a drill,” but it doesn't give any indication as to what
may be happening at the school. It's just locked down. This is not a drill. The police are
on their way,” Merrell said.
The Taylor-Snowflake Police Department approached the school to make the ac-
tive shooter drill more realistic. It was designed to mimic a real emergency situation.
Because of the approach, students, some staff, and parents were unaware of the

drill. Some students assumed the worse and texted parents that there was an active
shooter on campus.

Police Chief Robert Martin said the unannounced drill idea came after a previous
drill in late 2024 where he felt students were not taking the drill seriously.

Obviously, students should take every drill seriously. But that sometimes doesn't happen. High schoolers can
simply be high schoolers and not understand how important drills are to prepare the school community.

| understand Chief Martin's frustrations, but the unannounced drill likely took the situation too far.

Communication and trust between everyone are undeniably important parts of school security at any level. While
students at Snowflake High School will likely start taking drills more seriously, why dent those bonds between the

Brent Dirks
bdirks@1105media.com

school, community at large, and law enforcement? There are better ways to make the point. @
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niversities invest in security camera systems, expecting

them to provide clear, reliable footage to help protect

students, faculty, and staff. These cameras are strategically

placed across campus—monitoring entryways,

dormitories, parking lots, stadiums, bookstores, and

common areas—as both a deterrent to crime and a
valuable tool in incident investigations.

However, security cameras are often left to collect dust, pollen,
webs, and debris. Even the most advanced security cameras cannot
function effectively if their lenses are covered in residue. High-
definition, infrared, or license plate recognition cameras become
useless if they can't see clearly. Over time, dirt, water spots, and
environmental debris accumulate, degrading image quality and
creating security blind spots. Unfortunately, camera cleaning and
maintenance are often overlooked on college campuses, leading
to security failures, increased liability risks, and unnecessary costs.

THE ROLE OF IT AND FACILITIES IN CAMERA MAINTENANCE

At most universities, security cameras are the responsibility of mul-
tiple departments. The IT team ensures the cameras are integrated
with the network, configured properly, and store footage efficiently.
Facilities teams manage the physical upkeep, ensuring the cameras
are mounted securely, protected from the elements, and opera-
tional in all conditions. Campus security relies on these cameras to
monitor live activity, respond to threats, and review footage when
incidents occur.

Despite this shared responsibility, routine cleaning often falls
into a gray area, with no department taking ownership. Cameras
in high-traffic areas—such as parking lots, walkways, stadiums,
bookstores, and dormitory entrances—quickly accumulate dust
and debiris. License plate recognition cameras used for parking
enforcement are particularly vulnerable to pollution and residue
buildup, which can obscure plate numbers and lead to citation errors.

Building-mounted cameras, often installed on rooftops for
an elevated security view, face unique challenges. These cameras
are constantly exposed to the elements, including wind-blown
debris, bird droppings, and extreme weather conditions. Without
routine cleaning, rooftop security cameras lose their effectiveness,
creating blind spots that compromise campus safety.

THE COST OF POOR CAMERA MAINTENANCE

Neglecting security camera maintenance can lead to both financial
and legal consequences. If an incident occurs and the available
footage is too blurry to be useful, the university may face lawsuits,
insurance disputes, and public criticism for failing to maintain
proper security.

Beyond legal exposure, poor maintenance also leads to
unnecessary equipment failures. Cameras that are not cleaned
regularly are more likely to experience lens scratches, internal water
damage, and overheating due to dust-clogged ventilation. These
issues shorten the lifespan of the cameras, forcing universities to
replace equipment more frequently.
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Given the investment universities make in security technology,
allowing cameras to deteriorate simply because they are not cleaned
is a preventable waste of resources. A simple, scheduled maintenance
plan can extend the life of security cameras, ensuring they function
effectively for years rather than requiring premature replacements.

THE IMPACT ON SECURITY OPERATIONS

Campus security officers and emergency response teams rely heavily
on camera footage to assess situations in real time and investigate
past incidents. If a camera is dirty, its field of view may be obstructed,
limiting the ability to detect threats or identify individuals.

Night vision and infrared performance are particularly affected
by dirty lenses. Many security cameras use infrared technology to
capture images in low-light conditions, but dust and smudges on the
lens scatter IR light, creating glare that can make footage unusable.

False alarms are another issue caused by unmaintained
cameras. Many modern security cameras use motion detection
technology to trigger alerts, but when cameras are covered in
spider webs or dust, they can mistake small debris movements
for suspicious activity. This results in wasted security resources as
officers investigate non-existent threats instead of focusing on
actual security risks.

Bookstores and campus retail locations also rely on security
cameras for loss prevention. A camera monitoring transactions
and store aisles is only as effective as the visibility it provides. If
the footage is obstructed or blurry due to dust or webs, incidents
of theft, fraud, or misconduct may go undetected, impacting the
university's revenue and asset protection efforts.

By keeping cameras clean, security teams reduce false alarms,
improve nighttime surveillance, and ensure officers have access to
reliable video evidence when they need it most.

THE POWER OF INNOVATION

Traditional cleaning methods, such as wipers or paper towels, can
leave streaks, cause static buildup, or even scratch the delicate
lenses of security cameras. The most cost-effective method for
cleaning cameras is using shape-shifting microfiber cleaning head
tools, which outperform standard wipers without damaging lenses
or requiring fluid refills.

Microfiber cleaning heads not only remove pollution and salts
but also polish the lens surface, improving clarity and reducing
light distortion. New materials now have anti-static properties that
prevent dust and pollen from immediately resettling on the lens,
ensuring cameras stay clean for a longer period.

Unlike basic cloths or wipers that simply push debris around,
microfiber mitts trap and lift dirt without damaging sensitive
optics. This is especially important for high-end security camera
lenses that require pristine clarity for advanced analytics and
image processing.

ELIMINATING LADDERS AND LIFTS FOR SAFER CLEANING
Another often overlooked factor in camera maintenance is workplace



safety. Many security cameras are mounted on high poles, rooftops,
or building exteriors, requiring ladders or aerial lifts for cleaning.

From an occupational safety standpoint, sending workers up
a ladder in a high-traffic area presents serious fall risks. Students
and staff walking nearby may accidentally bump into the ladder,
increasing the chance of an accident. OSHA guidelines discourage
unnecessary ladder use in public spaces, and university insurance
carriers recognize the risks associated with fall hazards.

To eliminate these risks, the Dotworkz DomeWizard security
camera cleaning kits allow maintenance staff to clean cameras from
the ground. New extendable cleaning tools range from 13 feet, 25
feet, and 40 feet, plus the operator’s height, making them capable of
reaching even the highest-mounted cameras without requiring a lift.

By switching to ground-based cleaning methods, universities
can reduce workplace injuries, avoid OSHA compliance issues, and
improve overall efficiency in security camera maintenance.

A NEW REVENUE OPPORTUNITY FOR CAMPUS SERVICE PROVIDERS

With the introduction of modern camera service tools, camera
maintenance is now a job that can be performed quickly, safely,
and professionally. For professional campus service providers, this
presents a new revenue opportunity. Camera maintenance, which
previously required costly lifts and multiple personnel, can now

COVER STORY

be completed in just minutes with extendable cleaning systems.
A single cleaning service can pay for the cost of the tools,
making it a worthwhile investment for service providers looking to
expand their offerings. Security and facilities teams that previously
avoided camera maintenance due to safety concerns can now easily
incorporate it into their regular service schedule. With minimal
training, maintenance staff can ensure cameras remain clean year-
round, reducing downtime and improving surveillance quality.

THE LONG-TERM BENEFITS OF ROUTINE CAMERA MAINTENANCE
Cleaning security cameras is one of the simplest and most cost-
effective ways to improve campus security. Regular maintenance
ensures surveillance systems capture clear, usable footage, reduce
false alarms, extend the lifespan of security equipment, and lower
legal and insurance risks.

For universities, the message is clear—
security technology is only as effective as its
upkeep. By making camera maintenance
a standard practice and using microfiber
cleaning heads for superior performance,
campuses can maximize their investment in
surveillance systems while ensuring a safer
environment for students, faculty, and staff. @
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HOSPITAL SECURITY

USING EMERGING TECHNOLOGIES TO ADDRESS
HEALTHCARE STAFFING, WORKPLACE VIOLENCE ISSUES
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he healthcare industry consistently adopts new technology
to address challenges across all of its sectors. Many of the
emerging technologies that are available today are being
applied to optimize workflow. To enhance their operational
efficiency, hospitals and other healthcare providers typi-
cally embrace emergent technologies to streamline tasks

in patient care, administration, and, of course, security.
Underlying the need for better operational efficiency is a
troubling reality: hospitals face significant challenges today, includ-
ing a shortage of staff and behavior-related issues that can esca-
late into violence. For instance, healthcare workers are four times
more likely to experience serious workplace violence, according to
the American Hospital Association. A report published last year by
National Nurses United reveals that eight in 10 nurses had experi-
enced at least one type of workplace violence during the prior year.
The healthcare system faced staff shortages well before the
pandemic and they continue to grow. Research from the National
Council of State Boards of Nursing dis-
_“ covered that around 100,000 registered
nurses (RNs) left the workforce during the
COVID-19 pandemic, citing stress, burn-
out or retirement. Even more alarming
is the fact that 800,000 additional RNs
have expressed their intention to leave
the workforce by 2027 for similar reasons.
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Understaffing in the healthcare industry has been widely
studied, and technology stands out as a good solution for certain
workflows. Emerging tools seamlessly integrate into the workflows
that make up this human-centered environment. These tools pro-
vide data that enhance efficiency and allow staff to focus more
on patient care, including monitoring high-risk situations to keep
them from escalating. Interestingly, while some industries focus
on gathering business intelligence and gain operational efficien-
cies as a byproduct, that is reversed in the clinical world. Focusing
on operational efficiencies in healthcare often produces business
intelligence data as byproduct, which hospital administrators then
can use to make data-driven decisions.

Almost every healthcare facility in the U.S. uses some form
of video. The applications for it include security and safety, remote
patient monitoring, virtual nursing, administrative tasks, and even
monitoring situations such as occupancy levels and suspected
medication diversion.

There are clear guidelines associated with where and how
healthcare organizations can implement video technology, so that
they meet the requirements of the Health Insurance Portability and
Accountability Act (HIPAA). The American Hospital Association explains
what to consider from a compliance perspective. According to a January
2025 article in The HIPAA Journal, since Protected Health Information
(PHI) cannot be separated from other data recorded by surveillance
cameras, all footage (when recordings are used) must be secured in
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HOSPITAL SECURITY

compliance with the safeguards outlined in the HIPAA Security Rule.

WEARABLE CAMERAS
One form of video—wearable cameras—is becoming a sought-
after emerging technology to act as a behavioral modifier or record
escalating behavior. These devices also are ideal for documenta-
tion in general.

The International Association for Healthcare Security and
Safety (IAHSS) Foundation offers a comprehensive overview of the
regulatory and legal considerations, titled “Body-Worn Cameras in
Healthcare.” This guide is like a decoder ring for a hospital looking
to implement a wearable technology.

Wearable cameras are typically used by security officers in a
hospital. But they are equally as effective for nurses in home-care
settings, because these professionals are completely on their own
and don't have the benefit of an installed base of network cameras
around them the way a hospital has. Body-worn cameras work both
ways, because they create a culture of accountability for all parties.

The goal of video surveillance in general — wearables espe-
cially — is to create a culture of accountability and transparency. This
goal correlates with the American Nurses Association’s zero-tolerance
policy against workplace violence. Wearables have the ability to com-
plement de-escalation methods well due to the transparent nature
of the technology. Success of a wearables program in a healthcare
setting is embracing the balance of people, process and technology.

IN-ROOM CAMERAS

One of the most interesting examples of technology aiding work-
flow optimization and surmounting staffing shortages is in the vir-
tual nursing space. One form of virtual nursing is remote patient
monitoring, also called “tele-sitting.” Another is for administrative
purposes, using distributed communication in a patient’s room.

With remote patient monitoring, trained staff in a central
location use clinical monitoring technology to observe patient
activity in live-view. Very rarely — almost never — is the video or
any associated audio recorded. A common example of this tech-
nology is monitoring patients who are deemed a fall risk. Another
is monitoring patients who have behavioral health issues, such as
those who exhibit a potential for self-harm.

Typically, in this scenario, there is a 12-to-one ratio of patients
to care technician. The setup involves one-way video and two-way
audio so the care technician can converse with patients to redirect
them back to their bed or chair if necessary; technicians also can
request bedside assistance.

Patient falls, which are the No. 1 cause of injury in a hospital,
are not only expensive but they significantly degrade the patient
experience when they happen. Some hospitals have reduced the
incidence of falls by 80 percent after implementing live-view moni-
toring technologies.
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As cameras became common in patient areas, clinical or-
ganizations expanded their use beyond remote patient monitor-
ing. One key application is streamlining admissions and discharge
processes, enabling healthcare teams — perhaps multiple nurses,
an anesthesiologist, and a surgeon — to communicate effectively.
This can enhance efficiency, save time, free up beds faster, and ac-
celerate the patient's stay.

Specific technologies contribute to this process and make
it an immersive experience — for example, two-way video-based
workflows. Pan-tilt-zoom cameras allow clinicians to read wrist
bands and medication labels or monitor fluid drips. Typically,
cameras operate in full resolution at 30 frames per second, with
compression technology managing throughput.

Interoperable systems using the required privacy guardrails
is another tool for improving workflow efficiency. As an example,
the live video feed from a virtual nursing camera of a patient whose
behavior is escalating could be diverted to the security department
as an alert for possible de-escalation. Artificial intelligence (Al) is
one of the technologies being used — analytics can blur certain
features — in the trend towards interoperable systems.

ARTIFICIAL INTELLIGENCE

Al is already a critical tool of modern medicine, and now it is becoming
well-adopted at hospitals and often woven into the general workflow.
For example, GPTs and similar technology helps with auto-charting,
so healthcare professionals can spend less time writing and more
time caring for patients. It pulls data fields from the medical record
of a patient to partially populate a probable charting message.

In remote patient monitoring, Al is assisting care technicians
by alerting to behaviors such as a patient’s leg going over the side
of the bed or the lowering of a bed rail. Plotting a virtual box around
the bed sets up for an alert when that "patient envelope" is bro-
ken. Getting alerts in real time is the gold standard in Al workflow.

Al also can be used in a more traditional security sense, perhaps
generating an alarm based on a perceived behavior of an individual
such as lingering in a spot they shouldn't be or speaking aggres-
sively. The technology can identify an individual who is registered
on a watch list, so security can address the situation proactively.

Workflow optimization doesn't necessarily have to incorporate
an Al model. Improving efficiency could just as easily result from
using traditional technologies such as lighting, signage, duress
alarms, and two-way audio-video intercoms, as in a system installed
at hospital entry points to comply with Laura’s Law.

When adopting emerging technologies such as Al, audio,
and video to optimize workflows, healthcare organizations should
prioritize open architecture and non-proprietary solutions with
functional testing in their clinical environment. These enable in-
teroperability across a healthcare site's domains of safety, patient
care, and operations, and offer high value to the organization. @
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AUTOMATIC LICENSE PLATE RECOGNITION

HOW TO HARNESS ALPR FOR GREATER SECURITY,
EFFICIENCY AND COLLABORATION

BRUCE CANAL IS ACCOUNT EXECUTIVE LEAD-EDUCATION WITH GENETEC.

ithin higher education campus environments, the de-

mand for greater security, efficiency, and resources is

ever-present. Many higher education teams are adopt-

ing advanced technologies to secure their campus,

streamline operations, and continue to best serve

their students and faculty. Automatic license plate
recognition (ALPR) technology stands out for its ability to meet a
wide range of campus objectives.

While traditionally ALPR solutions collect only information on
the license plate, select ALPR solutions go beyond the license plate
and collect data about vehicle characteristics. This may include de-
tails such as type, color, location, and speed. This complete data is
a valuable campus resource for your campus.

Exploring the applications of ALPR reveals how you can
bridge the gap between you and your parking and transporta-
tion counterparts. This connection can make your campus safer
and more efficient.

ALPR FOR CAMPUS SECURITY

Chances are you are already using video cameras to boost secu-
rity in your campus parking lots and along busy roads. However,
without ALPR, you lack the necessary context that could make a
difference when responding to security threats.

Imagine someone driving off in a vehicle involved in an on-
campus incident. The information gathered from the ALPR camera
can collect the vehicle's license plate, color, and type. This infor-
mation is then stored in the system's database. Security person-
nel now receive immediate alerts whenever ALPR cameras located
throughout campus detect this vehicle of interest.

Witnesses can also give helpful leads but may struggle to re-
member specific details, especially license plate numbers. An ALPR
system resolves this issue by allowing you to search the database based
on characteristics such as vehicle type, color, and even partial plate
numbers. This capability will enable you to efficiently narrow down ve-
hicles of interest and enhance the effectiveness of your investigations.

Lastly, today's best ALPR systems can analyze the speed of
a passing vehicle. This feature is invalu-
able from a campus safety perspective.
Security personnel can monitor vehicle
speeds in real time, allowing them to re-
spond quickly to reckless driving behavior.
If the system detects a vehicle speeding in
a designated area, it can trigger an alert,

allowing security to intervene promptly.

ALPR FOR PARKING MANAGEMENT

As you advocate for ALPR technology, it's essential to communicate
the dual benefits of enhanced security and improved operations.
Start by working with your campus'’s parking department to de-
termine any inefficiencies they may be experiencing.

For example, many parking systems rely on physical tags
or decals that must be prominently displayed on vehicles. These
tags or decals distinguish authorized vehicles from unauthorized
vehicles within designated parking areas.

However, such traditional parking management methods are
inefficient and costly. Physical permits often create administrative
burdens, such as the need for regular renewals, permit distribu-
tion, and manual verification.

With ALPR for parking management, students, staff, and
visitors are no longer burdened by manual processes. Drivers can
register their vehicles online. They just need to enter their license
plate number and vehicle details into the system. Once registered,
vehicles are automatically recognized upon entering designated
parking areas. Verification is then conducted via access control
integration or mobile enforcement tools.

This self-service solution eliminates physical permits to re-
duce administrative burdens and overhead costs. Teams can fur-
ther reallocate resources that were once allocated for visual parking
verification. It also improves security by eliminating the possibility
that someone will lose, steal, or share permits.

It's also possible your campus's parking and transportation
department already uses ALPR. They may not realize that the same
system can enhance campus security. At the same time, you and
your team might be overlooking ALPR for applications beyond se-
curity. This gap in awareness is why communication is so important.

THE VALUE OF CROSS-DEPARTMENT COLLABORATION

The main benefit of applying ALPR systems to enhance security and
parking management is cost savings. Now, you and your campus'’s
parking department can share the resources needed to implement
and maintain the technology. This makes it simpler to justify the
investment in ALPR technology.

Security teams gain access to valuable vehicle data that aids
investigations and incident response, while transportation teams
benefit from automated, more efficient parking enforcement.

The insights gained from ALPR data also prove invaluable
for long-term planning and traffic management. Your campus
can predict peak traffic by analyzing historical and real-time ve-
hicle data. It can also optimize parking layouts and design more



efficient traffic routes. This forward-thinking approach improves
the overall experience for those on campus.

Finally, consider how ALPR can strengthen your ties with local
law enforcement. Police monitoring a vehicle linked to an incident
off campus can rely on the campus’s ALPR system to alert them
if that vehicle appears on campus. Officers can respond quickly if
the ALPR system detects a vehicle of interest. This potentially pre-
vents further incidents and aids agencies in ongoing investigations.

EVALUATING ALPR SOLUTIONS
There are a few key considerations to keep in mind when selecting
the right ALPR system for your campus.

- Accuracy - Can the cameras capture quality images in diverse
weather and light conditions? Are the reads accurate from various
angles? At what speeds can we gather accurate readings? These
are all questions you should ask your solution provider.

- Mobility - High-quality solutions allow you to deploy mobile
ALPR cameras. This means that a patrol vehicle can effectively enforce
parking lots using ALPR cameras mounted on the exterior. Select ALPR
solutions also offer mobile phone connectivity, converting your phone
into a helpful enforcement tool. You can securely access your ALPR

AUTOMATIC LICENSE PLATE RECOGNITION

system and verify parking permissions or hotlists while on the go.

- Analytics and operation software - Analytics provided at the
edge deliver real-time insights. These analytics include plate num-
bers, vehicle type, color, date, time, and location. You'll also want
easy-to-understand reports that enable you and your colleagues
to use available data to make informed decisions.

- Data privacy and security - Look for a solution that encrypts
data, stores it securely, and complies with privacy regulations. ALPR
systems gather vehicle information but do not record personal
identity details. Still, you should ensure transparency with stake-
holders regarding how you use this data. You can do this either via
posted signage or online policies.

SEEING BEYOND SECURITY

The future of campus security depends on breaking down the
barriers between departments. ALPR systems are a great starting
point for accomplishing this. Their ability to meet multiple campus
objectives opens the door to enhanced security, efficiency, and col-
laboration. By applying ALPR technology across campus, you can
enhance your situational awareness while improving the overall
campus experience. @
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EMERGING TECHNOLOGIES

HOW EMERGING TECHNOLOGIES ARE TRANSFORMING
THE SCHOOL SECURITY LANDSCAPE

BRAD CARY IS BUSINESS DEVELOPMENT MANAGER FOR EDUCATION AT MILESTONE SYSTEMS.

tudents can't focus on learning when they're worried
about their safety. As education systems nationwide
face evolving security challenges with limited resources,
a new generation of integrated technology solutions is
helping schools create safer environments while maxi-
mizing staff efficiency.

These evolving challenges require sophisticated approaches
that go beyond traditional security measures. Today's emerging
security technologies extend beyond conventional video cameras,
offering powerful tools that provide real-time insights and proac-
tive threat detection. At the heart of these solutions is the open
platform video management software (VMS), which serves as a
central hub connecting various smart devices and analytical tools.

BRINGING INTELLIGENCE TO VIDEO SECURITY

While most schools have basic video systems, these are often used
only after incidents occur. Today's data-driven video technology
transforms this reactive approach into a proactive safety strategy.
Modern open platform VMS solutions can integrate with intelligent
video analytics to monitor, detect and classify objects and activities
in real time. Rather than replacing human judgment, these systems
serve as digital assistants, providing security teams and administrators
with critical information to make faster, better-informed decisions.

These tools act as a force multiplier, allowing security person-
nel to monitor larger spaces more effectively while remaining alert
to potential issues that require human intervention. Al-powered
systems can learn to recognize out-of-ordinary situations, such as
someone walking against normal traffic flow to objects left behind
or a person lying on the ground. When unusual activity is detected,
the system can immediately alert appropriate personnel via desk-
top computers, smartphones or other mobile devices.

While intelligent video systems provide visual insights, today's
comprehensive security solutions extend beyond cameras alone.
The integration of specialized sensors at the edge of the network
significantly enhances a school's security posture. These smart de-
vices serve as the eyes and ears of the security system, collecting
vital data from throughout the campus.
Multi-sensor devices offer an expanding
range of capabilities:

When connected to an open plat-
form VMS, these edge devices create
a comprehensive awareness network.
For example, when a keyword is de-

tected by an audio sensor, the VMS can
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automatically notify relevant personnel, display live video feeds,
and initiate appropriate response protocols.

CLOUD CONNECTIVITY ENHANCES FLEXIBILITY AND RESPONSE

Cloud-based and hybrid security solutions are also revolutioniz-
ing how schools approach video security. Recent improvements in
national data infrastructure, coupled with advances in video com-
pression and 5G wireless networks, have made cloud VMS options
both feasible and affordable. The benefits of cloud connectivity
extend far beyond simple remote access:

» Enhanced data sharing capabilities allow security teams
to instantly share video information with first responders during
emergencies

» Hybrid approaches combine on-premises equipment with
cloud resources, offering scalability without abandoning existing
investments

» Flexible payment models eliminate large upfront capital
expenditures, allowing schools to scale their security infrastructure
based on actual needs

» Infrastructure simplification reduces the need for extensive
server rooms and complex maintenance schedules

Cloud connectivity is transforming how security teams col-
laborate with first responders. The ability to instantly share video
data during emergencies enables faster and more coordinated
responses to security incidents. This real-time information shar-
ing can significantly improve outcomes during critical situations
by giving emergency personnel vital situational awareness before
they even arrive on scene.

A HOLISTIC APPROACH TO SCHOOL SAFETY
The most effective school security strategies combine technology
with thoughtful policies and procedures. While advanced tools
provide powerful capabilities, their implementation must be part
of a comprehensive security plan that addresses the unique needs
and challenges of each campus.

Schools should consider privacy implications, obtain nec-
essary permissions, and ensure technology is used ethically and
responsibly. Transparent communication with students, parents,
and staff about the purpose and limitations of security technol-
ogy helps build trust and community support for these initiatives.

When properly integrated, these emerging technologies
empower schools to do more with less—maximizing the effective-
ness of security staff while creating learning environments where
students and teachers feel safe and protected. @
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COMBATING ENROLLMENT FRAUD AND
EMPOWERING STUDENT FINANCIAL SUCCESS

AUTHOR: BRIAN SUPONCIC IS SENIOR VICE PRESIDENT OF SALES AND CLIENT OPERATIONS AT BM TECHNOLOGIES (BMTX).

IMAGE: HAKINMHAN/STOCK.ADOBE.COM

igher education institutions are facing a costly and grow-
ing crisis: enrollment fraud. Between 2020 and 2022, the
cost' of acquiring a new student surged by up to 32%,
straining already tight budgets. At the same time, “ghost
students” using stolen identities to enroll fraudulently
put institutions at even greater financial risk.

The rise of enrollment fraud not only threatens financial stabil-
ity but also poses significant risks to campus security. As fraudulent
actors infiltrate educational institutions through digital means, they
potentially gain access to sensitive student data, campus resources,
and even physical spaces. This breach of security extends beyond
financial implications, raising concerns about the safety and privacy
of legitimate students and staff. Campus security teams now face
the dual challenge of protecting physical spaces and safeguarding
digital identities. The ghost student phenomenon has evolved from
a mere administrative issue to a critical security threat, demanding
a comprehensive approach that integrates cybersecurity measures
with traditional campus safety protocols.

Beyond the direct monetary losses, this wave of fraud is dis-
rupting academic integrity. When schools unknowingly distribute
aid to fake students, legitimate learners lose out. Inflated enroll-
ment numbers lead to misallocated resources, making it harder
for genuine students to access the courses they need to graduate.
As institutions struggle to keep up, the quality of education and
student success are in jeopardy because of this growing problem.

WHEN FAKE STUDENTS COST REAL MONEY: GHOST STUDENTS

Ghost students aren't just a financial burden but a growing digital
threat. With open enrollment policies and minimal application bar-
riers, community colleges have become prime targets for fraudsters
using stolen identities and automated bots to exploit financial aid
and institutional resources. In California alone, a shocking 20% of
community college applications were flagged as fraudulent, with
the California State Chancellor's Office
identifying 460,000 suspicious appli-
cations out of 2.3 million. The problem
extends beyond California. According
to the Chronicle of Higher Education,
fraudsters sent 80 fake applications to
Prince George's Community College in

Maryland, submitting one every seven
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minutes for hours, highlighting the scale and speed at which these
digital attacks can occur.

Across the U.S., colleges and universities struggle to combat a
surge in digital enrollment fraud, where cybercriminals manipulate
weak security systems to enroll fake students at scale. Academic insti-
tutions risk financial losses, misallocated resources, and compromised
student data without vigorous identity verification and digital safe-
guards. Higher education institutions must prioritize digital security as
cyber threats evolve to protect their students, budgets, and integrity.

Enrollment fraud is not just an administrative headache; it's a
financial and operational crisis that threatens the stability of higher
education institutions. When universities unknowingly disburse fi-
nancial aid to fraudulent applicants, these funds are rarely recovered,
resulting in staggering economic losses. In California, Fullerton
College identified $1 million in financial aid payments that would
have been lost to fraud had officials not halted them in time. This
demonstrates the potential scale of losses for a single institution.

This escalating threat to campus security demands imme-
diate action. Manual verification processes are now dangerously
outdated due to increasingly sophisticated fraud tactics. Without
adopting modern identity verification tools and digital safeguards,
colleges and universities risk losing millions while jeopardizing the
education of real students who deserve support.

STRENGTHENING ENROLLMENT SECURITY IN HIGHER EDUCATION
In the face of the growing threat posed by ghost students, univer-
sities are turning to cutting-edge identify verification technologies
to safeguard the integrity of their enrollment processes. By har-
nessing the power of artificial intelligence and machine learning,
institutions can uncover patterns of fraudulent activity that would
otherwise remain hidden. These advanced tools not only detect
inconsistencies in enrollment data, but they can also proactively
prevent fraudulent actions, revolutionizing the way colleges protect
their resources and students. This technological leap will signifi-
cantly shift how higher education defends against threats.
Furthermore, implementing a streamlined, secure enroll-
ment verification process goes beyond efficiency. It empowers
universities to reallocate their time and resources to what truly
matters: student success. During peak enrollment periods, the
strain of manual verification can overwhelm admissions teams,
draining valuable hours that could be better spent on supporting



students and enhancing educational outcomes. By adopting ad-
vanced digital solutions, institutions can significantly reduce the
burden of time-consuming manual reviews, freeing staff to focus
on strategic initiatives that foster student engagement, retention,
and academic achievement. Higher education institutions could
save an average of 15-20 hours each week during peak enrollment,
enabling them to redirect their efforts toward shaping a more dy-
namic and supportive learning environment.

CHARTING THE STUDENT FINANCIAL ROADMAP

While preventing and reducing enroliment fraud is critical, it is equally
important to consider the financial journey students embark upon
once they step onto campus. For many students, college is the first
time they open a bank account, viewing it as a key tool for managing
student loans and daily living expenses. Without secure identity verifi-
cation at the point of enrollment, fraudulent actors can gain access to
the financial aid meant for genuine students, potentially derailing their
financial path from the very start. By safeguarding student identities
from day one, universities ensure that legitimate students receive the
financial support they need, allowing them to build a strong foundation
as they navigate their finances during college and after graduation.

Providing students with the right tools and knowledge to

HIGHER EDUCATION CYBER

manage their finances responsibly can leave a profound and last-
ing impact on their futures. Universities, in working with FinTech
providers, have the opportunity to offer valuable financial literacy
resources that empower students to make informed choices about
their money. As students navigate the journey through higher educa-
tion and into their careers, they often face new economic challenges,
from paying off loans to managing their income and planning for
the future. This transition period can be particularly demanding for
students who balance work and studies simultaneously.

By equipping them with the right tools early on, universities
and fintech providers can help students of all ages foster long-term
financial health and empower them to build a secure financial fu-
ture long after they leave the classroom.

As higher education continues to evolve, it's clear that tackling
enrollment fraud and financial mismanagement requires a unified,
proactive approach. By combining advanced identity verification
technologies with a focus on financial literacy, schools can protect
students, preserve the integrity of education, and ultimately shape
a more equitable and resilient system. @
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ampus security teams have faced myriad risks threaten-
ing the safety and well-being of students and faculty
this semester:

« Protests, which are common with any transition of
power and legislative changes, bring heightened potential
for altercations or infringement of First Amendment rights.

+ Sports games and events can inspire energy that spirals out
of control, making it challenging to contain situations and identify
who is at fault if a fight or incident occurs.

+ Bad actors rely on the cover of night to vandalize buildings,
break into vehicles, or even commit arson.

Leaders have made tough tradeoffs about where to focus
and how to channel limited resources to best protect their com-
munities — but they now have a much-needed lift to their toolkit.

Rapid advancements in artificial intelligence (Al) have enabled
powerful tools that offer essential capabilities to make the most of
existing investments, deter potential incidents, and effectively pur-
sue bad actors. Let's examine which technologies you should con-
sider and how to stay resilient no matter what challenges you face.

TECHNOLOGIES IMPROVING SCHOOL SAFETY

Today's campus environment is wrought with disparate technology
systems that do not communicate with each other, which greatly
hampers efficiency (and wastes money).

The key to building a resilient campus security strategy is to
connect disparate systems. Composable systems achieve this vi-
sion, in which every tool can connect and relay information back
to a centralized platform.

Security teams need aggregated insights to make fast, in-
formed decisions. It is not effective to use standalone systems for
intrusion detection, door locks, and cameras — every tool needs to
be composable so it can communicate with the entire ecosystem.

The following solutions have proven especially valuable as
part of a connected security ecosystem:

« Al-powered security cameras: Cameras are no longer ef-
fective if they only record environments. Video camera solutions
need to provide metadata on the objects
they detect so teams can get ahead of
potential threats. Active shooter sce-
narios, although rare, and similar attacks
underscore the need for camera systems
to proactively alert teams if a weapon is
identified on campus. Time saves lives in

urgent scenarios, so intelligent cameras
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that identify weapons can decrease response times and empower
first responders with valuable information.

+ Body cameras: Detailed evidence is vital for preserving truth.
Body cameras are increasingly used to support incident review and
provide objective evidence of an incident.

+ Loudspeakers: Speakers can connect to other security so-
lutions and trigger customized announcements or personalized
warnings, demonstrating a strong security posture. Speakers can
also trigger loud alarms that draw attention to an area when an
incident occurs.

« Mobile security systems: Stationary cameras are not the
only option for surveying areas. Drones and even robot dogs can
be deployed to expand coverage and follow bad actors as they at-
tempt to flee an area. These technologies offer a unique vantage
point and provide the necessary flexibility for certain scenarios.

Each of these may be a valuable addition to your safety toolkit.
At a minimum, check with your existing providers to understand
what features you may be underutilizing and how to connect the
solution with your other tools.

BRINGING STUDENTS INTO THE SAFETY CONVERSATION

Students deserve to feel safe on campus. However, they may not
know about the resources available to them, and they may be
skeptical about new technologies or a perceived increase in se-
curity personnel.

Campus leaders should educate students and faculty on the
measures in place to protect them and how each solution works:

+ Overview common safety threats and provide resources to
navigate potential safety concerns.

» Discuss what technology your security team uses and invite
questions to dispel misconceptions, like whether facial recognition
is used or if students are "being tracked.”

« Celebrate safety wins and acknowledge how your team has
addressed situations swiftly.

KEEPING PACE WITH EVOLVING CAMPUS SECURITY THREATS
The security world must embrace composability and connected
solutions. Otherwise, valuable information will be lost or require
too much time to aggregate. Full, connected information from se-
curity systems makes it easier to glean insights, fortify weaknesses,
and share information from campus to campus.

By continually testing new capabilities and leveraging Al
to its fullest potential, campus leaders can tackle any new chal-
lenges in stride. @
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