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Oblong’s gestural technology is no longer just for
Hollywood movies. Public-sector agencies are now
starting to use it for presentations and collaboration.

‘Minority Report’ gets real
with gesture tech

BY STEPHANIE KANOWITZ

When Tom Cruise waves his hands in
the 2002 film “Minority Report” and
manipulates data on multiple screens,
it’s the stuff of science fiction. Today,
though, movie stars aren’t the only
ones using gestural technology — gov-
ernment agencies are, too.

John Underkoffler, CEO of Oblong
Industries, created the futuristic tech-
nology for the blockbuster film.

“Steven Spielberg came calling and
said basically, ‘Can you tell me what
computer interfaces are going to look
like in 50 years?”” said Michael Friedel,
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Oblong’s federal director. “They came
up with the glove-based gestural sys-
tem — being able to orchestrate mas-
sive amounts of data visually without
ever touching a screen or a keyboard
or a mouse.”

For years, the technology was
available only as a custom solution.
In 2012, however, Oblong released
Mezzanine, a commercial version that
about a dozen agencies have picked up
so far. By wearing a glove or using a
wand, customers manipulate infor-
mation on multiple screens through
gestures.

Gestural technology is about more

than videoconferencing, Friedel said.
The differentiator is how it enables
people to work with the same data in
real time.

“That’s what we call infopresence,”
he said. “It’s one thing to be able to
do videoconferencing, which a lot of
people do today, but it’s another when
you take collaborators in multiple
locations and you start sharing content
[and] data across time and distance.”

He said customers use Mezzanine in
a number of ways, including executive
briefings or customer presentations. It
is also a valuable tool for collaboration
because a group of local or dispersed

OBLONG INDUSTRIES
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users can get together to manipulate
many data sources, such as PDFs,
JPEGs, reports, analytics and websites.
“It will accept any data, any content
from any application, and there are no
integration services that are required
to do that,” Friedel said.
Users don’t even have to be in
the same room to collaborate. They
can connect remotely and from one
Mezzanine-enabled room to another.
The third common use, which is
especially popular with the military,
is on-demand, real-time situational
awareness. For example, Mezzanine
can be helpful in crisis or emergency
management, when many agencies
need to work together efficiently.
Mezzanine rooms start at $150,000
and can cost as much as $250,000,
depending on what’s needed. A room
typically consists of three high-defini-

tion dynamic screens and three other
screens called corkboards that hold
static images for future use. Informa-
tion flows into the appliance via a
variety of connected devices, and the
appliance presents the data on the
dynamic displays and corkboards.

As changes to the data occur, all
users see the updates at the same time.
What’s more, Friedel said, if people in
one Mezzanine room have an applica-
tion that the users in another lack,
the second group can use the wand to
essentially reach through and access
that application.

“It’s almost like a video game,” he
said. “You point and click on the wand,
and there are a couple basic functions
that you can perform.... You can add
content, you can stretch content, you
can zoom in, you can cut and paste
that content.”

Mezzanine provides a high return on
investment, Friedel said. For instance,
it requires no middleware, whereas
connecting two or more applications
or environments — such as data ware-
houses, enterprise resource planning
systems or business intelligence sys-
tems — typically requires a significant
amount of middleware.

It also eliminates the need for em-
ployees to travel for meetings, cutting
costs and increasing productivity.

Looking ahead, Oblong officials want
to enable users to walk into a Mezza-
nine room, present an ID card such as
a Common Access Card and automati-
cally access the information they need.

The company also plans to offer a
modular design to make Mezzanine
more scalable. °
— Stephanie Kanowitz is a freelance
writer based in northern Virginia.

Salary shortfalls and scary

skill gaps
BY SUZETTE LOHMEYER

States are struggling to recruit and
retain IT talent, and the problem is
already affecting their IT plans and
strategies, according to a new report
from the National Association of State
CIOs.

Filling the skill gap left by retiring
baby boomers is one of the biggest
challenges. States are doing their best
to direct new talent toward vacant
positions, but 92 percent said public-
sector pay makes it challenging to
recruit the talent they need, and posi-
tions remain vacant for months.

Salary is also the biggest issue when

it comes to the most pressing skill

set state CIOs want in new recruits:
cybersecurity. Application develop-
ment, programming and support, and
architecture also ranked high on the
list of IT talent that states are having a
hard time hiring.

As a result, many states are look-
ing for other means to attract skilled
IT workers. Noting that 86 million
millennials will be in the workforce by
2020, the report says many states are
trying to cater to that group’s priori-
ties, including flexible work hours, a
collaborative work environment and
work/life integration.

The report makes a number of

related recommendations to CIOs in
the “Call to Action” section by urging
IT shops to make work environments
stimulating and minimize bureaucracy.
The report also calls on CIOs to docu-
ment what is working and what isn’t in
terms of hiring and retaining employ-
ees and to incorporate those lessons
into a formal recruitment strategy.

In the short term, outsourcing seems
to be the solution of choice for many
states. “Expand outsourcing,” “out-
source business applications through
a SaaS model,” and “expand existing
IT shared services model” were the
most popular responses to how states
will deal with IT shortages in the next
three years.

Forty-nine states and territories took
part in the survey. ®
— Suzette Lohmeyer is a freelance
writer based in Arlington, Va.
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What: A case study by the
National Association of State ClOs
evaluating California’s CalCloud
project.

Why: NASCIO's assessment is
based on a series of interviews
with three of the top players

in CalCloud’s procurement and
implementation. NASCIO asked for
specifics on how well the process
went and what they would do
differently.

CalCloud Project Director
Neeraj Chauhan said the project
appears to be a success. “Our
cloud infrastructure environment
provides a highly available, 100
percent virtual environment to
customers through agile, cost-
effective, innovative, reliable and
secure technology,” he said.

And it meets the five most
important cloud-computing
characteristics: on-demand self-
service, resource poaling, broad
network access, rapid elasticity
and measured service.

Chauhan, California Chief
Procurement Officer Jim Butler
and Carlos Ramos, director
of the state’s Department of
Technology, said a key lesson they
learned is to respect the reality
that “communication is king,”
especially between ClOs and chief
procurement officers.

“Early and ongoing
communication helps keep
everyone on track and brings in
two different and very valuable
perspectives,” Ramos said.

Now that the CalCloud system is
up and running, state officials are
watching to see who will jump on
the bandwagon.

Full report: is.gd/GCN_CalCloud
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Microsoft denies SMB
security flaw in Windows

BY CHRIS PAOLI

Researchers at Cylance said they’'ve
uncovered a new technique for steal-
ing login credentials from any Win-
dows device, including those running
previews of Windows 10.

The approach, dubbed “Redirect to
SMB,” allows attackers to steal user
credentials by “hijacking communica-
tions with legitimate web servers via
man-in-the-middle attacks, then send-
ing them to malicious SMB (Server
Message Block) servers that force
them to spit out the victim’s username,
domain and hashed password,” wrote
Cylance software engineer Brian Wal-
lace on the company’s blog.

“The Redirect to SMB attack builds
on a vulnerability discovered in 1997
by Aaron Spangler, who found that
supplying URLs beginning with the
word ‘file’ (such as file://1.1.1.1/)
to Internet Explorer would cause the
operating system to attempt to au-
thenticate with a SMB server at the IP
address 1.1.1.1,” Wallace wrote.

Attackers would gain access by hav-
ing a targeted user click on a malicious
email link or harmful ad that connects a
system to a server controlled by the at-
tackers. The company said the flaw can
be found in every version of Windows
and could be executed with the use of
one of the 31 vulnerable software pack-
ages discovered, which include Adobe
Reader, Apple QuickTime, Internet
Explorer and Windows Media Player.

Because many products use HTTP
requests to check for software updates,
for example, a hacker could intercept
such requests and redirect the victim
to a malicious SMB server, according
to the Vulnerability Notes Database
maintained by Carnegie Mellon Uni-
versity’s CERT Division.

“If the redirect is a file:// URL
and the victim is running Microsoft

Windows, Windows will automatically
attempt to authenticate to the mali-
cious SMB server by providing the
victim’s user credentials to the server,”
the CERT database entry states. “These
credentials can then be logged by the
malicious server. The credentials are
encrypted, but may be ‘brute-forced’ to
break the encryption.”

Although the Cylance team has pro-
vided proof of concept for the flaw, it
said there have been no known attacks
using Redirect to SMB.

Microsoft responded by saying the
SMB flaw was not as serious as Cylance
claims because of the difficulty attack-
ers would have when attempting to
take advantage of the vulnerability.

“Several factors would need to
converge for a ‘man-in-the-middle’ cy-
berattack to occur,” Microsoft officials
said in a statement to Reuters. “Our
guidance was updated in a Security
Research and Defense blog in 2009,
to help address potential threats of
this nature. There are also features in
Windows, such as Extended Protec-
tion for Authentication, [that enhance]
existing defenses for handling network
connection credentials.”

The CERT division said it is unaware
of a full solution but suggested some
workarounds:

* Consider blocking outbound SMB
connections (TCP ports 139 and 445)
from the local network to the wide-
area network.

* Don’t use the NTLM authentication
protocol by default in applications.
 Use group policies to restrict NTLM
traffic.

e Use strong passwords and change
them frequently. ¢

— Chris Paoli is associate Web edi-
tor for 1105 Enterprise Computing
Group’s websites. A version of this ar-
ticle originally appeared on Redmond-
mag.com, a sister site to GCN.
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Researchers find weakness
in air-gapped systems

BY MARK POMERLEAU

For many years, common wisdom held
that air-gapped systems provided the
most secure platform for classified gov-
ernment and financial systems because
they are physically isolated from other
machines, networks and the Internet.
They are only compromised if one
is able to gain physical access to the
machines.

Or so we thought.

According to Wired, a group of
researchers at Israel’s Ben-Gurion
University have demonstrated a way

EOITOR'S NOTE

to gain access to such systems. Using
heat emissions and the thermal sensors
built into computers, the research-

ers were able to siphon data from an
air-gapped system. The technique
could also lift passwords from air-
gapped machines or transmit malicious
commands from Internet-connected
devices to the machines.

Nicknamed BitWhisper, the attack
communicates with the internal system
via heat signatures caused by certain
commands and translates them into
binary code, Wired’s Kim Zetter wrote.

Last year, researchers at Ben-Gurion

The more things change...

When tracking public-sector IT, I'm
often struck less by the cutting-edge
innovations than by the common
threads that can span
decades.

Yes, of course the cloud
— and tech's steady shift
toward software-defined
everything — represents
real change. Mobile truly
is transformative, and
today's cybersecurity
threats are orders of magnitude
greater than what governments
dealt with just a few years ago. Yet
when one looks at the fundamental
challenges facing most agencies —
balancing mission-specific needs
against standardized systems,
bolting new technologies onto legacy
infrastructure, finding the tools to
manage it all — the lessons and stories
from long ago often still resonate.

That’s one of the great things about
a publication like GCN. With more than

30 years of coverage, the GCN archives
are a reminder of both the innovative
and timeless aspects of government IT.
And today's writers, editors
and (often longtime) readers
represent a remarkable brain
trust that can be built only
with years of labor in the
government tech trenches.

As GCN continues to
evolve, that rich history
remains central to the
publication — to our ability to separate
fads from fundamental shifts and
to put the newest technology in the
proper perspective.

And GCN is indeed evalving. You'll
notice some changes beginning in the
pages of this issue, some new bylines
complementing the familiar names
and some important additions to the
masthead on Page 4. Look for more of
the same, both in print and on GCN.
com, in the weeks and months to
come.

University demonstrated AirHopper,
a method for leaking data from an
isolated computer to a mobile phone
without using Wi-Fi or Bluetooth.
Instead, the app taps radio frequencies
to transcribe keystroke data from the
computer screen to a phone’s FM radio
receiver.

Separately, another group of re-
searchers from the Georgia Institute
of Technology showed how air-gapped
systems can be compromised using
keystrokes that capture side-channel
signals from computers connected to
secure, isolated networks, according to
a report on TechRepublic.

However, researchers admit that it is
difficult to distinguish useful information
from the electromagnetic radiation. ®

You'll also notice that Paul
McCloskey, GCN's longtime leader, has
stepped into a new role. He is now
focusing his talents on writing features
for GCN, with a particular emphasis
on the technology that makes truly
citizen-centric government possible.
Look for the first of those stories in
next month's issue.

Evolution, of course, is a continuous
thing — and one that involves the
reader as well. So although we have
some definite ideas about GCN for 2015
and beyond, we want to hear yours,
too! What topics matter most? What
do you wish GCN covered differently?
Are there stories you'd rather we
hadn’t covered at all?

Please go to is.gd/GCN_survey and
share your take on GCN. It's going to be
a fun few months, and your input can
only make it better.

— Troy K. Schneider
tschneider@gcn.com
@troyschneider
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Army seeks
alternative for

Windows XP
support

BY SUSAN MILLER

The Army has been looking for a new
source of support for its Windows XP
users.

According to a recent request for
information, the Army said it would
be ending its support contract with
Microsoft but wanted to ensure it
could still avoid security vulnerabili-
ties on its 8,000 Microsoft Windows
XP devices.

After Microsoft ended software
updates for the popular operating
system in April 2014, the company
offered custom support at a cost of
$200 per device for the first year.

After that first year, the cost of
custom support was expected to
double, Michael Silver, vice president
and distinguished analyst in Gartner’s
mobile and client computing group,
told GCN sister publication Redmond
last year.

The Army was seeking a company
that could provide continued coverage
for security updates for vulnerabilities
rated “critical” and security hotfixes
rated “important” from May 1, 2015,
through April 30, 2016, while the
Army continued its migration from
the outdated operating system.

Moving off XP has not been easy
for agencies with legacy applications.
Earlier this year, Labor Department
CIO Dawn Leaf said her agency still
had 10,000 machines running Win-
dows XB despite efforts to upgrade.

And even though Microsoft has not
officially supported Windows XP for
the past year, some 250 million ma-
chines were still actively using the OS
in March 2015, according to market
analysts. ®
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CIS offers pre-hardened
resources for Amazon cloud

BY SUSAN MILLER

The Center for Internet Security an-
nounced the availability of Amazon
Machine Images (AMIs) for a variety of
operating systems, which will enable
organizations to reduce time, cost and
risk in their cloud deployments.
Offered via the Amazon Web Serv-
ices Marketplace, the AMIs are hard-
ened according to secure configuration
baselines prescribed by the center’s
expert consensus teams. The AMIs are
available for organizations using Ama-
zon Elastic Compute Cloud and for
six CIS benchmark-hardened systems:
Ubuntu Server 14.04 LTS, Red Hat En-
terprise Linux 6 and 7, Amazon Linux
2014.09, Microsoft Windows Server
2012 R2 and CentOS 7.

RETRO TECH

The AMIs, which can be obtained
on demand on a computer-hour basis,
are the only virtual machines avail-
able in the cloud that are precon-
figured according to the center’s
internationally recognized secure
configuration recommendations.

“The need for flexible, affordable
and secure resources is urgent, and as
more organizations move their busi-
ness into the cloud, the CIS AMIs are
a cost-effective way for entities in the
public and private sectors to custom-
ize solutions that meet their needs,”

said William Pelgrin, the center’s CEO.

CIS produces consensus-based
secure configuration benchmarks and
content and serves as a cybersecurity
resource for state, local, territorial
and tribal governments. ©

GCN has covered government IT since 1982, and the technology started earlier
still. To wit: In November 1959, Jonnie Daw performed a final run on Lawrence
Berkeley National Laboratory’s Univac mainframe as several of her colleagues
looked on. (Energy Department photo by Donald Cooksey)

CATALOG.ARCHIVES.GOV
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Partnership to enhance
GIS tools for public safety

BY MARK POMERLEAU

Two veteran suppliers in the geospa-
tial marketplace have joined forces
to help improve the management
and precision of the software and
solutions that support public-sector
emergency response.

Intergraph, a longtime vendor of
computer-aided dispatch technology,
and geospatial and mapping soft-
ware developer Esri said they plan
to collaborate to “more tightly align
their respective public safety response
platforms.”

The companies said they would
combine efforts to integrate aspects of
Intergraph’s computer-aided dispatch
system, called I/CAD, and Esri’s

ArcGIS platform to improve both
systems.

Computer-aided dispatch and
geographic information systems are
essential to public safety and incident
management. Together, call-taking
and dispatch software, maps and
spatial data provide agencies with the
information they need to provide for
and protect the public. Solutions that
work together enable agencies to do
their jobs more quickly and efficiently.

The first step of the partnership will
involve integrating Intergraph’s I/Map
Editor for ArcGIS. It will work directly
with Esri’s ArcGIS to produce maps
in I/CAD and create a more efficient
workflow in both systems.

I/Map Editor allows users to build

and edit road networks, maintain
address points, and create emergency
service zones that represent the avail-
able police, fire and emergency medi-
cal services.

Among its intelligent mapping
capabilities, I/Map enables users
to define configuration and legend
settings, edit streets for routing, and
locate map features based on ad-
dresses, streets, common place names
or intersections.

“Esri is pleased that Intergraph
has chosen to enable its computer-
aided dispatch solution to work more
directly with our ArcGIS Platform,”
said Russ Johnson, Ersi’s director of
public safety and homeland/national
security.

“The combined solution will benefit
the computer-aided dispatch market,
the public safety GIS community and
citizens around the globe.” ¢
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[BRIEFING]

NOAA's no-cost plan to get
more data into the cloud

BY TROY K. SCHNEIDER

The Commerce Department is one gi-
ant step closer to its goal of unleashing
its vast stores of environmental data
to the public. That expanded access,
however, is likely to come with a price
tag attached — not for the agency but
for the data’s end users.

Secretary of Commerce Penny
Pritzker announced a project to bring
the National Oceanic and Atmospheric
Administration’s vast datasets to the
cloud and make them broadly avail-
able. In partnership with Amazon
Web Services, Google Cloud Platform,
IBM, Microsoft and the Open Cloud
Consortium, NOAA will seek to more
effectively distribute its data to create
innovative products and services.

The agency gathers more than 20
terabytes of environmental data every
day from a wide variety of sources,
including Doppler radar systems,
weather satellites, buoy networks and
real-time weather stations. However,
right now only a small percentage of
that data is easily accessible to the
public. As the demand has increased,
the agency said it is imperative to
find ways to effectively and efficiently
distribute that data to decision-makers
and industry.

Accordingly, last year NOAA issued a
request for information asking for sug-
gestions on ways to more effectively
distribute its data. The process led the
agency to sign cooperative research
and development agreements with its
new partners.

According to a 2013 McKinsey
Global Institute report, open data
could add more than $3 trillion in
total value annually to the education,
transportation, consumer products,
electricity, oil and gas, health care, and
consumer finance sectors worldwide.
If more data could be efficiently re-
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leased, organizations would be able to
develop new and innovative products
and services to better understand the
planet and keep communities resilient
during extreme events, Commerce of-
ficials said.

FROM THE LABS

The new project’s website states
that the industry partners “are tasked
with distributing the original data
content and may recover their costs for
that distribution. They may decide to
provide multiple data access and distri-
bution methods...and these different
access methods could potentially result
in different levels of cost for different
offerings.”

IBM positions tape
for cloud storage

BY SUSAN MILLER

IBM researchers have figured out a new way to squeeze even more data
onto low-cost magnetic tape, a breakthrough the company said is an 88-
fold improvement over the latest industry-standard magnetic tape product
and a 22-fold improvement over IBM's current enterprise-class product.

The company demonstrated an areal recording density of 123 billion bits of
uncompressed data per square inch, which is the equivalent of a 220 terabyte
tape cartridge that could fit in the palm of your hand, IBM Research said.

Although tape has traditionally been used on premise for video archives,
backup files and data retention, off-premises applications are beginning to
emerge in the cloud because of the storage medium'’s low cost.

IBM Research scientists are exploring the integration of tape technology
with current cloud object storage systems such as OpenStack Swift. The
new approach would enable object storage on tape and allow users to
seamlessly migrate cold data to an extremely low-cast, highly durable
cloud-based storage tier for backup or archival use, the company said.

The history of tape at IBM

2006
6.67 billion

Areal density (bits
per square inch)

2010 2015
29.5 billion 123 billion

Cartridge capacity

8 terabytes

35 terabytes 229 terabytes

Number of books 8 million 35 million 220 million
stored
Track width 1.5 0.45 014
(micrometers)
Tape thickness 6.1 5 43
(micrometers)
Tape length 890 917 1,225
(meters)

Source: IBM
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Progress toward
an identity ecosystem

FIRST, A BIT OF GOOD
NEWS. The National
Institute of Standards and
Technology met its March
16 deadline to produce
baseline requirements for its
Identity Ecosystem Frame-
work (IDEF), the bedrock
document aimed at revving
up a move to more secure
credentials that are interop-
erable across the Internet
and a big advance toward
the holy grail of a single,
Internet-wide sign-on for
individuals.

The first version of the
IDEF will be launched
sometime this summer. By
defining the overall set of in-
teroperability standards, risk
models, privacy and liabil-
ity policies needed to fully
describe an identity-based
ecosystem, both government
and private organizations
will be able to see how their
identity efforts match up to
IDEF’s requirements.

IDEF springs from the
Obama administration’s Na-
tional Strategy for Trusted
Identities in Cyberspace
(NSTIC), which launched in
2011. The intent was for the
government, through NIST,
to bring together the private
sector, advocacy groups and
government agencies to
create an environment that
replaces the current one,
which uses many different
kinds of authentication to
access online services.

NIST has a rundown of

the kinds of things such an
identity ecosystem can be
used for, and it does seem
enticing when compared to
today’s authentication sys-
tems. IDEF by itself won’t be
enough, of course, because
such an ecosystem depends
on a broad level of trust

NSTIC initiative at the end
of April.

“If we have easy-to-use
identity solutions that
enable secure and privacy-
enhancing transactions,
we can enable citizens to
engage with government
in more meaningful ways,”

The key to online trust

keys and certificates on average per company

for a stolen certificate in the
underground marketplace

of organizations do not know where all their keys
and certificates are located, up from 50% in 2013

Sources: Ponemon Institute and Venafi

among parties, and that will
be a huge nut to crack.

But identity is increas-
ingly the focus for future
security platforms because
— as has become obvious
over the past couple of years
— traditional network, data
and systems protection tech-
niques are of limited use
against the focused efforts
of today’s more sophisti-
cated cyber criminals.

Beyond security, a strong
identity solution will also
act as an enabler, said
Jeremy Grant, who stepped
down as leader of the

Grant wrote in an October
blog post. “With a vibrant
identity ecosystem — where
citizens can use the same
credential to access services
at multiple sites — we can
enable a wide array of new
citizen-facing digital services
while reducing costs and
hassles for individuals and
government agencies alike.”
The trust needed to build
that ecosystem should be
at the top of the list of re-
quirements, which is made
clearer by a report from
the Ponemon Institute that
looked at the use of security

certificates and cryptograph-
ic keys around the world
and found rampant abuse.

In the institute’s survey
of more than 2,300 security
professionals, 58 percent
believed their organiza-
tions needed to do better
in securing certificates and
keys in order to stop man-
in-the-middle attacks. More
than half of the respondents
didn’t even know where all
their certificates and keys
were located.

In the past two years,
the number of keys and
certificates deployed on Web
servers, network appliances
and cloud services grew to
almost 24,000 per enter-
prise, the survey found. The
major fears respondents
listed were of a “cryptopoca-
lypse” and misuse of mobile
certificates, all of which
could cost organizations $53
million over the next couple
of years, up by 51 percent
from 2013.

NIST has already funded
four rounds of pilot pro-
grams aimed at developing
the technologies needed for
the identity ecosystem, for
a total so far of around $30
million. According to Grant,
the intent is that by 2019
consumers “will think it’s
quaint” when online service
providers ask them to cre-
ate a new account, and the
NSTIC program office will
have become “a blessed
memory.” ®
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Sponsored Report

SNAPSHOT

CYBERSECURITY

€ncryption is Tagged for
Data Security

hile the security of
the cloud overall is a
concern for users, the

hybrid cloud poses particular
problems because data will be
used in both a private cloud,
where tight security and oversight
can be applied, and with the
public cloud component where
security is less certain. Securing
data in both kinds of cloud, and
when moving data between them,
is a major priority.

A recent survey of the 250,000-
plus members of LinkedIn’s
Information Security Community
found a range of preferences for
technologies to protect data in the
cloud, including access control,
intrusion detection and prevention,
firewalls and log management and
analysis. But, encryption—for both
data at rest and in motion—was the
clear winner.

That said, it’s not a case of simply
encrypting all data since encryption,
which also means decryption at
some point, adds complexity and
overhead management costs.
Sensitive data obviously needs to
be encrypted, and that may even
be required for compliance reasons,
but other data that’s considered
not so sensitive could be left
unencrypted.

The Cloud Security Alliance
says a range of factors has to be
understood when considering
encryption:
¢ Encryption should be

implemented for data at rest,

in motion, and in use. Use

data-centric encryption for

Breaking Through the

Security Cloud

For more coverage of cybersecurity issues -
including hybrid cloud, identity and access
management and encryption and compliance - go to

GCN.com/20ISSNAPSHOTCYBERSECURITY

unstructured files that must be
protected or stored in the cloud,
or use encryption embedded
into the file format whenever
practical to apply protection
directly to the files.

¢ Don’t forget to protect files that
are often overlooked but that also
can hold sensitive information,
such as log files and metadata.

e Use “sufficiently durable
encryption strengths” that
comply with the same standards
used for encrypting files that are
internally maintained within the
enterprise. The National Institute
of Technology and Standards
(NIST) recommends encryption
that’s FIPS 140-2 compliant
should be used.

¢ Understand how all encryption/
decryption keys will be managed
for the entire lifecycle of the
data, and whenever possible the
data owner should control the
encryption keys and not the cloud
provider. That ensures the owner
has access to critical information
both now and in the future.
Agencies should not assume that

simply choosing cloud providers

that are certified through the

Federal Risk and Authorization

Management Program (FedRAMP)

process will fully protect them when
it comes to encryption and key
management. FedRAMP refers only
to a baseline of necessary security
controls, so organizations should
expect to have to specify key
management through the service
level agreements they negotiate
with cloud providers.

Where data is encrypted and
decrypted is also important. The
user encrypting data before it’s sent
to the cloud provides the highest
level of security since it ensures
protection even if something
happens to the data on the way
there, or when it arrives. It also
means that data, when it’s stored
in the cloud, can only be decrypted
by the user if the keys are always
controlled by the user.

However, encryption at this level
is a complicated issue. Large IT
departments may be capable of
doing it, but smaller ones won’t
have the resources, which is where
managed security services will
prove valuable.

There are alternatives to
encryption such as data
anonymization, where, for example,
personally identifiable or sensitive
information can be stripped out of
the data before it’s processed. ¢
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g EMERGING TECH
# ' BY PATRICK MARSHALL

Early earthquake warnings?
There’s an app for that.

FOR MANY OF US, smart-
phones have become the
primary tool for organizing
our lives. Scientists at the
U.S. Geological Survey are
trying to turn them into
tools for not just organizing
but saving lives.

USGS geophysicists are
developing earthquake ear-
ly-warning systems that can
grab data from smartphones
and pass alerts to those in
the path of a quake’s shock
waves.

According to USGS
geophysicist Sarah Minson,
the idea for smartphone
crowdsourcing came out of
the agency’s work on the
ShakeAlert early-warning
system that is being de-
ployed on the West Coast
using data from seismic
instruments.

A team member suggest-
ed using GPS to supplement
the data from the agency’s
scientific instruments. “It
was really pretty sponta-
neous,” she said. “People
hadn’t really looked at
consumer GPS before, prob-
ably because the accuracy
in terms of your location of
GPS in your phone is really
quite terrible. But its ability
to sense your change in po-
sition from point A to point
B is really quite good.”

In fact, the team de-
termined that the GPS
available in smartphones is
capable of detecting earth-
quakes with a magnitude of
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7 or greater. Using specific
software, a smartphone can
transmit an earthquake’s
detected location and mag-
nitude to USGS, which can
then send alerts to others
in the path of the shock
waves.

“You can transmit in-
formation at the speed of
light,” Minson said. “The
damaging secondary waves

to be doing during an earth-
quake, such as a doctor
operating on a patient.”
Although Minson’s team
has proved the viability of
using smartphones in an
early-warning system —
and published their results
in the April 10 edition of
the American Association
for the Advancement of
Science’s new journal Sci-

[ Sro

] i

The ShakeAlert system has been sending warnings like this one to test
users' smartphones since 2012. Now those phones can serve as seismic

sensors as well.

— S waves — travel about
3.5 kilometers per second.
That’s fast but not as fast as
the speed of light.”
Although the warning
might reach people only
seconds in advance of the
earthquake, those seconds
can be critical. “If you get a
warning, you can get under
your desk and hold on,” she
said. “A few seconds is also
long enough to stop doing
something you don’t want

ence Advances — there are
currently some practical
limitations.

First, of course, is that
earthquakes with a magni-
tude of less than 7 cannot
be accurately detected using
the current GPS in consum-
er smartphones.

As a result, Minson said,
“in the United States, the
system would be at most a
supplement, augmenting
the early-warning system

that we are building with
scientific instruments.” But
she added that many areas
of the world have no early-
warning system at all, so
even the limited sensitivity
of smartphones can provide
a critical advantage.

Another hurdle is that
consumer smartphones
don’t allow direct access to
GPS data. “The hardware in
the phone is great, but the
OS usually doesn’t let you
actually access that data,”
Minson said. Therefore,
smartphone manufacturers
would have to cooperate
before volunteers’ smart-
phones could be looped into
a crowdsourced early-warn-
ing system.

In the meantime, the
USGS team just received
funding from the U.S.
Agency for International
Development for a one-
year project to develop a
smartphone-based earth-
quake early-warning system
in Chile. According to
Minson, the project will not
use crowdsourced data.

“These will be phones
that we own and dedicate
full-time to early warning,”
she said. “But it will give us
an opportunity go through
the exercise, providing the
software for the phone,
pulling acceleration data
off the phone, pulling GPS
data off the phone and
[bringing] the data back for
analysis.” ®
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BY BRIAN ROACH

4 steps to smart network
modernization

AFTER YEARS OF POST-
PONING network upgrades
due to tight budgets, public-
sector IT managers are in
the process of modernizing
legacy infrastructures. IT
professionals need to ad-
dress this challenge in two
dimensions: by increasing
raw performance and ef-
ficiency through automation
and ensuring that every-
thing remains highly secure.

Modernization can allevi-
ate many IT pain points,
including provisioning new
services with fewer re-
sources and more efficiently
managing larger scale while
helping agencies become
more streamlined and agile.

Here are four steps that
can help government IT
managers begin the mod-
ernization process:

Step 1: Implement au-
tomation. Automation
enables high performance,
greater efficiency and agility
while ensuring carrier-class
reliability with six nines

of availability (99.9999
percent) and far less manual
intervention.

Manual network manage-
ment can be error-prone and
costly, and it simply does not
work well in today’s cost-
constrained, short-staffed
environment. Automation
reduces the need for IT
managers to actually touch
the network, allowing them
to focus on areas that truly
highlight their skills, such as

the creation of new applica-
tions and services.

Further, automation solu-
tions can help IT profession-
als gain an unprecedented
level of insight into every-
thing that’s happening on
their networks.

Step 2: Embrace open
standards. Effective net-
work modernization and
automation require a highly
flexible environment built

on open standards and best-
of-breed solutions. From

a technology standpoint,

an open approach allows
organizations to build
highly agile and scalable
networks that offer greater
flexibility. They no longer
must (or even should) rely
on proprietary technology,
which creates vendor lock-in
and limits the ability to take
advantage of scale and in-
novation. From an economic
standpoint, open standards
also promote greater com-
petition, which helps keep
costs down.

Step 3: Automate and
ensure security. Automa-
tion can immediately alert
IT professionals to threats,
allowing managers to react

quickly and resulting in
overall improvements in
threat response.

It’s important that
network administrators
carefully consider their
encryption methods and
ensure that they adhere to
certifications, particularly
as commercial software
becomes more widely used
in government. Such solu-
tions are appealing because

they can be procured and
deployed more quickly than
custom-made technologies.
Fortunately, many agen-
cies are already displaying
a commitment to network
modernization security,
as exemplified in federal
efforts such as the Depart-
ment of Homeland Secu-
rity’s Einstein program and
the Defense Information
Systems Agency’s Joint
Regional Security Stacks,
which are sound and mod-
ernized security systems
designed to limit and
consolidate Internet access
points.
Step 4: Reduce total cost
of ownership. All this effort
can culminate in significant
savings in terms of network

maintenance and support.
In fact, many organizations
that embark on network
modernization initiatives
see total-cost-of-ownership
savings of as much as 30
percent. Some agencies
experience rackspace sav-
ings of 72 percent, cooling
savings of 67 percent and
per-port wattage savings of
56 percent. We've also seen
maintenance costs drop by

51 percent and software-
licensing costs fall by 27
percent. Those improve-
ments have proven to be
continuous and dramatic,
even as agencies become
larger in scale.

Network modernization
provides benefits for just
about everyone. Agencies
get a faster, more efficient
and streamlined network,
while IT professionals get
more time, fewer headaches
and assurance that their
networks are secure, up to
standards and seamlessly
operating 24/7. ¢
— Brian Roach is vice
president of Juniper Federal
and managing director of
worldwide government at
Juniper Networks.
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Theinsider threat
in employees’ pockets

Five experts offer advice on managing risks when agency
employees bring their own mobile devices to work

Ithough organizations like the FBI might be restricting
their employees to agency-issued mobile devices, a grow-
ing number are embracing at least some degree of a bring-
your-own-device environment. But agencies that choose that path
must figure out how to balance security with usability.
GCN asked several mobility experts to share their advice on how
agencies can support BYOD while protecting data from insider
threats, accidental and otherwise.
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INSIDER THREAT

POLICY

“It’s about governance first,” said Su-
sie Adams, chief technology officer for
Microsoft’s Federal Business Practice.
“You have to carefully balance infor-
mation security classifications.”

Agencies must develop an under-
standing of the sensitivity of their
data. She advised classifying data as
low, moderate or high impact.

“You also have to balance the poli-
cies that govern access to the data,”
she added. ‘Just in general: Who
should be able to access that data?”
The answer might depend on the
trustworthiness of the device itself.

“Not all devices are created equal,”
Adams said. “We know it depends on
the version of the device, how old
the device is, does the device have
malware on it? Has it been
compromised?”

MANAGEMENT TOOLS

“There are a few considerations
when implementing a BYOD pro-
gram,” said Paul Brubaker, director
of government solutions at VMware’s
AirWatch. “What’s most important

is to partner with an [enterprise
mobility management] solution that
can accommodate the broad range
of available devices and applications
while also [giving] IT the security
tools they need to securely deploy
and manage this breadth of devices
and applications.”

In an email interview, Brig. Gen.
Kevin Wooton, principal deputy
director of integrated operations at
Air Force Space Command, said a
commitment to a risk management
framework is essential.

“Any attempt to translate a tradi-
tional ‘risk-averse’ security model
will likely make the devices so locked
down as to be useless,” he wrote.
“This doesn’t mean you don’t want
your security folks to be muted or to
give them short shrift, but decision-
makers must understand rationale,
modern security capabilities within
mobile device management ‘sand-
boxes’ and their own agencies’ risk

tolerance. Key to that will include
not treating all data the same with
regard to sensitivity and then draw-
ing appropriate lines in the sand that
maximize the user experience while
incorporating the critical security
requirements.”

Wooton concluded by saying, “If
one doesn’t understand the already
value-added security coming from
modern mobile device makers and
the MDMs, typical agencies will have
trouble finding the happy medium
between security and usability.”

Chris Roberts, vice president of the
worldwide public sector at mobile
security platform provider Good
Technology, took a broader view.

“I think usability doesn’t just
mean the native applications on the
device,” he said. “It means [asking]
what sort of a password do I need
to put in just to get access to my
phone? Is that more complicated
today than it was yesterday when
this device fully belonged to me? It
means [asking] would I possibly lose
data or applications on that device?
There are a number of things that af-
fect usability beyond the ease of use,
which is why they got the devices in
the first place.”

Justin Marston, CEO of Hypori, a
startup company that developed a
virtual mobile infrastructure plat-
form, offered another usability/mo-
bile security balancing option.

“What we've seen the government
actually doing...is enabling dual
personas but doing it with enter-
prise-owned phones,” Marston said.
“They’ve been trying Samsung Knox,
they’ve been trying Good, and you
have this incredibly ironic situation
where you have an enterprise-owned
phone provided by [the Defense
Information Systems Agency] under
the [DOD Mobility Unclassified Capa-
bility] program that lets you do email
and calendar in a special container,
the Good container, and that’s all you
can do.”

He added that users can download
any app on the personal side of a

“I think usability
doesn’t just
mean the native
applications on
the device. It
means [asking]
what sort of a
password do

| need to put

in just to get
access tomy
phone?”

CHRIS ROBERTS,
GOOD TECHNOLOGY
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government-owned device, but the
government side maintains a “Black-
Berry experience.”

BRINGING IT ALL TOGETHER
Ensuring mobile security in a govern-
ment enterprise requires an approach
that brings together MDM, contain-
erization or virtualization, mobile
application management (MAM) to
counter risky mobile apps, identity
management and even a tool for secur-
ing agency data from insider threats.

Wooton recommended that agen-
cies “push the MDM vendor in this
area and make sure the contractual
relationship takes advantage of the
MDM’s capabilities to do just this.
Most of the major ones are look-
ing at this issue and offer capabili-
ties that can provide awareness and
supplement or create coverage in the
insider-threat arena.”

To mitigate insider threats, he said
agencies should monitor the usage
data from their MDM servers and note
the increased segregation of native
applications outside the MDM and the
greater availability of mission applica-
tions within the MDM’s control. He
also said contracts with MDM vendors
should include requirements that they
upgrade their capabilities to counter
insider threats.

“The risk associated with maximum
usability of mobile devices, even
within the BYOD environment, almost
always outweighs the danger of em-
ployees trying to circumvent device or
agency policies,” Wooton said. “By pro-
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viding an acceptable-risk approach, an
agency has a much greater opportunity
to increase productivity (a given with a
workforce using mobile devices) while
still being able to monitor threats, both
from the inside and external.”

Brubaker agreed. “The key to miti-
gating and monitoring insider threats
is setting up and enforcing policies,”
he said. For example, the IT staff can
institute an action that automatically
removes agency data from a rooted or
jailbroken mobile device.

Roberts added that “in terms of
securing data on the device, I think
that containerization is absolutely the
right way to go. There are a couple of
models that are emerging right now
for how to do this, and containeriza-
tion and virtualization seem to be the
two dominant ones being discussed in
the federal space. I don’t see people
discussing that MDM, pure mobile
device management alone can work to
give you a balance between usability
and security.”

Adams, meanwhile, advocated that
agencies move from device-centric to
user-centric security and establish a
platform for identity management.

“The devices may change, but the
users are going to stay the same most
of the time,” she said. “Maintaining
control over employee access to data
regardless of the device becomes
probably the most important thing you
need to do, especially if you are going
to enact a BYOD policy.” ®
— Will Kelly is a freelance technology
writer based in Springfield, Va.

“What we’ve seen the government
actually doing...is enabling dual personas
but doing it with enterprise-owned
phones.”

JUSTIN MARSTON, HYPORI

“What’s most

importantis to
partner with
an [enterprise
mobility
management]
solution

that can
accommodate
the broad range
of available
devices.”

PAUL BRUBAKER, AIRWATCH
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bring digital
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HOUSTON FIRE DEPARTMENT

City officials are cutting
down on unnecessary
ermergency room Vvisits
by connecting residents
with a doctor in their
homes via a tablet-
based video chat app

BY CARRIE FEIBEL

t seems as though ev-
ery firefighter you ask
in Houston can rattle
off examples of 911
calls that didn’t even
come close to being life-threatening.

“A spider bite that’s two or three
weeks old,” says Jeff Jacobs.

“A headache or a laceration,” says
Ashley Histand.

Tyler Hooper sums it up: “Any-
thing from simple colds to tooth-
aches, stubbed toes to paper cuts.”

The Houston Fire Department
logged more than 318,000 incidents
last year, but only 13 percent of
them were fires. The rest were medi-
cal calls, making a career in firefight-
ing seem more like a career in health
care.

Hooper drives the busiest ambu-
lance in the city, based in a southside
firehouse three miles east of the old
Astrodome. Last year, it answered
more than 5,000 calls, and some
of them were pretty frustrating, he
says.

“We make a lot of runs to where
it’s not an emergency situation,” he
says. "And while we’re on that run,
we hear another run in our territory.
It could be a shooting or a cardiac
arrest, and now an ambulance is
coming from further away, and
it's extending the time for the true
emergency to be taken care of.”

Hooper says the area his ambu-
lance serves has many lower-income
residents who don’t have insurance.
But even those who do have cover-
age don’t always have a regular
medical provider or a car to get to
appointments.

“They don’t know they could walk
into certain clinics without ap-
pointments or without insurance,”
he says. Calling 911 is “just what
they’ve always done or what they’ve
been taught.”

City officials hope to break that

cycle with a program designed to
connect those residents with a doc-
tor in their homes, via the emergen-
cy medical technicians and firefight-
ers who answer the calls.

On a recent morning, Hooper
drove through the rain to answer a
call at an apartment complex near
William P Hobby Airport. Susan
Carrington, 56, sits on her couch in a
red tracksuit, coughing and gasping.

“Have you seen your doctor?”
Hooper asks. Carrington shakes her
head.

“No? Okay,” Hooper says.

Carrington doesn’t have a regular
doctor. She called 911 because she
got “scared.” It hurt to breathe, and
the cough had been bad for four
days, she says. In January, she had
visited an emergency room for simi-
lar symptoms and had been given an
antibiotic for pneumonia.

“Based on your vital signs, every-
thing looks stable to us,” Hooper
says. “Your lungs are clear, your
blood pressure’s great, your pulse is
good. Everything looks good.”

Previously, Hooper might have
taken Carrington to the emergency
room, just to be safe. But now he
has an alternative: a computer tablet
loaded with a video chat application.

He launches the app, and Dr. Ken-
neth Margolis appears on the screen.
He is seated in the city’s emergency
management and 911 dispatch cen-
ter, almost 20 miles away. Hooper
swivels the laptop screen toward the
couch, bringing doctor and patient
face-to-face.

“Ms. Carrington, I'm a doctor
with the fire department,” Margolis
begins. “So you're having a cough
and feeling weak and having some
trouble breathing, is that right?”

“Yes, sir,” Carrington says.

“And it hurts when you breathe
and cough?”

“Yes.”
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The questions continue, with Margo-
lis able to watch Carrington’s face and
reactions.

Margolis agrees an emergency
room Visit isn’t necessary. Instead, he
schedules an appointment for her at
a nearby clinic for the next morning.
He also arranges a free, round-trip cab
ride.

‘A NOVEL IDEA’

The intervention is known as Proj-
ect Ethan, an acronym for Emer-
gency TeleHealth and Navigation. It
launched at all the city’s firehouses in
December 2014.

“I think a lot of people are very
surprised that they can talk to a doc-
tor directly and have been very happy
with that,” says Dr. Michael Gonzalez,
the program’s director and an assis-
tant professor of emergency medicine
at Baylor College of Medicine.

Gonzalez says the idea is to direct
patients such as Carrington to primary
care clinics instead of automatically
bringing them to the emergency
room, where ambulances can be tied
up for precious minutes — even an
hour — as EMTs do paperwork or
wait for a nurse to admit the patient.

By diverting some patients to clin-
ics, ambulances can stay in the neigh-
borhoods, and overloaded emergency
rooms can focus on urgent cases.

Across the country, emergency
medical services can’t keep up with
the demand, said Dr. Richard Bradley,
chief of the Division of Emergency
Medical Services and Disaster Medi-
cine at the University of Texas Health
Science Center in Houston.

“I think that the Ethan approach
is really a novel idea and really
quite good,” said Bradley, who is not
involved in the project. “One of the ad-
vantages of having an emergency phy-
sician on the other end of the line is
you've got someone who is best suited
to be able to look for subtle indicators
of what may be an emergency.”

Other cities have experimented with
programs to relieve the burden on
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emergency responders. Some pro-
grams analyze 911 data to identify
“super-utilizers” and send teams into
their homes to arrange needed services
such as transportation and follow-
up care after hospitalization. Those
home-visit programs are often called
community paramedicine, especially
if they use paramedics to troubleshoot
the medical issues.

Other cities have sought to divert
911 callers by using hotlines staffed by
nurses. Houston tried that approach,

TECHSTAHRTS

PROJECT ETHAN
IN BRIEF

Project Ethan is a Medicaid Section
1115 demonstration project funded
by the Centers for Medicare and
Medicaid Services.

More than 100 Houston fire
stations are now using the
system, which relies on Panasonic
Toughpad tablets and a Verizon
commercial network for in-the-
field connectivity.

An on-duty physician mans
a base station — a standard PC
desktop, coupled with a Cisco
EX90 telepresence system —in the
Houston Emergency Center/911 call
center.

Field personnel and the Ethan
physician create a medical record
for each visit, and the entire audio/
video encounter is stored as well.
The Houston team is still refining
its storage-area network solution.

— GCN Staff

but firefighters complained that it took
too long, and patients never spoke
directly with a nurse.

AN ALTERNATIVE TO THE ER
Gonzalez says a key component of the
telemedicine program is that it doesn’t
simply turn patients away from the
emergency room. It offers an alterna-

tive — a doctor’s appointment that day
or the next, and transportation there
and back. City health workers also fol-
low up with Ethan patients to identify
other issues that might be leading them
to use 911 inappropriately.

The program costs more than $1
million a year, but the city has secured
some grants and federal funding to
help cover those expenses. And Gon-
zalez predicts it will eventually reap
far more in savings for the region’s
overburdened emergency system.

A 2011 study of Houston-area emer-
gency rooms revealed that 40 percent
of visits were for problems related to
primary care. Treating those problems
in an emergency room cost, on aver-
age, $600 to $1,200 per visit, com-
pared to $165 to $262 if the patients
had been treated in outpatient clinics.
If all those emergency visits could have
been diverted to clinics, the savings
would have been more than $2 million.

Firefighter Alberto Vela recounted
the case of one woman who called 911
as many as 40 times a month, often for
very simple things, such as getting a
prescription refilled. On one of those
calls, he tried the video chat with her.

“I was so surprised by how long it
took. It took maybe six to seven min-
utes, tops” to deal with her issue, Vela
said. “It was awesome, and then we
left the scene and were making more
calls after that.”

Vela believes the program helped
the woman find a regular clinic and
transportation because he hasn’t visited
her home for months. “I would ask oth-
ers shifts, ‘Hey, did you meet this lady?’
The other shifts said they hadn’t heard
from her either,” Vela said. “And that’s
very rare. So it's working.” *

Carrie Feibel is the health and science
reporter for Houston Public Media.
This article originally appeared in Kai-
ser Health News, a nonprofit national
health policy news service. The story
is the result of a reporting partnership
among NPR, Houston Public Media
and Kaiser Health News.
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CASE STUOY

IT INFRASTRUCTURE

What it takes to build
DOD networks at scale

As the Army consolidates operations at two South Korean bases,
Col. Mollie Pearson’s team is tackling some daunting IT challenges

BY ADRIENNE ANDERSON

uilding a plane while flying it

seems simple compared to the

Yongsan Relocation Plan and
Land Partnership Plan. The Defense De-
partment’s largest base-relocation pro-
gram seeks to “right-size” the U.S. and
South Korean forces.

The project consolidates U.S. forces
into two primary hubs in South Korea
— U.S. Army Garrisons Humphreys and
Walker — and involves moving 20,000
people and consolidating 104 posts,
camps and stations without disrupting
IT services.

Col. Mollie Pearson’s team is respon-
sible for building the network infra-
structure to provide data, voice and
video to more than 500 buildings at
Camp Humphreys. The $828 million
project requires the migration of 65
command, control, communications,
computers and intelligence (C4I) sys-
tems; a new communications center;
and roughly 20,000 miles of conduit
and cable.

Besides creating a consolidated foot-
print for U.S. forces, the project will
provide new and enhanced capabilities
for the IT transport infrastructure and
command centers for the Joint Informa-
tion Environment, which is a shared IT
infrastructure and enterprise services
approach designed to increase security
and improve IT efficiencies.

As part of the transition to Camp
Humphreys, Pearson’s team is tasked
with modernizing and migrating exist-
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ing systems and services, and installing

new ones without disrupting classified

and unclassified communications.
Pearson, who is product manager for
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Power Projection Enablers in the Army’s
Fort Belvoir, Va.-based Program Execu-
tive Office for Enterprise Information
Systems, cited several challenges that

Col. Mollie Pearson and Lt. Col. Eddie Galarza met with representatives from the U.S. Forces Korea
Relocation Office during an Industry Day for DOD'’s largest base-relocation plan.

ASC.ARMY.MIL
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such a project presents, including a
half-day time zone difference between
the two countries.

The project is also highly visible be-
cause it supports government-to-gov-
ernment agreements critical to both
countries’ interests, she added.

“The relationship between these na-
tions is vital to both,” Pearson said.
They’re meeting security challenges
they face today and “evolving to en-
sure [they] can meet any potential
challenge in the future, together.”

To stay on schedule, she said, offi-
cials have built contracts “in a way so
work can be done [and paid for] when
all are ready. This saves costs and is
a more efficient way of contracting
work.”

The team has also been integrating
the C4I side of the project throughout

the design, construction and transi-
tion, which results in fewer delays, she
said.

IT work is also contracted in pieces.
“For example, we have an outside plant
contract with one industry partner and
another partner that will be doing im-
plementation for general facilities and
C4l-intensive facilities,” Pearson said.
“This enables them to integrate their
delivery approach and standardize the
design to gain efficiencies with costs
and schedule.”

Because a flight to South Korea
takes about 14 hours, Pearson said
she established a forward team in that
country to help manage the project —
a boots-on-the-ground approach that
enables the team to be more efficient
and save money.

“Projects always have their own set

of challenges,” she said. “It is key that
projects are actively managed as close
to the physical location of the project as
possible to minimize such challenges.”

However, “merging offices and
teams is not an overnight project, es-
pecially when there is a significant
time zone difference,” she added. “It
takes a strong, dedicated, smart team
of individuals who have the patience
and willpower to overcome challenges
inherent with such a task.”

Her said her team has risen to the
challenge. “I've found everyone usu-
ally has something to offer,” Pearson
said. “What’s important is you seek
what [people are] good at and put
them in that role. Most will amaze you
if you put them in the right job.” *

— Adrienne Anderson is a freelance
writer based in northern Virginia.

The USAG-Humpreys expansion plan

Washington
Monument

Arlington National g
Cemetery

Capitol Building

Jefferson Memorial

Think your agency’s network
project is big? Try wiring a
3,500-acre installation to serve
some 17,000 personnel — and
managing it from 11 time zones
away.

The IT portion of the U.S.
Army Garrison-Humphreys
expansion plan is an $828
million effort that involves:
140,000 voice and data outlets
» Connections in more than 500
buildings
» Migration of 65 C4l systems
* More than 15,500 miles of
conduit
» Nearly 5,000 miles of cable

To put the size in perspective,
we've superimposed the outline
of the current base (orange) and
its expansion (green) on a map
of downtown Washington, D.C.
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Ebola modeling flows
into flood app

Virginia Tech graduate students built a tool that integrates
local open data to aid in emergency response

BY STEPHANIE KANOWITZ

hen natural disasters hit,

responders depend on

quickly having accurate
geospatial data to help them coordi-
nate rescue efforts, and they often turn
to the Federal Emergency Management
Agency or the American Red Cross.
But the next time a flood hits Hamp-
ton Roads, Va., the region will be better
prepared to handle it, thanks to a map-
ping model from an unlikely source:
Virginia Tech’s Virginia Bioinformatics
Institute (VBI).

The model was created to help
health workers in Ebola-stricken parts
of Liberia figure out where to best es-
tablish central resource centers. It used
information on demographics, family
structures, travel patterns and activities
to help model what would potentially
happen as the disease spread. With
those models, VBI helped the Defense
Department quickly find the best loca-
tions for emergency treatment centers
by looking at the road infrastructure in
West Africa and identifying hot spots
where additional outbreaks were con-
sidered likely.

The eureka moment came when two
graduate students in the university’s
genetics, bioinformatics and computa-
tional biology program realized they
could adapt the Ebola model for use in
local emergency response to flooding.
After about 30 volunteer hours during
an open-data hackathon, they had their
solution.
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The team modified the Ebola model
by adding a 100-year storm surge — or
a 9-foot rise in sea levels — to see how
roads would be affected, said Pyrros
Telionis, who is pursuing a doctorate
in computational epidemiology and a
post-graduate certificate in geospatial
analysis.

“You're trying to decrease the dis-
tance from each member of the popu-
lation to the nearest resource [so] that
the population as a whole has reduced

travel time,” said James Schlitt, also a
Ph.D. candidate in the program.

For the model, the team pulled open
data from various resources. Open-
StreetMap provided the road network,
population density was calculated us-
ing Census Bureau information, and
elevation data came from the U.S. Geo-
logical Survey.

Meanwhile, Schlitt built a scraping
tool to find the locations of schools and
parking lots of big-box stores, which

Craduate students came up with a flood-response app by adapting a tool used to predict the
spread of Ebola in Liberia. They incorporated a variety of data to identify locations for post-flood

resource centers in Hampton Roads, Va.

VIRGINIA TECH
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can serve as hubs after large-scale
flooding disasters because they offer
tools, hardware, food, water and ready
access by highway.

“They’d be the most active places in
town,” he said.

The flood model uses the same basic
calculation as the Ebola-focused one,
Telionis said. If responders had to pick
one place to set up a resource center, it
should be based on travel time for the
local population.

Road segments below the 9-foot wa-
terline were mapped based on the as-
sumption that vehicles would only be
able to travel on them at one-third their
normal speed because of debris, Schlitt
added.

“A lot of the challenge was adapting
the newest data source into our work-
flow,” he said. “Our hope is if there
was a major disaster scenario, even

with three hours’ notice, we could have
these locations.”

The team plans to continue stream-
lining the model and find ways to ap-
ply it to other situations in which data
can be used to explain the geographic
distribution of the damage from, for ex-
ample, forest fires and blizzards.

Virginia Tech’s first Open Data Day
and CodeAcross events were held in
February as part of Code for America’s
annual events of the same name. The
initial meeting included roundtable
discussions on how open data can be
helpful in journalism, public policy
and mapping, said Ben Schoenfeld, the
university’s Code for America brigade
captain.

For instance, from the mapping dis-
cussion, the university’s Center for
Geospatial Information Technology
found it could use Virginia Department

of Transportation crash data to make a
map of accidents.

“We are interested in building tools
that take that data and mash it up with
other data or visualize it in really in-
teresting ways,” Schoenfeld said. “The
state has a lot of data that would be
really important for the cities and
towns to have, but the government
doesn’t share it.”

He said he’d like to see the flood
model included at an IT conference
hosted by Virginia’s governor in the fall.

“This project from these research-
ers is an amazing example of what can
really happen when people step up
and volunteer to help government,” he
said. “For us, this is really a longer-term
goal of developing these ideas, having
projects that really go beyond a hack-
athon...and become tools that are really
useful for the community.” *

Fellowship Opportunity

Education program.

A fellowship opportunity is currently available with the Office d
of Strategic Programs (OSP) within the Office of Business
Informatics (OBI) at the Center for Drug Evaluation and Research
(CDER) of the U.S. Food and Drug Administration (FDA).

The Risk-Based Quality Assessment & Inspections Fellowship project

is administered by ORAU for the Oak Ridge Institute for Science and

The objective of this research project is to transform drug quality review and

inspection management processes by infusing modern risk-based regulatory

A Bachelor’s, Master’s or Doctoral
degree in a computer science, health
informatics, operations research or a
related field received within the last five
years.

e Students currently pursuing a Master’s or
Doctoral degree in the aforementioned
fields at an accredited U.S. college or
university are also encouraged to apply.

e Demonstrated informatics and analytical

skills and experience in analyzing and

approaches and tools in submission review, manufacturing facility assessment,
and surveillance of marketed drugs and therapeutic biologics.

The selected participant will support the implementation, expansion and

documenting complex processes are
desired.

evaluation of the informatics quality platform by utilizing methods from the fields
of computer science, decision science and operations research. One specific

area of focus is identifying means to improve data quality of a facility or process.
The participant will apply modern tools for decision analysis, and visualization of

big data and data management solutions to analyze research and develop the

application to FDA's regulatory review processes.

To be considered, please send a
current CV/resume to the attention
of CDEROSPRecruitment@fda.
hhs.gov and reference source code
FDA150BI008 in all communications.
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HOW TO - OPEN DATA

Calculating open data’s

real ROI

A new formula helps agencies weigh the costs and benefits of
making their data available to the public

BY STEPHANIE KANOWITZ

he White House’s 2013 man-

date to open more data to

the public has spurred many
agencies to act, but releasing data just
to meet requirements doesn’t mean
the data will be useful.

Fortunately, a new formula can help
agency IT managers decide which da-
tasets are worth opening.

“It was hard to have a conversation
about open data because lots of people
have biases,” said Arnaud Sahuguet,
chief technology officer at New York
University’s Governance Lab. “People
want government to open more data,
government is a little bit scared of
opening the data, and private compa-
nies, honestly, they have no clue. So
we were trying to find an icebreaker
where you start the conversation.”

That’s how he and David Sangokoya,
a research fellow at the lab, came to
take a calculus formula used for voter
turnout and adapt it to open data.

The calculusis: P X B+ D > C.

P is the probability that opening the
data will have some effect, B is the in-
dividual benefit of opening the data, D
is the global or ecosystem impact, and
C is the cost of opening the data.

The last piece, especially, often gets
overlooked. In a blog post, the re-
searchers wrote that costs come in the
form of reformatting data into an open
format, publishing it, ensuring it meets
legal requirements, and covering li-
abilities and risks should something go
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wrong with the data — for instance, if
personal or incorrect data is released.
“Oftentimes, it’s not a binary deci-
sion,” Sahuguet added. “It’s more a de-
cision about cost, and when the cost is
too high, the decision [to open] is no.”

Opening data for the sake of open-
ing data is only one mistake agencies
are making, the researchers said. An-
other issue is that each agency seems
to open data its own way, Sahuguet
said.

“If there is not an ecosystem of
developers, hackers, community
members who are really going to be
engaged with your data, if there is

no future of data-drivenness or data
acumen on the recipient side, it's just
like screaming in a forest. Nobody is

going to hear you.”

- ARNAUD SAHUGUET,

NEW YORK UNIVERSITY'S GOVERNANCE LAB

For example, it might not be worth
the risks to share data when there are
privacy issues, liabilities or lack of
frameworks. “Our point of view is, at
the end of the day, you will get a num-
ber on the left, you will get a number
on the right, and you have to compare
the two and make your own decision,”
he said.

Precise numbers aren’t necessary for
drawing conclusions, he added, and
estimates can go a long way in facili-
tating decisions.

“There is a big Tower of Babel issue
where if you have to compare response
time for 911 emergencies in various
cities in the United States or compare
spending on education, [it’s difficult].
So I'd say the No. 1 mistake is the fact
that everybody’s opening the data the
way that it fits, and there is no real
standard.”

Additionally, agencies aren’t con-
sidering the full ecosystem. The work
doesn’t end when the data is open, Sa-
huguet said, because a workflow needs
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A calculus for open data

Here are the factors that influence each element of a formula that can help
public-sector agencies decide which data is worth opening

Standards

Data-driven culture

Citizens

Ecosystem

Better governance

Incentives

Legal frameworks

Public sector

Regulation

Trust

Probability of use

Data quality
Other benefits

Monetization

PxB+D>C

Private sector

Sector-specific impact

Operating costs

Legal costs & risks

Business costs

to be in place to keep that information
fresh and available.

IT managers should also consid-
er who the data recipients are and
whether the data corresponds to ac-
tual needs.

“This is what we tried to capture in
the calculus though B the probability
that opening the data is going to cre-
ate positive outcomes,” Sahuguet said.
“If there is not an ecosystem of devel-
opers, hackers, community members
who are really going to be engaged

with your data, if there is no future of
data-drivenness or data acumen on the
recipient side, it’s just like screaming
in a forest. Nobody is going to hear
you.”

Feedback on the calculus has been
positive and widespread, Sangokoya
said. For instance, it has been put to
use in Italy, and Belgium used it in an
open-data day. Overall, government
workers have said it put on paper the
ideas they had in mind.

Still, the calculus is not perfect. Sa-

huguet and Sangokoya are consider-
ing factors such as how the decision to
open data is made by multiple people
over time, not by a single individual in
the moment.

“The element of peer pressure,
group behavior and game theory is not
captured in the calculus,” Sahuguet
said. “This is not the formula that is
going to revolutionize the field of open
data. It is a very, very modest contribu-
tion, and we really want to open the
conversation.” ®
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LA " TERRY McAULIFFE

‘We've got to break down

the silos’

Virginia's governor wants more biotech, big data
and cybersecurity investments in his state

Virginia Gov. Terry McAuliffe is pushing
hard to turn his state’s IT resources into
a booming biotech community. He’s also
positioning Virginia as a cybersecurity
leader and argues that the two efforts are
very much related.

MecAuliffe sat down with GCN Editor-
in-Chief Troy K. Schneider at the Thrive
2015 biotech conference to discuss his vi-
sion for Virginia’s IT. This interview has
been edited for length and clarity.

Let’s start with today’s focus and
the push to get more biotech into
Virginia. How does the state
government get involved in
that? How do the pieces fit
together?

It can’t happen without the gov-
ernment. It’s impossible, and you
really need an administration

that is willing to drive it. We've

got to break down the silos. Cy-
bersecurity, bio — these are the
jobs of the future.

We have to really turbocharge
this area. Turbocharge it with
investment, with knocking down
walls to make sure our universi-
ties can commercialize our data.

I often talk about what an ad-
vantage we have because of our
military assets — the CIA, Pen-
tagon, all these other defense-
related facilities — we have all
of this cabling and capacity in
Virginia today.

We have more data centers

jimiabio

we have very talented people who
know how to analyze data. I think we
have real potential.

Are you seeing a connection be-
tween biotech and cyber because of
the big data involved in both?

Yes, totally. We just started a new cyber
commission. I've asked Richard Clarke
to chair it for us. He has been [an]
adviser to three presidents. He actually
wrote a lot of memorandums for the
White House on cyber. He now heads
up our whole cyber piece.

g

Virginia Gov. Terry McAuliffe, speaking April 23 in
Chantilly, Va.: Biotech is “going to be a gigantic brass

than any state in America. And fing”
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We view preparing for cyber as
something that gets us into the bio
space as well because they’re the same
protocols to really be able to handle a
tremendous amount of information in
a secure environment. Actually, in the
bio space and the health-related space,
that data is even bigger.

But I'd put our cyber capabilities up
against any state in America. Obvi-
ously, with the military and intel-
ligence agencies headquartered here,
that’s a huge opportunity for us to take
advantage of.

Virginia is the first state to launch
an Information Sharing and
Analysis Organization for sharing
cyberthreat information with the
federal government. Can you talk
a little bit about that?

Because of the unique relationship
with intelligence and the military
that we have in Virginia, we have

a specific responsibility. You have
information [on a cyberthreat]; the
state clearly needs to have it. When
are we then allowed to provide that
to private businesses who might be
at risk? Protocols today don’t let
you do a lot of that.

We're the first out of the box with
this. We want to be the template for
how federal and state [agencies],
National Guard, local law enforce-
ment, as well as your business com-
munity can take this data and share
it and use it in a way that protects
us. ®

TROY K. SCHNEIDER
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IBM quantum computing

Quantum computing has the potential to make

Moore’s Law moot — if only quantum errors
could be better managed.

Traditional computing deals in bits — each
bit is either 0 or 1, and will generally stay that
way until it's deliberately changed. Quantum
computing involves qubits, which can hold
values of 0,1, 0+1 or 0-1 — but qubits can “flip”
without warning.

IBM scientists, however, have designed a
square lattice of four superconducting qubits,
where two qubits essentially monitor the other
two for errors. Mass-manufacturing such chips
is not yet practical, but IBM says the design
itself will scale. For cryptography, analytics and
data-intensive research, that would mean a

whole new ballgame.

@

API REFERENCES '/

=
e———J

ReadMe

Deloitte has deemed “the APl economy” a key tech trend for 2015, and
application programming interfaces are critical to making open government
data truly useful. An APl is not much good, however, if no one knows how
to useit.

ReadMe aims to take the mystery out of your application or platform.
The new service creates easy APl documentation, generates application
keys and gives interested users the ability to test-drive the API from within
the hosted developer hub. It also syncs with GitHub to keep reference docs

current with the actual code.

Microsoft HoloLens

Microsoft's augmented reality system has been

in the works for some time now, and Technical

Fellow Alex Kipman announced at the company's

Build 2015 conference that HoloLens has improved

exponentially over the last year or two. The

headset device is now ready for developers to start

tinkering.

HoloLens can layer interactive holograms into

the real world, allowing the wearer to “step into”

building designs, control robots via gestures or

monitor security. (NASA has already been testing
the devices.) And virtual training — a big priority for

the Defense Department and many other agencies

— could get very, very interesting.
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Budget cuts anyone
would approve.

aiH Il  15% discount for federal employees.

PROGRAM Applies to select regularly priced Sprint monthly service.

Switch to Sprint, turn in your current phone, and
register and upload your last bill. We’'ll pay off your
contract and whatever you owe on your phone via
an American Express® Reward Card.

To verify eligibility or learn more:
Visit sprint.com/fed
Call 866-639-8354

sprint )

May Req. Activ. Fee: $36/line. Credit approval req. Contract Buy Out Offer: Offer ends 7/9/15. Consumer, SDP and CL lines purchasing a new device with: Sprint Easy Pay, Sprint Lease, iPhone for
Life Plan, at full MSRP, or Certified Pre-Owned and porting the new line on a service plan. Amount based on ETF (early termination fee) charged or remaining balance on install-bill device (excludes
prepaid devices). All lines must be ported from an active wireless line at another carrier and remain active and in good standing to receive the American Express Reward Card. Requires you turn
in your current competitor phone associated with the installment billing balance or ETF submitted to Sprint. Important: If you do not turn in the correct device in good working order (i.e. phone
powers on, screen is intact, no broken, cracked or missing pieces. iPhones must have activation lock disabled), you will be charged up to the amount of the Reward Card provided to you. You must
register and submit your final bill showing your ETF or installment balance within 60 days of switching to Sprint. Allow approximately 15 days after registration approval for your Reward Card to
arrive. Register at sprint.com/joinsprint after your registration has been approved. Excludes 100+ Corporate-liable, upgrades, replacements and ports made between Sprint entities or providers

associated with Sprint (i.e., Virgin Mobile USA, Boost Mobile, and Assurance). Reward Card: Terms and conditions apply to Reward Cards. See Cardholder Agreement or visit
www.americanexpress.com/sprint for details. Subject to applicable law, a $3.00 monthly service fee applies beginning in the seventh month after Card issuance. Card is issued by American
Express Prepaid Card Management Corporation. American Express is not the sponsor of this promotion. Gov't Employee Discount: Avail. for eligible employees of gov't agencies participating in
the discount program (ongoing verification). Discount may be subject to change and is available upon request for monthly svc charges. Discount only applies to Talk 450 and primary line on Talk
Share 700; and data svc for Sprint Family Share Pack, Sprint $60 Unlimited Plan, Unlimited, My Way, Unlimited Plus Plan and Sprint Family Share Plus plans. Not avail. with no credit check offers
or Mobile Hotspot add-on. Other Terms: Offers and coverage not available everywhere or for all devices/networks. Restrictions apply. See store or sprint.com for details. ©2015 Sprint. All rights
reserved. Sprint and the logo are trademarks of Sprint. Other marks are the property of their respective owners.
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The PCMG Advantage

Government Drives Our Business

From single item purchases to complex procurements, PCMG
is the reseller of choice for thousands of federal, state, and local
government customers. And from tablet computers to the data
center—and everything in between —we have the solutions and
services you need to fulfill your IT mission.

Contracts & Procurement Options

Federal Government Wide Acquisition Contracts

GSA Contract: GSA-35F-5946H

ECS Ill Contract: HHSN263999900456|

NASA SEWP IV Contract: NNGO7DA08B & NNGO7DA62B
Netcents-2 Contract: FA8732-14-D-0006
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PCM-G Services Portfolio

Procurement &

Logistic Services

Consulting &

Implementation
Services

Managed Services
& Hosting

PCMG takes the hassles out
of IT procurement and logistics
with advanced eProcurement,
warehousing, and integration
systems that give you the tools
and resources to reduce costs
and track assets across the
technology lifecycle.

» eProcurement

* Logistics

« Distribution Facilities
« Product Staging

+ Imaging

* Integration

» Refurbishment

Our national team of certified
engineers, technicians, and project
managers are experts in their field
with certifications spanning today’s
best-in-class technologies.

« Enterprise Mobility Management
» Network, Wireless and Voice

- Data Center

« Application Support

* Private Cloud

« iSeries

Trusted by customers for more than
two decades, PCMG Managed

IT Support Services provide you
the highest level of expertise and
professional oversight of your IT
operations.

» Data Center Hosting

» Managed Services

» Monitoring

* Public Cloud

- Staffing

* Break/Fix

« Service Desk

« Field Support Services

PCMG offers seven crucial services aimed at improving the
efficiency of your organization

We offer you a set of comprehensive IT solutions that are relevant to your organization's needs by leveraging our
expertise in a variety of individual practice areas. Each one of our services is customized to your organization
and thoroughly researched, coordinated, and executed by our team of skilled engineers. PCMG is equipped to

offer you the following high-quality services:

@& Network RISC Analysis

We'll analyze your network, give you a traffic and
asset report along with recommendations based on
the risks, costs and opportunities of improving your
growing network.

@ Office 365 Migration
Get Professional Office 365 migration services to
ensure a successful transition from on-premise
Exchange, SharePoint and Lync to the Microsoft
Cloud-based Office 365 Platform.

® PCMG Smart Care

Keep your network running fast and efficiently with
PCMG Smart Services. PCMG works with Cisco to
offer you expert support in device management and
technical services.

@ Virtualization Assessment

Receive an in-depth analysis of your computing footprint

including recommendations on systems, memory
and processors needed to support your organization's
virtual design.

@ Enterprise Mobility Management

As mobile devices become more prevalent in the workplace,
we can help deploy, secure and resolve technical challenges
your organization might face with mobility management

and integration.

Cisco Business Edition 6000

Benefit from premium voice, video, mobility, messaging,
conferencing, instant messaging and presence, and
contact center features on a single, integrated platform.

Windows 2003 Server Migration

Ensure your software and hardware servers are up to date
and remain in compliance, even after the end of life for
Windows Server 2003. PCMG can help you migrate and
update your server through solutions that best fit the needs
of your organization.

Speak with a PCMG
Service Expert Today

1.800.625.5468
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Discover the right mobile device for your organization
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Organizations need the right tools to keep up with everyday tasks

communal reality in terms of how
employee’s use technology in all
its various forms. More than ever, they
seem to find themselves being wirelessly
tethered to a mass of no less than 3
computing devices at any time.

I n today’s workforce there is a

An observer can watch as people
check emails, texts, and schedules

on smartphones and then jump

into seemingly urgent calls, while
simultaneously pulling out their favorite
tablet to continue consuming content
without missing a beat, reaching back
into their bag to pull out a laptop to
begin rapidly typing away. Smartphone
held between shoulder and ear, tablet
balanced on one knee, and notebook
balanced on the other. No wonder so
many need yoga or chiropractic services
to make it through the week. Something
will eventually have to give.

The problem seems simple enough;
consuming and producing information
and content continuously throughout the
day no matter where they happen to be
is a fact of life for today’s professional,

and each of their mobile devices both
excel and fail in these efforts in various
ways. So will it ever be possible to get
back to carrying a single multi-purpose
device that’s both capable and effective
in delivering the experience and features
they need? Will there ever be a simpler,
less painful path?

It may come as little surprise that
laptop sales have undeniably been in
a decline for the last few years, but
perhaps we should not yet hammer

in the coffin nails for the lot of them.
Working on a complex project or even
a moderately complicated Excel file
from a tablet is nearly impossible. Yes,

in many instances it's the immaturity of
mobile applications causing much of the
conundrum and these too will change -
in time.

In 2014, semiconductor technology

hit new milestones as manufacturers
produced smaller, lower-power
consuming, and more affordable
components for ultramobiles. Gartner, a
leading information technology research
and advisory firm, predicts that by

2018 — just 3 short years from now -
ultramobiles/ultrabooks will dominate
mobile PCs.! Perhaps this is the silver
lining that will lead to the better path
users have been looking for?

An ultrabook has all the power of a

laptop with a fraction of the bulk and
increased battery efficiency.

van der Meulen, R., Rivera, J. (2014). Gartner Forecast: PCs, Ultramobiles and Mobile Phones, Worldwide, 2010-2017, 4Q13 Update.

Retrieved from http://www.gartner.com/newsroom/id/2791017.

4 PCMG holds a number of public sector procurement contracts.
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Ultrabooks are powerful and portable
The term "Ultrabook" was created

by Intel as nomenclature for a new
generation of Laptops featuring Intel®
technology and the Microsoft OS.

An ultrabook has all the power and
versatility of a laptop with a fraction of
the bulk and increased battery efficiency
for longer endurance between charges.

Hybrid, convertible, or two-in-one
These terms all confusingly describe the
same type of device. Users who are on
the fence about how mobile they need to
be, this might be the right choice.

They straddle the fence between laptop
and slate, providing laptop functionality
when it’s needed to get things done, and
a tablet form factor when a user wants
to relax with a touchscreen. Laptop-
first convertibles are essentially full
ultrabooks or laptops with screens that
fold, flip, or rotate to convert to a flat
tablet form factor.

Chromebooks run Google ChromeOS
Unlike windows, Chromebooks

are designed for the web, are very
affordable, thin and light. If most of work
is done online using web tools and cloud
based applications - Chromebooks

may be a great option. However, they

do have some limitations that should be

considered —most notably ChromeOS’s
online requirements and limited ports
and optical disc drive options.

Laptops vs. Chromebooks

If a two-in-one the high-end frills of
ultrabooks, or Chromebooks limitations
don’t fit the requirements,a laptop
without a catchy marketing buzzword
attached might be the device of choice.
Whether an organization needs a
desktop replacement, a pixel pushing
video editing powerhouse, or a basic
(yet capable) laptop, the good news is,
there’s a vast assortment of them on the
market.

Tablets, notebooks, ultrabooks, hybrids
and ultra-portables all suffer from the
same deficiencies — they aren’t phones.
The solution for this is software based
phones and video collaboration software
on these devices, single number reach
can be achieved so they all share a
single phone number, but it’s still not an
optimal experience.

Enhance your computing capabilities

It’s unlikely that a single platform will
evolve within the next three to five
years. Smartphones still serve their
primary purpose better than any other
device. Smartphones are capable

of handling most of the day to day

content consumption needs but despite
enhancements to their capabilities or
attempts to morph them into tablets,
limited screen real-estate and lack of full
qwerty keyboards will keep them from
being a solo act.

A shift in communication and work
trends has signified a wanted
abandonment of email and traditional
office applications for a more freeform
real-time collaboration experience. This
need to connect and unwillingness to
settle will ultimately drive designers and
engineers to create an uncompromised
experience, pushing boundaries of both
what’s possible and what’s expected.

How PCMG can help

PCMG has a dedicated team of experts
ready to help your organization find the
perfect mobile devices optimized for your
needs. From tablets to ultrabooks, we
have the product inventory, deployment
capabilities and management tools
customized to meet your requirements.

Contact your PCMG Account
Executive today to learn how PCMG
can implement a customized mobility

solution for your organization.

1-800-625-5468 | www.pcmg.com

Flexibility and productivity on-the-go

Jd Vi
11.6" HP Elite x2 1011 G1

¢ Intel®Dual-Core processor (4MB cache)
e 4GB DDR3L SDRAM
e 128GB SSD

only $92699#1 3400769

—e———

lenovo.zn
[wrioloo)

13" Dell Latitude 13 7000 2-in-1

e Intel® Core™ M 5Y10 processor
(800OMHz, 4MB cache)

e 4GB DDR3L SDRAM

only $1 01 099#13326982

Call 1.800.625.5468 or visit pcmg.com

Lenovo ThinkPad Yoga 20CD

e 4th gen Intel®Core™ i7 processor
(2.10GHz, 4MB cache)

e 8GB DDR3L SDRAM

only $1 60999#9901 998

PCMG .
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Tablets & Mobility Apps

Take your work to go

10.5" Samsung Galaxy
Tab S 16GB Tablet

With the Samsung Galaxy Tab S you'll immediately feel
the difference of having the thinnest and lightest tablet
in the world. Turn it on, and you will experience a pixel-
packed super-AMOLED screen with richly saturated
colors and deep contrast levels, resulting in a visually
immersive user experience and HD content that looks
better than real-life.

¢ 16GB storage capacity

e 10.5" Super AMOLED display

e 1.90GHz Samsung Exynos 5 Octa processor
2560 x 1600dpi resolution

e Android 4.4 KitKat OS

e 8MP rear-facing camera

See photos, videos,
and files in vivid colors,
dark shadows, and
stunning contrast.

only $359 #13157174

#13157175  Samsung Galaxy Tab S 10.5 (16GB) $4599°

10.1" Samsung Galaxy Tab 4
16GB Tablet

With a slim design and weight, the Galaxy Tab4 10.1"
model provides maximum portability while still allowing
users to enjoy the beautiful screen for work, play and
everything in between.

e 10.1" TFT display

e 1280 x 800 resolution

e Supports 16 million colors

e 1.50GB RAM

10.1" Samsung Galaxy Note
2014 Edition 16GB Tablet

The ultra-sleek Galaxy Note 10.1 2014 Edition has more
than four million pixels—that's 2 million more than HDTV.
And with a pixel density of 299 PP, colors are rendered

much brighter and everything’s lifelike and clearer.

e 10.1" TFT display

e 2560 x 1600 resolution

e 8-core Exynos 5 Octa processor

e 3GB RAM

only $359 #9777940 only $30999 #13004928

6 PCMG holds a number of public sector procurement contracts.



@ chrome
For speed, simplicity and security.

Chrome has more than 100 policies to fit your organization's needs. Choose auto-updates to
get the latest security fixes or manual updates for more control. Configure which applications
and extensions employees receive and make the most of your organization's mobility.

Easy to manage
Managing 40,000 Chromebooks is the same
as managing 4 Chromebooks

Easy to share

A user can login to any Chromebook and
have access to all of their Apps, files and
policies

Security Built In

Virus protection built-in with multiple layers
of security likes and boxing, data encryption
and verified boot for added security

No updates needed
All of your apps stay up-to-date, and you get
the latest version of the operating system

Always backed up

All data, profiles and setting are 100%
backed-up in Google's Cloud - never lose
anything ever again

Compatibility Cloud Management

Always up to date with modern web standards, Chrome's cloud-based management lets
Chrome lets you run the latest cloud apps. It even you customize policies, whether they're on a
offers legacy support for older applications. company's desktop or personal smart phone.
Safety & Productivity

Chrome uses security technologies like
Safebrowsing, sandboxing, and auto-
updates to protect your organization from
malicious sites, viruses, malware and
phishing attacks. Our cross-site scripting
protects against sites that try to steal
company and employee data.

Chrome is built to be fast in every way —
starting up from the desktop, loading
websites, and running complex,office
web applications.

Get access to tens of thousands of web apps in the
Ca" for Pr|C|ng #13400736 Chrome Web Store that lets you work online and off.

Call 1.800.625.5468 or visit pcmg.com PCM-G 7
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Portability and performance

11.6" Dell

e
Chromebook 11

The lightweight, easy-to-use Dell Chromebook 11
helps you take your work tasks to a new level of
speed with no worries of safety or security.

e |ntel®Celeron® processor (2MB cache, 1.40GHz)
e 2GB DDR3L SDRAM ¢ 16GB SSD

only $26399 #13165115

#9984497  Dell Chromebook 11 - Celeron 2955U $2539°

14" HP Chromebook 14 G3

¢ NVIDIA Tegra K1 processor
(2.10GHz) » 4GB DDR3L
SDRAM e 32GB SSD

OOOETRETD. &
only $377°° #13281571

#13281567 14" HP Chromebook - 2GB RAM - 16GB SSD $3199°

11.6" HP Chromebook G3
e |ntel® Celeron® processor
(1MB cache, 2.16GHz)

e 4GB DDR3L SDRAM
e 16GB SSD

i
R ———————

only $2677° #13255387
#13072268 14" HP Chromebook - 2GB RAM - 16GB SSD $3289%°

Samsung Chromebook 2

with Intel! w

Its" optimized video conferencing, and enhanced
processor enable outstanding performance,
especially with 3x faster Wi-Fi speeds.

e |ntel®Celeron® processor (1MB cache, 2.16GHz)
e 2GB DDR3L SDRAM e 16GB SSD

only $24999 #13272610

#13365228  11.6" Samsung Chromebook 2 with Intell ~ $29692°

11.6" Lenovo ThinkPad 11e

Chromebook 20DU

e Intel® Celeron® processor
(2MB cache, 1.83GHz)

e 4GB DDR3L SDRAM

e 16GB SSD

lenovo.:n
THOSE
[WHOIDO)

only $3589° 413074803

11.6" Lenovo ThinkPad Yoga 11e
Chromebook 20DU
e 360° flip design

¢ Intel® Celeron® processor
(2MB cache, 1.83GHz)

e 16GB SSD

only $4682° #13110472

PCMG holds a number of public sector procurement contracts.



8 Reasons Why
Chromebooks are the
Future of Computing

Chromebooks are designed exclusively for web browsing,
email answering, and getting down to work when you're

on-the-go.

Chromebooks are growing in popularity amongst organizations

D Cost Effectiveness: With today's growing expenses, systems. And with a boot time between four and
agencies are hard-pressed to cut costs in any way ten seconds, the Chromebook surpasses any other
possible. An average Chromebook runs about notebook in its category in terms of speed.
$180-$300, and at the raplq pace that hardware is Efficiency: When you work on a Chromebook,
replageol Fhese days, that price is a welcome value for you'll experience the difference. You can work full-
orgamzatlons.. Even after years of wear and tear, your screen and focus on the task at hand rather than
Chr(?mebook 's guaranteed to reman just as fast and be distracted by multiple windows like on another
efficient as the day you bought it. notebook or laptop. There's little learning curve

D Seamless Integration with Google Apps: Finally with the Chromebook, allowing you to maneuver
Google Apps and your iPhone will work together in naturally— as easy as switching from browser
harmony thanks to the Google Chromebook. Enjoy to browser.
seamless integration with Google Apps that you can Reliability: ChromeOS is based on the Linux
view on your i0S device and your Chromebook. operating system, which means it is already running

D Speed: No other device gives you this much speed on an incomparable level of reliability. Users won’t

for such a low price— it’s a single-minded platform.
That means it isn't difficult to use like other operating

Designed for performance

Chromebooks are made to be portable, durable,
light-weight, sleek and stylish allowing you to take it
with you on the road and compute in comfort.

need to install standard applications, so there’s little

to no room for malware and virus infections. Imagine
a world where you don’t have to spend hundreds of
dollars on anti-virus and malware removal on a daily

basis. Wouldn't that be nice?

Browser-based work: Chromebooks run on
applications hosted online, instead of loading all of the
software onto the computer itself. Why host it online?
It keeps the system running smoothly and efficiently
without needing to process a number of applications
running in the background.

Apps and Add-ons: The Chromebook is more than
just a light, ultra portable, web-browser notebook that
you can take almost anywhere. It's an app store that
is constantly growing and expanding its organization-
focused tools like Gmail, Mailchimp, Hootsuite, Podio,
and more to help you get down to work wherever
you are.

Cloud Friendliness: For IT professionals today
working in the Cloud is essential for ultimate
productivity and collaboration. That's why the
Chromebook is an optimized tool for the cloud. You
can work, share, save and retrieve files from the Cloud
faster and easier than any other notebook or laptop.

Contact your PCMG Account Executive today
to gain access to the highest quality technology, industry leading partners, and exceptional service.

Call 1.800.625.5468 or visit pcmg.com

PCMG .
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Surface Pro 3 BE \icrosoft

Productivity at your fingertips

The power of a laptop in a tablet

Surface Pro 3 gives you the complete laptop experience with
the power to run all the Windows software you need, including
the full Microsoft Office Suite, Adobe Creative Cloud, and
iTunes. So replace your laptop with the light-weight Surface
Pro 3, the most convenient everyday-computing device.

e 4th gen Intel® Core™ i3 processor
(83MB cache, 1.50GHz)
4GB LPDDR3 SDRAM
64GB SSD

e 12" multi-touch screen

¢ Intel® HD Graphics 4200

starting at $799 #13156226

New Features Galore

. Unmatched
Lighter and Run More Apps m Tablet Versatility L
Larger Display ; and Programs Go from tablet to laptop

Featuring a gorgeous - Pre-loaded with with the multi-position

12" display encased Windows®8.1 Pro, Kickstand. Magnetic stability keeps the
in a sleek magnesium frame, the Surface you can install your favorite desktop Surface Pro 3 Type Cover steady, So you
Pro 3 is the thinnest and lightest in our software, including the full Office Suite can work just as comfortably on your lap
Surface Pro family of devices. and thousands of Windows programs. as at your desk.

Microsoft docking station Microsoft Surface Pro 3 Type Cover (Cyan)
Take your Surface to the next level Compute in premium style

Transform your Surface Pro 3 tablet into a complete One of the thinnest keyboards around, the Type Cover
desktop workstation with this docking station. Easily turns your Surface Pro 3 into a premium laptop. And it
connect an HD monitor and your favorite accessories via sits perfectly stable on your lap with enhanced magnetic
multiple inputs and five USB ports. stability to keep the Cover steady, you can work just as

comfortably on your lap as at your desk.

only $1 999 413188410 only $1 29 413156034

10 PCMG holds a number of public sector procurement contracts.



IJ Office 365

Inspire team
collaboration

Share mission-critical documents, files, and more
with your team anytime and anywhere with the
speed and convenience only Office 365 can offer.

-

Enjoy high-quality teamwork tools
anywhere and anytime.

PC/Mac, iPad®, tablet, or phone with
anyone instantly.

Set-up Fast

You can access the easy-to-use
admin center from anywhere to
manage all your services. And Office
365 takes care of IT for you, so your
services are always up and running
and up to date.

Go Mobile Maintain Recognition
Whether you’re working in your office Brand your email address with
? or on the go, you get a familiar, your organizations name to help
]‘ top-of-the-line set of productivity solidify name recognition. Market
y = tools. Office applications let you your organization with customized
;‘-— create, edit, and share from your marketing materials that are easy to

create with a range of tools.

Store All Your Files

With 1TB of storage per user, you'll
have plenty of space for all your files.
Plus, because your files are stored
onling, you can share with people in or
outside your company, from wherever
you're working, whenever you need. .

Microsoft Office 365

(Plan E3) subscription license

Get the most dependable office suite software you
know and love along with email, video conferencing,

file storage, and sharing, with enhanced communication
tools and ultimate work-from-anywhere mobility.

$18%/month®* 254045

*1-year subscription required

Call 1.800.625.5468 or visit pcmg.com
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Compute dynamically on the go

Dell Venue 11 Pro tablet @ PartrerDirsct I 10.1" HP ElitePad 1000 G2

Frprraar
Enjoy a great visual experience with outdoor
viewable diagonal, full high-definition muilti-
touch panel, protected by

Dell has an exciting innovative
lineup of high-class devices

with Windows® 8 Pro that will delight you! Corning Gorilla Glass 3.
Dell’s touch-enabled notebooks, tablets, all-in-one
L p Intel® Atom™
desktops, and Ultrabooks™ featuring Windows® 8 Pro. * FZ(I?/IB ngnhe $gggi|sz?r
Together, Dell and PCM create a perfect technology e 4GB LPDDR3 SDRAM @ ElitePad 1000

partnership to outfit your organization with transformative,
powerful and sought-after devices that will help boost your
workforce’s productivity and help safeguard their data.

* 64GB SSD

only 37629 #13154322

11.6" HP EliteBook

Revolve 810

G2 Tablet @ E-'_?.lthunk

e Intel® Core™ processor e
(BMB cache, 1.90GH2)

e 12GB DDR3L SDRAM

e 128GB SSD

only 11099 #13318845 only 15399 413236982

lenovo.n

Bend over backwards productivity £l

10.1" Lenovo ThinkPad 10 20C1

Optimized for professionals seeking the ultimate in
flexibility and connectivity, its constructed from premium
aluminum with Gorilla glass to protect its vivid display.

¢ Intel® Atom™ processor (2MB cache, 1.60GHz)

e 4GB LPDDR3 SDRAM

e 128GB SSD

¢ Intel® HD Graphics

12.5" Lenovo ThinkPad Yoga 20CD

The ThinkPad Yoga delivers flexibility for organizations. It's
12.5" display rotates 360 degrees to offer four different
usage modes: Laptop, Tablet, Tent, and Stand.

e 4th gen Intel® Core™ i5 processor (B3MB cache, 1.60GHz)
e 4GB DDR3L SDRAM

e 500GB HDD e Intel® HD Graphics 4400

only 8449 413214572 only 94999 49947381

12 PCMG holds a number of public sector procurement contracts.



Make your organization a TOUCH more productive

ouch-based user interfaces

(or “touch” for short) are being

rapidly adopted today, with
smartphones, tablets, and desktops.
The way that people compute is
changing —in a good way. Touch
has changed the way we vote, draw,
consume news, take notes, deliver
presentations, and reply to emails.

Fed by the consumerization of IT,
touch has begun to move from
consumer apps on personal devices
to highly productive, collaborative
office applications on PCs.

The potential boost in productivity is
one of the many reasons that touch
is a fundamental aspect of the future
of computing. Employees expect
employers to support this new trend,

and employers are expecting touch-
proficiency. With the growing rate of
applications and accommodating
the superior user experience,
organizations need to deploy touch
into their IT infrastructures.

Implementing touch devices into
your organization will improve the
speed and efficiency of your agency
and help you cater to a more diverse
set of employees.

Because of the intuitive nature of
a touch-screen device, employees

will require little to no training time.
And because there is little to no
learning curve, employees will be
able to accomplish tasks faster
than when they are tethered down
by a keyboard and mouse. Think
about how much faster it is to tap

Call 1.800.625.5468 or visit pcmg.com

an icon with your finger compared

to dragging a mouse across a
screen to point and click. Touch
screen devices also do a much
better job accommodating physically
challenged users, especially those
with limited hand and finger mobility
due to ailments like arthritis.

Touch will generally work best when
people want to use it, and integrate
it into their everyday lives. Those
people will end up being the most
productive with these touch screen
sorts of devices.

Many organizations have already
seen the wisdom in embracing touch
and taking advantage of mobility
that touch devices can afford their
employees. Agencies worldwide are
adapting to these new environments
and adjusting their expectations to
accomplish more work every day.

to gain access to the highest
quality technology, industry leading
partners, and exceptional service.

PCMIG .
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alrwatch

AirWatch provides
unprecedented choices over
the types of devices you deploy,
without compromising security.
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Mobility management like
you've never experienced.

AirWatch Be Mobile Jump Start Kit

Mobile devices are proliferating organizations at an
exponential rate. With the growing number of device
models, platforms and operating system versions
available, organizations are facing new and complex
mobility management challenges. Accessing resources
from a mobile device can introduce a significant threat to

corporate security.
The efficient solution

AirWatch® Mobile Device Management enables
organizations to address challenges associated with
mobility by providing a simplified, efficient way to view and
manage all devices from the central admin console.

The AirWatch solution enables you to enroll devices in
your environment quickly, configure and update device
settings over-the-air, and secure mobile devices.

Reliable mobile security

Because security is at the core of every AirWatch
solution, PCMG and AirWatch ensure your organization's
deployment is secure and that your data is protected
with end-to-end security that extends to users, devices,
applications, content, data, email and networks.

only $32699 #9290245

14 PCMG holds a number of public sector procurement contracts.



Maintain security @ obicion
without compromising
mobile functionality

Trust the Mobilelron solution.

With this purpose built EMM
platform, your organization
can spend more time
innovating and driving
business and less time
securing mobile devices.

Enables IT to secure and Provides end-users Keeps historical phone Built on layered security
manage a diverse range of with secure access to location information for allowing organizations to
mobile devices. organization email. future reference. customize security.
Mobilelron Enterprise Mobility Management Our mobile IT platform fundamentally enables
Silver Bundle per User Perpetual License organizations to achieve their Mobile First goals.
The Mobilelron Enterprise Mobility Management solution ~ et =Gl adm|n|strlat|ve CETEeD
is a purpose-built mobile IT platform. It provides users * Sentry — Secure Enterprise Gateway
with seamless access to the organization processes and e Apps@Work — Enterprise App Store
content they need on mobile devices of their choice while $
i i 99

providing IT the ability to secure corporate data. only 91 #13275609

Call 1.800.625.5468 or visit pcmg.com PCMI-G 15
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Software

Get the easy, comprehensive

management solution

JAMF Software JumpStart
Remote installations & configuration

The iOS Casper Suite is designed for customers who
already have an IT professional on staff with a high degree
of expertise in the Apple platform, the Casper Suite, and
previous experience in implanting client management
concepts within an enterprise environment. You get:

e |nstallation of your JAMF Software Server (JSS)

e QOverview of Casper Suite features and functions for iOS
e APNs certificate authority setup

¢ Inventory management and workflows

e Configuration and security management

JumpSCart

only $95099 #9503511

Superior mobility management
in the palm of your hands

MaaS360 Advanced Mobility
Management Solutions

Get the bigger mobility picture of your organization
MaaS360 provides a clear view of your mobility
environment and the actionable intelligence you need to
keep corporate data secure, employees productive, and
costs down, while embracing the consumerization of IT.

Enjoy the one-stop-shop platform

MaaS360 delivers a complete enterprise mobility
management solution with one platform that integrates
comprehensive security for all your mobile assets. At
the same time, it enables the flexibility and modularity
needed to match the challenges and use cases for your
organization with standalone products.

¢ |ntegrates comprehensive security for all mobile assets

e Options across different categories of users, devices,
content, and apps

¢ Monthly software license agreement

16 PCMG holds a number of public

JAMF W,
software

JAMF Software iOS JumpStart
One-day installation & configuration

The iOS Jumpstart is customized for your organization's
experience, technical capabilities and resource capacity.
The JumpStart covers key tasks as they apply to your
unique environment of iOS devices.

e |nstallation of your JAMF Software Server (JSS)
e Qverview of Casper Suite features and functions for iOS
e APNs certificate authority setup

only $342999 #9503512

MaaS360"

by Fiberlink

Offers the flexibility to
implement tiered or layered
mobile security to address
varied end user needs.

only $3799 #13337319

sector procurement contracts.
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Adobe

SAVE UPTO

33%

Adobee Creative Cloud” for Teams

A better way of working together

Imagine if your team always had the latest tools. Imagine if
they could save time by seamlessly sharing files and folders.
That's Adobe® Creative Cloud™ for teams.

You get the entire collection of CS6 tools and exclusive
updates, along with team-specific features that make
working together—and managing licenses —easier than ever.
All for one affordable price.

The world's best tools

Equip your entire team with every Adobe® Creative Suite®
6 desktop application, plus Adobe Muse™, Photoshop®,
Lightroom® 4, Acrobat® XI, Adobe Edge Tools & Services,

and more. And everyone gets immediate access to new
applications and features when they're released.
Publish apps and websites

Explore new outlets for your content with the publishing
services included with Adobe Creative Cloud.™ Create and
host websites, deliver apps to the iPad device, and more.

Call 1.800.625.5468 or visit pcmg.com

Share widely. Collaborate privately.

Now it's easy to keep everyone on the same page. Share
files or folders with one person or with a larger team. The
latest industry-leading security and encryption technology is
built right in.

The files you need. Where you need them.

Work on files at the office, from home, on your tablet. Just
save to the Creative Cloud Files folder on your desktop,
which includes 100GB per person, and start sharing
between devices and team members, or with clients.

Centralized administration

Manage and scale your team's software with centralized
purchasing and license management tools. You and your
designated administrators can quickly add, assign, or
transfer seats, and track usage by team members.

%498 /month” se.s0s7s

*12-month subscription required

PCMG

®
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Software

Ultimate endpoint security
without the complexities

Symantec Enterprise Solutions help you
accurately identify and address risks while
delivering strong data protection for mobile,
endpoints, and mail/web infrastructure.
Symantec Enterprise Solution combines
products to protect against today’s complex
malware, data loss and spam threats with
the fastest, most-effective endpoint security,
drive encryption, and system recovery.

Symantec is simplifying protection

By bundling our security solutions into a subscription
model complete with support and maintenance that

is attractively priced, Symantec simplifies license
management and standardizes IT costs. There is no
additional surprise with cost which allows for budget
discussions to move from CapEx to OpEx classification.
Symantec Enterprise Solution, one solution with 3 layers
of defense to better protect your organization and keep

you compliant. o Maintains reliability of TrustedDWG technology

e 24 x 7 Support included with the bundled solution e |deal for short or long term projects based on you needs

e Fasy, Flexible, and cost-effective management e Helps you manage your software expenses
jsyma ntec Endpoint management simplifies

application patching across multiple
platforms including Windows®,
Mac OS® X, and Linux™.

Protect Gateways sy ] Protect Mail Sysiems

Symantec Enterprise Solution

License Subscription

e 1-year license for multiple users

e Protects from malware, data loss, and spam only $7799 413036162

* Reliable endpoint security and drive encryption #13036165 Symantec Enterprise Solution 1 yr. Multi User ~ $619°

18 PCMG holds a number of public sector procurement contracts.



Take control of your IT protection

SOPHOS @

SOPHOS

L -]
Ll

Sophos SG115w TotalProtect 24x7

Sophos UTM TotalProtect combines purpose built,
high-performance hardware with all the network security
you need from next-gen firewall to secure Wi-Fi. All in

a single appliance it simplifies your IT security without
the complexity of multiple-point solutions. The intuitive
interface helps you quickly control security risks and
clear, detailed reports will give you the insight you need.
Quickly protect your network using proven protection
technologies including IPS, VPN, email and web filtering
combined with the industry’s simplest admin interface.

W McAfee

An Intel Company

McAfee Complete EndPoint Protection
Upgrade License

McAfee Endpoint Protection provides continuous,
updated, and powerful security against the entire
spectrum of threats, from zero-day exploits to hacker
attacks and so much more.

e 3 Years Gold Support

e Optimized for mobile devices and virtualized environments
e Reduces costs, helps maintain and prove compliance

4 |
€ COMPLETE ENDPOINT
£ PROTECTION
l% ENTERPRISE

only $7999 #9638988

Call 1.800.625.5468 or visit pcmg.com

Protect confidential emails with email encryption and
quickly harden your web servers and apps against attack
with no training required for admins or web developers.

e Firewall, VPN, IPS, email, web filtering and app control
Intuitive browser-based interface

Built-in reporting on all models

UserPortal allows spam management/ install VPN Clients

Integrated wireless controller
e 3-year license

only $84999 #13347805

ESET Endpoint Anitvirus

Turn to ESET for a solution that takes the worry out of
HIPAA, HITECH, PCI, SOX and GLBA compliance so
you can focus on what matters: keeping the organization
running and serving clients and customers.

e 3 Years Gold Support

e Combines antimalware, antispam, two-way firewall,
content filtering and remote administration

only $3799 #9232821

PCMG |
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ARE YOU READY?

Support for Windows Server 2003
Is ending July 14, 2015

organizations will find themselves

scrambling to migrate over to a
new server; a disruption caused
by the end of support for Windows
Server 2003/R2. With mainstream
support coming to an end since
July 2010, Windows Server 2003/
R2’s Extended Support, which only
provided security updates, is slated
to come to an end on July 14, 2015.

| n a few short months,

Why it's the time to migrate
Staying put will cost your
organization more in the end.
Maintenance costs for aging
hardware will also increase. Added
costs will be incurred for intrusion
detection systems, more advanced
firewalls, network segmentation, etc.
37 critical updates were released in
2013 for Windows Server 2003/R2
under the Extended Support. With it
coming to an end, no updates will be
developed or released after end of
support, including all vital

Microsoft applications.

Lack of compliance with various

standards and regulations can

be devastating. This may include
various regulatory and industry
standards for which compliance can
no longer be achieved. For example,
lack of compliance might mean an
increased cost of operating which
will include paying catastrophic
penalties and astronomically high
transaction fees. The solution is to
simply isolate Windows Server 2003
servers and migrate to a compliant
system.

How PCMG can help

Migrating to a new server can
present its challenges; it is perceived
to be costly and thought to interfere

with custom and legacy applications.

With PCMG, it doesn’t have to be
challenging. PCMG, in partnership
with Microsoft, provides the tools
that can help increase the mobility,
productivity, collaboration, and

be compatible with most existing
custom and legacy applications.
These services help organizations
become more productive through

better communication, anywhere
access and coordination of
messages, contacts, calendars, task
lists, and important documents. It's
the power of the cloud delivering

a new kind of productivity and
efficiency — all without the burden of
costly infrastructure.

Experts you can trust

Our teams of experts are here to
guide you through the migration
process and solve your server needs.
For Windows Server assessments,
installation, migrations, and
upgrades, our Services team is here
to help. Our services portfolio spans
the entire information technology
lifecycle — from the initial design to
the implementation and continuing
management.ll

Contact your PCMG
Account Executive today
to learn more about the server
migration option that's right for you.

1-800-625-5468 | www.pcmg.com

20 PCMG holds a number of public sector procurement contracts.
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Unmatched Capacity
and Reliability

HP ProLiant ML350 Gen9

The HP ProLiant ML350 Gen9 Server delivers a class-
leading combination of performance, expandability,

manageability, reliability and serviceability making it the Zufvfsl;t:t:,g
choice for expanding organizations, remote offices, and data Xeon® processor
centers. Get a 70% performance gain, plus the latest HP E5-2600 v3
DDR4 SmartMemory offering a 14% performance boost. rocessors.

e B-core, 1.90GHz Intel® Xeon® E5-2609V3 processor

e 5U, 2-way tower server with 8 hot-swappable bays
SATA-600 and SAS 3.0 interface

2 x 300GB 6G SAS 10K 2.5" SC Enterprise Hard Drive

only $2429% #13345838

Up to 40Gb
Networking with
new Infiniband
options.
HP Smart Buy ProLiant DL380 Gen9 e 2 x 10-core, 2.30GHz Intel® Xeon® E5-2650V3 processor
The HP ProLiant DL380 Gen9 Server has a flexible * 2U, 2-way rack-mounteble server
redesigned chassis, including new HP Universal Media * 32GBRAM e 24 hot-swappable bays

Bay configuration options with 8 to 24 Small Form Factor * 4 x 600GB and 2 x 300GB HDD storage capacity
and 4 or 12 Large Form Factor drive options;
with additional rear drive support for expandability. only $6619°° 413345839

Flexible high-density compute performance

HP ProLiant DL360 Gen9 by a comprehensive warranty, make it ideal for the most

, . space constrained server workloads.
HP’s leading server for dense general-purpose

computing, the HP ProLiant DL360 Gen9 Server delivers * 2x2.50GHz 12-Core Intel®Xeon® E5-2680v3 processor
increased performance with the best memory and e 1U, 2-way rack-mountable server ¢ 64GB RAM

I/0 expandability packed in a 1U dense rack design. e 8hot-swappable bays * 2 x 80GB SSD
Reliability, serviceability and always on availability, backed

- T

w_--ﬂ--.—:_--l—-:_'.----.lﬂ |
- (& by s e = @ el

h

5 v e e ll-:‘r_-_-

only 69499 413269427

Call 1.800.625.5468 or visit pcmg.com PCM-G 2
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vmware

Enjoy a simplified cloud
Computlng environment

VMware vSphere

VMware vSphere 5
Standard

VMware vSphere 5 standard is the
premier server consolidation and
continuity solution.

e Virtualize your x86 server resources
and aggregate them into logical
pools for allocation of multiple
workloads

e Get network services optimized
for the virtual environment, along
with simplified administration and
management

¢ Reduces the complexity of back-
end storage systems

200558959 4551032

22 PCMG holds a number of public sector procurement contracts.

vim

VMware vSphere

VMware vSphere 5
Enterprise

VMWare vSphere 5 Enterprise is the
ideal software for your organization's
resource load balancing.

¢ Protect your data and applications
with the industry’s most secure
“bare-metal” server virtualization
platform.

e Maximize uptime across your cloud
infrastructure, reducing unplanned
downtime and eliminating planned
downtime for server and storage
maintenance

e | owers your operating expenditures

$0875%265999 5551072

L= L

VMware vSphere

The best platform for building out
cloud infrastructures. VMware
vSphere Enterprise Plus includes
the full range of vSphere features
for transforming data centers

into dramatically simplified cloud
computing environments providing
the next generation of flexible,
reliable IT services for your
organization.

¢ Reduce capital and operating costs
by over 50%

e Simplify the operational
management of large virtualization
deployments for your organization

only $32 29 & #8851284




The most available platform

Oracle Exadata is specifically engineered to provide the highest
performance in a database with unmatched dependability.

4 Gold
ORACLE' P

The Oracle Exadata Smart Combo delivers Exadata
power and impressive performance along with high
bandwidth ZS3 storage for backup plus data protection
options for your database. It's a complete, ready-to-go
solution that saves you power, floor space, and integration
costs while providing low TCO and ultra-fast performance
for all of your users and backup processes.

e Fastest possible backup and recovery for Exadata with
ZS3 storage

e Highly Available Database and Disaster Recovery

e NO more Database to Storage tuning

e Run Database queries FASTER

e Analyze Data warehouses FASTER

e | ower TCO with pay as you grow (from 1/8th rack)

e Faster ROI

—

A\

¥
1‘.1!

0

Rely on a fully redundant integrated system designed to give you
the function, protection, and expansion options you're looking for.

JD Edwards EnterpriseOne software, optimized for the powerful Oracle engineered
system, gives you the complete IT solution for your organization.

The Oracle Database Appliance

An integrated solution of database and system software,
server, storage, and networking, the Oracle Database
Appliance is engineered to work together, in a single
package that is simple to install and manage.

Oracle’s JD Edwards EnterpriseOne

This software suite of 80 enterprise resource planning
applications combines value, standards- based technology,
and deep industry experience to offer comprehensive
solutions with low total cost of ownership.

Oracle Real Application Clusters

Ensures database availability by removing the database
server as a single point of failures. Real Application Clusters
reduce downtime and maintain continuity.

The Smart Combo’s cost-effective to run with integrated
one-click patching and maintenance, plus savings on floor
space and power consumption which frees up budgets.

The Flexibility Model

With the capacity-on-demand database software
licensing model, you only pay for what you need.

Call 1.800.625.5468 or visit pcmg.com Lm 23
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Experience ultimate  femoyge=
server reliability

Lenovo ThinkServer TS440 70AQ

The ThinkServer TS440 is a true high-class server. Thanks
to the increased performance of the powerful processors,
the TS440 has the power and speed to handle your
workload with ease. To help keep you up and running and
your data safe, the TS440 includes reliability features such
as error correcting code (ECC) memory and an onboard
storage controller with the capability of implementing
RAID. You can also choose between enterprise SAS or
SATA hot-swap drives. Plus, the TS440 is designed for
24/7 operation and is certified for MSP support with many
ecosystem vendors.

¢ Intel®Xeon® processor E3-1225V3

(8MB cache, 3.20GHz)
The Lenovo ThinkServer

* 4GB DDR3 SDRAM ECC TS440 is ENERGY STAR
e ThinkServer RAID 100 certified and made with
e Intel® HD Graphics P4600 65% recycled materials to

alleviate energy costs.

only $69999 #9783862

Lenovo ThinkServer RD340 70AB

B s, With reliability features such as hot-swap hard drives,
' integrated RAID, and redundant power and cooling,

e Y you get peace of mind that your data will stay safe and
your system will stay up and running. This enterprise-

. class server has enough computing power for your
Lenovo ThinkServer RD640 70B0 infrastructure, collaboration, and line-of-business
The Lenovo ThinkServer RD640 server combines the applications.

powerful Inte!® Xeon®. MICroprocessor performah(?e, e 1U rack-mountable server

legendary Think quality, and excellent power efficiency.

This 2U server provides enterprise performance with great e Intel® Xeon® E5-2450v2

flexibility and scalability. The server also provides users e 3GB DDR3 SDRAM

much room for performance improvement. ¢ 3.5" hot-swappable drives

e 2U rack-mountable sever

e 1 x Xeon® E5-2650V2

e 83GB RAM

e 2.5" hot-swappable drives ) - "/
Supports up to 32TB hard disk drive capacity "'/

only$220787 #9879225 on|y$288999 #9933113

24 PCMG holds a number of public sector procurement contracts.
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Virtualization
has Evolved

Experience ultimate virtual flexibility

Adopt a hybrid architecture for complete cloud control and security

landscape and has fundamentally changed the way

people compute. Our servers, storage devices and
networks have been transformed and ‘virtualized’ from
physical and tangible artifacts to mere ‘files’ sitting atop a
thin layer of software called a hypervisor. Decoupled from
the physical world, these compute resources and virtual
machines can be dynamically allocated with just a few
clicks and keyboard strokes.

\/irtualization software has rapidly transformed the IT

Virtual Machine means no hardware

The operating system can't tell the difference between

a virtual machine (vm) and a physical machine, nor can
applications or other computers on a network. Virtual
machines think and act like a “real” computer, but since
VMs are composed entirely of software and contain no
hardware components they offer a number of distinct
advantages over physical hardware. VMs can be copied,
replicated, migrated and even scripted; they are after all
merely files sitting on a layer of software.

A variety of advantages

In 1999, VMware found a way to completely virtualize an
IT’s hardware infrastructure. The advantages brought on
by virtualizing technology are more impactful than ever
before. Virtualization has enabled [T to more effectively
deal with shrinking IT budgets, scarcity of resources, the
need for operational flexibility, energy conservation, and
dramatically increased information security. If your agency
has already taken the leap into virtualization, what's next
on the horizon?

Hybrid offers complete control

For many organizations, developing a hybrid cloud
strategy is the next logical step. Bridging your virtualized
data center with the public cloud (aka Hybrid Cloud)
combines the advantage of scalability and cost-
effectiveness that a public cloud computing environment
offers, without exposing critical applications and data to
third-party vulnerabilities. Adopting hybrid architecture
provides you with complete control over your cloud

Call 1.800.625.5468 or visit pcmg.com

environment, higher security and privacy control, the
ability to react and evaluate outages, man-made issues
or natural disasters, and will often provide additional
budgetary flexibility.

A new wave of VM

With the rapid pace of technological change becoming
commonplace, it is only expected that new breakthroughs
will continue to push boundaries. So what’s next? We
are likely to see the wide spread adoption over the

next couple years of both automated and virtualized
networks, security and even virtualized operations.

Both virtualization and automation have become a
necessity, both for driving down costs and enabling us
to operationalize our ability to deliver new services at an
ever-increasing pace. But the biggest change might just
be a completely new approach.

Bridging your virtualized data

center with public cloud offers
the advantage of scalability.

Adopting the new approach

Virtualization's intent is to provide a self-contained
platform for building, shipping and running distributed
applications. Essentially providing applications or portions
of an application packaged in self-contained lightweight
containers that run independent of either a physical or
virtual platform.

Contact your PCMG Account Executive today
to gain access to the highest quality technology, industry
leading partners, and exceptional service.

1-800-625-5468 | www.pcmg.com

PCMG .
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Servers, Storage, & Networking

Scale Smarter | Manage Easier | Innovate Faster
with Dell PowerEdge Servers

Dell PowerEdge R730xd

Maximize server-based storage flexibility and

- . - - - (==
i -y i
performance with the remarkable PowerEdge I |!3 1r: |-|I HH |_| ]

R730xd, part of the new 13th generation

of PowerEdge servers. The R730xd offers

an optimal balance of storage utilization,
performance and cost with an optional in-server
hybrid storage configuration that can support tiering
and capacity for up to 28 drives in a 25/2U system,
including up to 18 x 1.8" SATA SSDs.

Dell PowerEdge R630

Packing all of the performance of a 2-socket server in
just 1U of rack space, the R630 delivers incredible
resource density for your data center while still offering
high flexibility and scalability.

¢ 1U rack mountable server

e |ntel® Xeon® (15MB cache, 1.90GHz)

8GB DDR4 SDRAM - ECC

300GB HDD

only $24599% 113365205

Drive a wide range of
demanding workloads
with a flexible server
offering peak 2-socket
performance and huge
internal storage capacity.

aaanannan

e 2U rack mountable server
e Intel® Xeon® (15MB cache, 2.40GHz)
e 16GB DDR4 SDRAM-ECC e 1TB HDD

only $3479 99 #13365214

Dell PowerEdge R730

A 2-socket, 2U rack servers with support for multiple
GPUs or accelerator cards, the R730 offers tremendous
performance and flexibility for demanding data centers.
e 2U rack mountable server

¢ |ntel® Xeon® (30MB cache, 2.50GHz)

e 16GB DDR4 SDRAM - ECC e 300GB HDD

Features powerful processors, large memory,
fast storage and GPU accelerator support.

only 4819 413365218

Dell PowerEdge T630

A 2-socket tower server which can also be utilized as

a 5U rack mounted server, the T630 delivers extensive
internal storage, performance and scalability primarily for
mid-size offices and smaller data centers.

e 5U tower server

Intel® Xeon® (15MB cache,1.90GHz)

8GB DDR4 SDRAM - ECC

300GB HDD

only $19599° 13365201

26 PCMG holds a number of public sector procurement contracts.
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Provide all-flash or hybrid
storage and supports up
to 10,000 MS-Exchange
mailboxes in just 2U of
rack space.

Extending the benefits of high-class
storage to small and midsize deployments

Dell Storage SC4020

With an organization of your size, you need efficient, real-
time data access to quickly turn customer interactions
into transactions and information into insights. The Dell
Storage SC4020 puts the high IOPs and low latency your
applications demand within reach.

Top tier features

Ideal for stand-alone SANs or departmental/branch office
deployments, the SC4020 is based on our larger high-
class storage solution, SC8000.

“all-in-one” Array

Energy saving design

Dual controllers, 24 internal drive slots and high
performance Fibre Channel or iISCSI network ports come
standard in a space-saving 2U chassis. This compact
footprint helps to lower data center energy costs while
the automated and intelligent data placement architecture
reduces lifecycle hardware costs.

Call for Price!

Unified Threat Management Firewall

Dell SonicWALL

Dell SonicWALL TZ 205 TotalSecure - 1 Year

Organizations with remote sites and branch offices can

benefit from the powerful security and performance with
virus prevention, anti-malware and content/URL filtering
with the broadest, most secure mobile platform support
for laptops, smartphones and tablets.

Get configuration l I I
flexibility in an
affordable desktop
appliance that's easy
to set up, operate
and manage.

only $463 #9098257
#9053121  Dell SonicWALL TZ 215 TotalSecure - 1 Year $031

Call 1.800.625.5468 or visit pcmg.com

Dell SonicWALL Network Security
Appliance 2600 TotalSecure

Delivers gateway anti-virus, gateway anti-spyware, and
application intelligence for organizations of all sizes.

only 3080 #9797493

Dell SonicWALL Network Security
Appliance 3600 TotalSecure

Provides comprehensive next-generation firewall
protection without compromising performance.

only *4689% #9638246

PCMG
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Networking

[

Cloud Hosted
Services Network

] |
* [ ] | |
* ] u

Campus / HQ Branch Office

Trust Meraki for a fast, secure,
and dependable network

is that IT staff tasked with managing it don’t even
need to be wireless engineering specialists in order
deploy, configure and manage a complex solution.

T he beauty of a cloud-managed networking solution

Meraki's new clean, intuitive interface

Meraki allows customers to log into a single cloud based
“Dashboard” to manage all of their equipment, including
wireless access points, switching and security appliances.
The user interface is intuitive and flows naturally resulting
in very little learning curve.

Cisco’s Meraki solutions use cloud connectivity for a
secure “out of band” management session. All LAN/WAN
traffic stays locally on the network. If the equipment loses
connectivity with the Meraki cloud management platform
for any reason, all equipment continues to function as
configured management and changes will be made with a
re-sync upon connection.

s
meraki.

Retail Store

L 4
4

4
L 4

Teleworker

Advanced management features

User traffic and proximity analytics for wireless are
unprecedented for an out-of-box solution. Advanced
management features like Traffic-shaping and application
access management for wireless networks are
uncomplicated and the mobility solution allows for full IOS,
Android and Windows device management and security.
Reporting and analytic capabilities are detailed and
provide statistical data on utilization down to the individual
application and device level. Additional security measures
include single sign-on, full integration into active directory
and Cisco’s Identity Services Engine solution (ISE).

Easy configuration and shipment

Meraki offers a plug-and-play experience for high-level
network environments; providing for rapid deployment,
allocation, and re-allocation of resources, without hands-on
support and without compromise.

Meraki Cloud Managed Switch MS220-48
IEEE 802.1X support for port based network access
MAC-based RADIUS authentication and MAC white listing
Voice VLAN support for simplified VoIP deployments

Port Mirroring to monitor network traffic

DHCP snooping to prevent users from adding
unauthorized DHCP servers on the network

83775 $2579%49841067

28 PCMG holds a number of public sector procurement contracts.
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Cisco offers performance,
density, and complete stability

Cisco UCS B200 M4 Blade Server
The UCS B200 M4 Blade Server is built with the Intel®

Suitability for a wide range of applications and workloads
Highest-performing CPU and memory options without

Xeon® E5-2600 v3 processor family, up to 768GB of constraints in configuration, power or cooling
memory (with 32GB DIMMs), up to two drives, and up e Half-width form factor offering industry-leading benefits
to 80Gbps total bandwidth. It offers exceptional levels e |atest features of Cisco UCS Virtual Interface Cards (VICS)
of performance, flexibility, and 1/0O throughput to run the
most demanding applications.
9.app only $1 29999 #13286197

Advanced cloud networking architecture:

Welcome to the powerful, reliable, plug-and-play access platform

Ongoing feature cisco cIsco
. -- C upgrades and
. = enterprise support  NeRe S SEbraton
T are included. Partner Partner

Meraki Cloud Managed Switch Meraki MS Series 22 Subscription
MS220-24P License
The Cisco Meraki MS220-24 has pre configured Enterprise 3-year License and Support. Ideal for
switches for zero-touch deployment and contains network administrators who demand both ease of
rogue DHCP servers. The MS220-24 identifies and deployment and a state-of-the-art feature set.

locates switch ports, identifies bandwidth hogs with

locked down switch access. o . )
e Switch is automatically monitored from the cloud

- Il S i PelE rel=: e Alerting tools to notify administrators of downtime
* Voice and Video QoS Visibility and control over and configuration changes

thousands of ports
e Built-in multi-site management
¢ Real time trouble shooting tools

only 318799 #9884686 only $25799 #9901410

Call 1.800.625.5468 or visit pcmg.com PCMI-G 29

e Built-in multi-site cloud management and monitoring

e Rich web-based diagnostics for troubleshooting
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Storage & Networking

Grow your infrastructure
with power and resilience

i k.

HP 3PAR StoreServ All Flash Array ' ' . 1

Experience the it —
HP 3PAR StoreServ can lower storage TCO today agility of unified ; ] g
and enable agility for what’s next. Flash-optimized file, block, and } -
performance, unified protocol support, proven availability, object access plus =
and Thin Deduplication plus self-managing features Ziet;_Zn;ngfn:y .
reduce complexity. It's primary storage for all your needs. afforda bi/ity.g .

With storage federation, you can non-disruptively move

data between any 3PAR StoreServ system to make life

easy down the road.

e Eliminate the learning curve and slash storage
management overhead with automated performance

e Reduce storage capacity needs by up to 50%

e Experience multitenant Tier-1 resiliency guaranteed to
double your VM density

e Federated, simple, risk-free data
mobility across your data center

4 & & B B FF R RN EFE 888 =R EB

As low as

$41 99999 #13345699

This offer is not available online.
Please call your PCMG Account
Manager for more information.

Flexibility and scalability all in one

HP 5412R zI2 Switch Rack Mountable resiliency and unprecedented flexibility, scalability and
ease of use, the 5400R supports demanding network
features such as hitless failover, power supply and
management redundancy, QoS and security with full
L3 features. Robust virtualization with HP AllianceOne
solutions and flexible connectivity including 10 Gigabit
Ethernet and full PoE+, the 5400R requires no add-on
software licensing and is SDN ready with OpenFlow
support.

This next-generation modular switch is designed for
enterprise edge, small to medium organizations, and
branch office core deployments. With high levels of

e 7U rack-mountable switch

e 785.7Mpps throughput performance

e 4GB RAM, 1GB flash memory

e PoE+ power for 288 ports, internal power supplies

SDN Ready with OpenFlow support

Lifetime hardware warranty, 3 years 24 x 7 phone support

Hot-swappable modules and optional redundant power supply $36 8999
provides uninterrupted power with no impact on the network. only #13285977

30 PCMG holds a number of public sector procurement contracts.



The Back-UPS solution for
Irreplaceable agency data

APC Power Savings Back-UPS Pro 1000

This Back-UPS Pro features power-saving outlets that
automatically cuts power supply to equipment that are idle and
provides protection to operational equipment. This helps you
save electricity and lower energy costs.

This UPS device from APC also has a resettable circuit
breaker, which allows you to easily recover from overloads
without having to replace a fuse. Power outages can hinder
our productivity. The APC back-ups Pro 1000 is the remedy
for every business, home , or office

e 600 watt/1000VA

e Maintenance-free sealed Lead-Acid,
leak-proof battery

e Runs clean and helps you save energy

e Telephone, network and coaxial cable data
line protection

e PowerChute software provides file protection

Call for price! ssosia1

ArC

by Schneider Electric

Protect your power and gain peace of mind

CyberPower

CyberPower PR1500LCD Smart App
Sinewave Tower UPS 1500VA/900W

Power protection designed for organizational servers and
networks, storage appliances and telecom installations.
This UPS features pure sine wave output, full Automatic
Voltage Regulation (AVR), and an extendable multifunction
LCD control panel.

e Convenient tower design when rack space is limited

e Extendable LCD control panel (monitor power status up
to 4.5ft. away)

Patented GreenPower UPS advanced

r“ . circuitry reduces UPS energy costs by up to
C a II fo r p r'ce ’ 49189403 75% compared to competitive models.
[

#9690588  CyberPower EC650LCD Ecologic UPS ~ $6495

Call 1.800.625.5468 or visit pcmg.com

PCMG .
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Notebooks & Desktops

Exceed your productivity )
expecta%?ons with HP @

HP Ultrabooks
14" HP ZBook 14 Mobile Workstation

This superbly thin, customizable workstation is light
enough to carry when you're on the go — and powerful
and reliable enough to carry you through the workday.

e 4th gen Intel®Core™ i5 processor (3MB cache, 1.60GHz)
e 16GB DDR3 SDRAM e 500GB HDD

(/) EliteBook 1040

14" HP EliteBook Folio 1040 G1

The HP Elitebook Folio 1040 is packed with enterprise-
class features like docking capabilities and premier
security to help keep you productive and your data safe.

e 4th gen Intel®Core™ i5 processor (3MB cache, 1.70GHz)
e 3GB DDR3 SDRAM e 128GB SSD

54399 $1246°° 49836767 only $13299° 413237004

HP Desktops
HP ProDesk 600 G1

e 4th gen Intel®Core™ i5 processor
(6MB cache, 3.30GHz)

4GB DDR3 SDRAM

e 500GB HDD HP EliteDesk 700 G1
e DVD+RW SuperMulti DL drive e 4th gen Intel®Core™ i5 processor
e Intel® HD Graphics 4600 (BMB cache, 3.30GHz)
e 4GB DDR3 SDRAM e 500GB HDD

only 6799 #13247891

HP Pro 3500 Desktop

e 3rd gen Intel®Core™ i3 processor
(BMB cache, 3.40GHz)

e 4GB DDR3 SDRAM
e 500GB HDD

HP ProDesk 400 G1

e 4th gen Intel®Core™ i5 processor
(6MB cache, 3.30GHz)

e DVD+RW SuperMulti DL drive e 4GB DDR3 SDRAM e 500GB HDD
¢ Intel® HD Graphics 2500 e DVD+RW SuperMulti DL drive

only *499°% 49777064 only 699 #13259110 only 5499 #13259106

32 PCMG holds a number of public sector procurement contracts.



Dell gives you a faster,

PartnerDirect
Premier

sleeker way to compute

Dell OptiPlex 3030 All-in-One

Free your workspace from clutter with the OptiPlex 3030

All-in-One desktop featuring an optional touch screen for

easy navigation even without a mouse.

e 4th gen Intel® Core™ i5 processor (6MB cache)
¢ 4GB installed RAM HDD
e 1600 x 900 display resolution

.

only $796 %° #13200259

The perfect on-the-go

Versatile Productivity

The Venue 11 Pro 7000 Series delivers the portability of
a tablet, power of an Ultrabook™ and experience of a
desktop when combined with dock.

Engineered to impress: The high-resolution 10.8" Full
HD (1080p) display allows you to be productive anytime
and anywhere. Delivering wide viewing angles the Venue
11 Pro is perfect for multi-tasking, creating stunning
presentations or watching your favorite HD movie.

Simplified collaboration: Wirelessly stream HD videos,
presentations and photos from your tablet to the big
screen via projector or display with built-in wireless

Call 1.800.625.5468 or visit pcmg.com

Dell OptiPlex 9030 All-in-One

Streamline your organization with the space-saving
OptiPlex 9030 All-in-One desktop with best-in-class
security and manageability features.

e |ntel® Core™ i7 processor (8MB cache)
e 8GB installed RAM e 500GB HDD
e Equipped with HDMI and 6 USB 3.0 ports

only $10899° #13216019

companion

technology. All you need is a compatible media adapter
(sold separately) and an HDMI-enabled display.

Leave your charger at home: Power through a full
workday (up to 8-10 hours*) with the Venue 11 Pro 7000.

Portability partner: Take on whatever comes your way
with desktop performance in a tablet loaded with Intel®
Core™ processors, Windows® 8.1 and a 10.8" Full HD.

Dell Venue 11 Pro

e 4th gen Intel® Core™ i3 processor
(3MB, 1.50GHz)

e 4GB DDR3L SDRAM
e 128GB SSD

Starting at 875199 #9848257
*With optional Dell Tablet Mobile Keyboard

PCMG .
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Notebook & Desktop

Designed to outperform *m%gs:

12.5" Lenovo ThinkPad Yoga 20CD

The ThinkPad Yoga delivers flexibility for organizations.
Its 12.5" display rotates 360 degrees to offer four different
usage modes: Laptop, Tablet, Tent, and Stand. Boasting
legendary ThinkPad reliability and a range of advanced
computing and security features, it's the ultimate
multimode Ultrabook.

Enjoy a multi-touch experience

Interact with your ThinkPad Yoga by using simple, intuitive

gestures directly on the 10-point multi-touch display —

optimized for Windows 8. Its advanced multi-touch

technology provides a superior touch experience,

greater responsiveness, and faster response times.

e 4th gen Intel®Core™ i7 processor
(4MB cache, 2.10GHz)

e 38GB DDR3L SDRAM

256GB SSD

e 1920 x 1080 Full HD resolution

e Intel® HD Graphics 4400

only $1 65499 #9901998

At a mere 3.5Ibs, the ThinkPad Yoga
is ultra portable and perfect for
professionals on the go.

Rethink your mobile computing possibilities

14" Lenovo ThinkPad E440 20C5

The Lenovo ThinkPad E440 includes unique security and
productivity features to keep your organization up and
running: after-hours maintenance, software monitoring,
USB blocker, energy savings, and the ability to backup
and restore applications.

e 4th gen Intel®Core™ i5 processor (3MB cache, 2.50GHz)
e 4GB DDR3L SDRAM e 500GB HDD
e |ntel® HD Graphics 4600

14" Lenovo ThinkPad T440p 20AN

With the Lenovo ThinkPad T440P, you are assured that
your files stay safe even after getting a nasty bump,
thanks to its roll-cage technology. For durability, this
ThinkPad laptop is equipped with a carbon fiber top and a
lightweight magnesium bottom—optimized for travel.

e 4th gen Intel®Core™ i5 processor (3MB cache, 2.50GH2z)

e 4GB DDR3L SDRAM e 500GB HDD e Spill-resistant,
multi-touch touchpad e Intel® HD Graphics 4600

Login with a quick
finger swipe on
the integrated

fingerprint reader.

only °724°° 49811024 only 6499 49932983
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24" HP EliteDisplay E241i

If your workspace requires a large screen display with
extra-wide viewing angles and extraordinary comfort,

look no further than the HP EliteDisplay E41i. With its
sleek look, outstanding resolution quality, and Eco-friendly
design, the EliteDisplay E41i

e 24" Widescreen LED Backlit IPS Monitor

e 1920 x 1200 Resolution

e 16:10 Aspect Ratio

e 8 ms response time

e Tilt, Swivel, Pivot Adjustable

only $24999 #9966147

HP EliteDisplay E190i
¢ 18.9" LED Monitor

e 1280 x 1024 resolution

¢ 16.7 million colors

18.5" HP v193

¢ 16:9 widescreen @ V193 Di-splay
® 1366 x 768 resolution

® 16.7 million colors

only $157 #9888804 $89°9 984 413266658
24" Samsung S24C450D Monitor 22" Samsung S22B420BW Monitor
The Samsung S24C450D monitor is not only stylish, Adjust the Samsung 420 series monitors to you, not the
it's ergonomically advanced. With a 4-way adjustable other way around. Swivel, tilt, pivot and height-adjust to
stand, it adapts to different work styles, keeping users your absolute comfort. Then sit back and marvel at the
comfortable, focused and productive. brilliant color and clarity only Samsung can offer.
e 1920 x 1080 native resolution e 1680 x 1050 native resolution
e 16:9 widescreen e 16:10 widescreen
e Supports 16.7 million colors e 1000:1 contrast ratio

s =

only $239%° #9454210 only #1999 #9113500

Call 1.800.625.5468 or visit pcmg.com PCMI-G 35
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Printers

Print, scan, and

Xerox @)

Xerox ColorQube
8580DN Color Solid Ink Printer

The powerful and environmentally friendly printing
solution that's simple and highly productive,

with the advantage of superior color.

e Up to 51ppm color print speeds™®

e 2400 FinePoint™ print resolution

e 85,000-page monthly duty cycle

Solid Ink gives your
documents rich,
vibrant colors on
all media.

’ —_— &

only $699 #13367727

LEXMARK

Lexmark CX410de
Multifunction Printer

Deliver PANTONE color matching, fast print, fax,
copy and scan speeds and a convenient color
touch screen.

e Up to 32ppm B&W, color print speeds*

e 1200 x 1200dpi print resolution

e 75,000-page monthly duty cycle

only $799 #9402905

fax with confidence

RICOH

Rip through files
faster with high-

performance ——
600MHz CPU and |' |

vast megabytes of
memory. |

Fi I
Ricoh Aficio o
SP C430DN Color Laser Printer

Invest in something that can withstand the test of
time and is heavy-duty enough to endure wear
and tear.

e Up to 37ppm B&W, color print speeds*
e 1200dpi maximum print resolution
e 150,000-page monthly duty cycle

only $1199 #8171008
Check PCMG.com for up to date pricing

®

at your side

A

L
— | — -
—

————

——————— —

Brother MFC-J6720DW
Color Inkjet All-in-One Printer

Combines business essential features including
fastest prints, copying, scanning and faxing up
to 11"x17".

e Up to 35ppm B&W and 27ppm color print speeds*
e 6000 x 1200dpi print resolution
e 26,000-page monthly duty cycle

only $265% #9760533
Check PCMG.com for up to date pricing

*Print speeds vary with use

36 PCMG holds a number of public sector procurement contracts.



Let creativity flow at high speed with
fast, innovative HP Printers

HP LaserJet Pro 400 M401n

Monochrome Laser Printer

e Up to 35ppm B&W print speeds
vary with use

e Up to 1200dpi resolution

e AirPrint enabled

Up to
40,000 pages

monthly

monthly

HP Officejet Enterprise
X555dn Ink Jet Printer

e Up to 72ppm B&W and color
print speeds vary with use
e 1200 x 1200dpi resolution

e 4.3" touchscreen display

HP LaserJet Pro 400

M451dn Laser Printer

e Up to 21ppm B&W print speeds
vary with use

e 600dpi resolution

e HP ePrint technology

Up to

50,000 pages
monthly

only $219 #9220451 only 5749 49003889 only *804°° 413017787

PCMG Terms of Use & Sale

e Returned product(s) must be complete including .
manufacturer’s original package, accessories, software
and manuals. Incomplete returns may be refused. .

A product must be received in our warehouse

within 10 business days from the date the return
authorization is given. .
The customer is responsible for all return shipping
costs. COD shipments will not be accepted.

We are not responsible for lost or stolen packages.
We recommend using a courier that can track your .
package with a tracking number.

All returns require a return authorization number.
Requests must be made within 15 days of purchase.
Returns may be subject to a minimum 15% restock fee.
The amount refunded will be the lower price of either .
the date of purchase or date of return.

To request a return authorization number, please call
your Account Executive at the phone number listed on
the front of this packing slip.

Tape the return label provided to you on the .
box and ensure the return authorization number

is clearly marked. Do not write on the original
manufacturer’s box.

Pack your return securely. We recommend insuring it
for your protection.

All other policies are in accordance with the policies
published in our latest catalogs and on our website
www.pcmg.com.

We are no responsible for integrity or backups of data on
any drive returned to us even if included in a system.
Subsequent to an approval authorization, a credit to an
account or issuance of a check can take up to 30 days.
Missing a rebate? Look it up on our website:
www.pcmg.com or call your Account Executive.

Terms/Warranty Disclaimer. PCMG expressly disclaims all expressed or implied warranties. Including any implied warranty of merchantability or of fitness for a particular purpose non-
infringement. PCMG shall have no liability to anyone for incidental or consequential damages or any other liability, loss or damage arising out of or related to the merchandise sold. All
merchandise is so “AS IS”. PCMG makes no warranty as to the performance of any merchandise sold. We are not responsible for the system downtime, lost date, etc. This disclaimer by
PCMG in no way affects the terms of a manufacturer warranty, if any. The following manufacturer’s products cannot be returned for any reason. The manufacturer must be contacted
for all repairs and warranty replacements. The warranty on the product is directly from the manufacturer. We will be happy to assist with the installation and instructions. However, the
following manufacturers require you to contact them directly for repairs or replacement of your product. Unless subject to applicable master agreement or SOW signed by each parties,
the offer and sale related to this invoice/packing slip is subject to the Terms of Use and Sale @ http://www.pcmg.com and those set forth herein not withstanding any purchase order
to the contrary. Any disputes related hereto must be brought individually and not part of any class, in accordance with the above relevant Terms of Use and Sale.

The following manufacturer’s product cannot be returned for any reason. The manufacturer must be contacted for all repairs and warranty replacements.

VENDOR Acer APC Apple Cisco Eaton
TECH SUPPORT # 800.816.2237 800.555.2725 800.275.2273 800.553.2447 800.356.5794
WEBSITE WWW.US.acer.com WWW.apc.com www.apple.com WWW.CiSC0.Ccom www.eaton.com
VENDOR Garmin HP/COMPAQ Hitachi IBM Lenovo
TECH SUPPORT # 800.800.1020 800.474.6836 800.448.2244 Parts & Warranty 800.388.7080 800.426.7378
WEBSITE WwWWw.garmin.com www.hp.com www.hitachi.com Hardware Service 800.428.7378 www.lenovo.com
VENDOR Lexmark Logitech Microsoft Olympus Quark Samsung CE
TECH SUPPORT # 800.332.4120 646.454.3200 800.642.7676 888.553.4448 800.676.4575 800.726.7864
WEBSITE www.lexmark.com www.logitech.com www.microsoft.com www.olympusamerica.com www.quark.com www.samsungelectronics.com
VENDOR Seagate Sharp Sony PC's Tom-Tom Toshiba Western Digital
TECH SUPPORT # 800.732.4283 800.237.4277 888.476.6972 866.486.6866 800.457.7777 800.275.4932
WEBSITE www.seagate.com www.sharpusa.com WWW.S0ny.com www.tomtom.com www.toshiba.com www.wdc.com

Call 1.800.625.5468 or visit pcmg.com

PCMG |
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Apple Systems

Redefine productivity

Pages®, Numbers®, and Keynote® are now free with every iPad®, so you can work with documents, spreadsheets, or
presentations on the go. With iCloud®, your documents stay in sync across your iPad, iPhone®, Mac®, or PC, enabling

you to collaborate wherever you are.

iPad Air” 2
Starts at $499*

Available in Space Gray, Silver or Gold.

iPad mini” 3
Starts at $399*

Available in Space Gray, Silver or Gold.

Surround your iPad with protection

iPad Smart Cover®

e Covered hinge fits iPad's thin profile
e Designed for ultimate portability

e Comes in a variety of sleek colors

only $39*

PCMG holds a number of public sector procurement contracts.
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COmDUting CompaniOn " Corporate Reseller
MacBook Air

Thin, light, power-packed and ready for an
entire day of work or play.

Get everyone's favorite work-on-the-go companion, the
MacBook Air. Whether used for work or fun, the 11-inch
MacBook Air lasts up to 9 hours between charges and
the 13-inch model lasts up to an incredible 12 hours. So
from your morning coffee till your evening commute, you
can work unplugged. When it’s time to sit back and relax,
you can get up to 9 hours of iTunes movie playback on
the 11-inch model and up to 12 hours on the 13-inch
model. And with up to 30 days of standby time, you can
go away for weeks and pick up right where you left off.

Model ~ Size  5th Gen Processor RAM  Flash Storage Graphics List Price SAVE! PCMG Price*
#13446762 116"  1.6GHz Intel® Core™i5  8GB 128GB Intel® HD Graphics 6000 5999 s5 $994
#13446724 116" 16GHz Intel® Core™i5 4GB 256GB Intel® HD Graphics 6000 1999 55 1094
#13446727 133" 1.6GHz Intel® Core™ i5 4GB 128GB Intel® HD Graphics 6000 5999 55 $994
#13446776 133" 16GHz Intel® Core™i5  8GB 128GB Intel® HD Graphics 6000 1999 55 1094
#13446781 133" 16GHz Intel® Core™i5  8GB 256GB Intel® HD Graphics 6000 4299 55 $1294
#13446789 133" 22GHzIntel® Core™i5  8GB 256GB Intel® HD Graphics 6000 1449 55 1444
#13446791 133" 22GHzIntel® Core™i5  8GB 512GB Intel® HD Graphics 6000 1749 55 1744

MacBook Pro
with Retina display

Brilliant display and phenomenal performance
in a sleek, thin package.

MacBook Pro packs a lot of power into not a lot of
space. Engineered to reconsider each detail of every

internal component and maximize performance and
minimize size for ultimate portability.

Model  Size Processor RAM  Flash Storage Graphics List Price SAVE!  PCMG Price*
#9824732 133"  24GHzIntel® Core™i5 4GB 128GB Intel® Iris™ Graphics 1299 °229 *1069*
#13446711 133"  2.7GHzIntel® Core™i5  8GB 128GB Intel® Iris™ Graphics 6100 $1299 ) $1294
#13446712 133" 2.7GHzIntel® Core™i5  8GB 256GB Intel® Iris™ Graphics 6100 $1499 ) $1494
#13446716 133"  29GHz Intel® Core™i5  8GB 512GB Intel® Iris™ Graphics 6100 51799 ) $1794
#13240565 154" 2.2GHzIntel® Core™i7  16GB 256GB Intel® Iris™ Pro Graphics 999 °10 1989
#13240566 154"  25GHz Intel® Core™i7  16GB 512GB NVIDIA GeForce GT 750M (csconrs)  $2499 %10 $2489

*Price is as of March 2015, is subject to change, does not include taxes or shipping, and is U.S. pricing.
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MacBook

now available at PCMG.

The new MacBook® delivers a full-size experience in the lightest
and most compact Mac® notebook ever. Every element, from the
new keyboard and Force Touch trackpad to the 12-inch Retina®
display, USB-C port, battery and logic board, has been completely
re-imagined to make it not only thinner but also better. The result
is more than just a new notebook. It's the future of the notebook.

Available in gold, space gray, and silver.
*\ e 12-inch (diagonal) LED-backKiit Retina display
e Up to 1.3GHz Dual-Core Intel® Core M Processor
e |ntel HD Graphics 5300
N e Flash Storage
e 802.11ac Wi-Fi

e Up to 9 hours of battery life’
e Force Touch trackpad

Call for Pricing!

'Battery life varies by use and configuration. See www.apple.com/batteries for more
information. Apple, the Apple logo, Mac, MacBook, and Retina are trademarks of Apple Inc.,
registered in the U.S. and other countries.

1.800.625.5468 pcmg.com

Fax additions, corrections, or a request to remove your name from this list to 310.630.3510. We do not release
your private information. We occasionally share your postal address with other reputable companies.
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